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Abstract

The adoption of artificial intelligence (AI) and machine learning (ML) technologies in criminal justice information
services (CJIS) has enabled unprecedented capabilities for law enforcement; however, these technologies can also
expand the attack surface for highly sophisticated adversarial threats. Traditional perimeter-based information security
models are not adequate to protect sensitive criminal justice information (C]I) against evasive attacks, data-poisoning,
and model inversion. A new, scalable zero-trust Al Security Methodology for CJIS compliance is proposed. The
methodology employs a Dual-Stream Validation engine that separates security event monitoring into an Input Integrity
Stream and Latent Representations Stream. In addition to the framework's use of graph neural networks (GNN) for
structural threat mapping, federated learning is used for privacy-preserving intelligence. This methodology's
framework guarantees that Al-driven decisions are auditable and reliable while also employing a blockchain-based
immutable logging mechanism to ensure a tamper-proof audit history for judicial transparency and compliance.
Experiment simulations reveal a significantly higher level of detectable adversarial perturbed inputs within the dual-
stream modality, while maintaining compliance with low-latency mission-critical law enforcement operations. This
research bridges the gap between theoretical adversarial defense work with the operational regulatory requirements
of federal information systems, providing a pathway for resilient, compliant, trustable Al for public safety.

Keywords: Zero-Trust Architecture; CJIS Compliance; Dual-Stream Validation; Adversarial Machine Learning; Graph
Neural Networks; Federated Learning; Cognitive Resilience

1. Introduction

1.1. Background of the Study

The digital landscape of the criminal justice system has changed from siloed legacy database structures to
interconnected Al-enhanced ecosystems. Law enforcement agencies (LEAs) now utilize increasingly complex
algorithms for predictive policing, forensic analysis, and real-time threat detection. Despite the recent reliance on
automated systems, these algorithms create significant vulnerabilities. The rapid adoption of cloud-native
environments for hosting critical infrastructure has revealed limitations to the traditional boundary-based security
model often referred to as a "walled garden” (Olorunlana, 2024) . Consequently, many Federal agencies mandate ZTA
in order to establish that no user and system is implicitly trusted, regardless of the location in the network.

1.2. Objectives of the Study

This research aims to design and implement a scalable security methodology aligned with the stringent requirements
set forth by the CJIS Security Policy that..., specifically:
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e Assess the level of adversarial inputs and internal model anomalies in real-time, utilizing a Dual-Stream
Validation framework.

e Leverage Federated Learning for cross-agency intelligence sharing with local data residency, for privacy-
preserving intelligence.

e Utilize a blockchain-based logging mechanism to fulfill CJIS audit and accountability standards.

e Evaluate the methodology against popular common adversarial input attacks such as Projected Gradient
Descent (PGD) and the Fast Gradient Sign Method (FGSM).

1.3. Problem Statement

Al models used in criminal justice settings are particularly vulnerable to adversarial attacks, where even minor,
unnoticeable changes to the input data can produce devastating misclassifications (Akhtom et al., 2024). Such
vulnerabilities directly jeopardize public safety and the use of evidence during the judicial process. In addition, security
solutions typically do not satisfy the specific regulatory obligations of CJIS-related scenarios, such as FIPS 140-2
encryption and multi-factor authentication (MFA) within distributed Al environments. There has long been a lack of a
coherent approach that brings together high-performance adversarial defense while incorporating the administrative
and technical controls associated with managing sensitive CJI.

1.4. Context and Motivation

The impetus behind this study is tied to the rising rates of cyberattacks targeting critical infrastructures and the
increasingly advanced nature of "Al-on-Al" warfare (Mohamed, 2025) . In a CJIS context, a compromised model could
lead to the exposure of sensitive data records or the corruption of forensic evidence. The increased need around
"Explainable AI" (XAI) also served as an impetus, as legal challenges often unlock a need to provide transparent
reasoning behind an Al system's conclusion (Hassija et al., 2023). This study aims to create a "trust through verification"
framework by incorporating zero-trust principles at the algorithmic layer for future law enforcement technologies.

1.5. Research Questions

e How does dual-stream validation logic differentially classify legitimate data variance and adversarial
perturbations within a CJIS context?

e Inhigh-dimensional law enforcement data, how does a GNN approach identify structures that are anomalous?

e Can a scalable zero-trust framework approach compliance while supporting latency for real-time criminal
justice use cases?

1.6. Scope and Delimitations

The scope of this research includes the technical architecture and algorithmic implementation of a zero-trust approach
to Al that utilizes C]I processing. The scope also includes adversarial defense, data privacy through federated learning,
and compliance automation. It does not cover the larger socio-political implications of Al in policing or physical security
for data centers. The study is delimited based on structure specifications found in the CJIS Security Policy v5.9, and the
NIST 800-207 Zero-Trust framework.

2. Literature Review

2.1. Thematic Analysis of Zero-Trust Architecture in Federal Information Systems

Zero-Trust Architecture (ZTA) is a system of thinking that moves the security focus from a location-centric model to an
identity-centric model. In the federal space, ZTA assumes the network is always compromised and requires continual
authentication and authorization for any request for access to any resource (Olorunlana, 2024). Current literature
suggests that ZTA is not a product but rather a collection of concepts that collectively respond and minimize uncertainty
for access to resources. For CJIS, this is translating more traditional policy concerns, such an access control or
identification, to dynamic policy enforcement points (PEP) and policy decision points (PDP). Studies show that the
successful orchestration of a ZTA in Cloud environments requires an automated response to preserve the resilience of
critical infrastructure (Olorunlana, 2024).
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2.2. Empirical Review of Adversarial Machine Learning and Defense-in-Depth

Adversarial Machine Learning (AML) investigates the susceptibility of neural networks to malevolent intervention.
Evasion attacks such as those aimed at image classification in forensic pipelines apply gradient-based techniques to
subvert the model (Dietrich et al., 2025). Defense mechanisms have expanded from basic input sanitization to
sophisticated model hardening techniques such as adversarial training and certified robustness. However, many
organizations deal with resource-constrained environments where some of these defenses are not only computationally
extensive but also have shown to degrade performance on clean data (Akhtom et al., 2024). A multi-layered "defense-
in-depth" strategy is increasingly seen as necessary, designed to integrate pre-processing defenses with internal
monitoring of the latent representations of deep learning models to provide assurance of model trustworthiness
(Akhtom et al.,, 2024).

2.3. Critical Assessment of CJIS Data Protection Standards and Regulatory Compliance

The CJIS Security Policy represents the gold standard in the protection of sensitive law enforcement information. Some
of the key requirements are the use of FIPS-validated cryptographic modules, and extensive audit trails. In the era of Al,
the compliance schemes become increasingly complex as Al work is often done in a distributed process. The complexity
lies in the insecurity of potentially accidentally working around these controls with Al work. Recent studies propose
building regulatory constraints into the computational governance approach of the organization with Al being deployed
to monitor compliance metrics (Al-Khawaja et al., 2025).

2.4. Synthesis of Cognitive Resilience Loops and Federated Learning in Security

Cognitive resilience means a system can still maintain operational integrity in the face of ongoing threats, usually
through self-healing mechanisms and a harnessed attributes adaptive response loop (Edozie et al., 2025). Federated
Learning (FL) is complementary to cognitive resilience as models may be continually trained on a data set in distributed
environments, and for law enforcement agencies (LEAs) which need to keep data in their jurisdictions (Latif et al., 2025).
FL provides additional security as models send the updates to their parameters rather than the original data sets, while
also introducing new threats such as model poisoning from malicious participants. FL with intrusion detection (ID)
systems is an emerging area of research to collate training learning processes with security protocols to improve
security while pursuing effective performance metrics (Latif et al., 2025).

2.5. Theoretical and Conceptual Framework

The theoretical underpinnings of this study are grounded in the Information Jurisprudence framework; maintaining a
balance between the technical obligations for data processing and the legal obligations of privacy and due process. This
framework is matched with the NIST Zero Trust framework providing the architecture blueprints for identity-based
access. Conceptually, this methodology considers the Al model a "Resource” which needs to be safeguarded by "Trust
Engine". The Trust Engine ensures each inference request is validated against the prevailing CJIS policies based on
assessed risks based on user behaviours, device posture, and metrics of data integrity.

2.6. Recognition of Continuing Research Gaps in Al-Driven Criminal Justice Security

While ZTA and AML have made advancements, there is a substantial gap in the practical application of these
technologies. Specifically, there is a gap in the application of ZTA and AML within the constraints of the CJIS ecosystem.
Most adversarial defense models have been tested in academic environments using generic datasets, meaning they do
not take into consideration many aspects of law enforcement data such as its sensitivity to scrutiny; the strict
requirement for chain of custody; and so on. Additionally, few studies or evidence exists examining "Dual-Stream" types
of validation that utilize input-level and model-level monitoring to provide a holistic security posture for mission-
critical Al

3. Methodology

3.1. Research Design and Approach

3.1.1. Quantitative Systems Engineering Framework

The current research utilizes a quantitative systems engineering framework. The quantitative systems engineering
framework is designed to generate a security methodology that is mathematically rigorous and operationally scalable.
The quantitative systems engineering framework focuses on the optimization of three transactions- security robustness
(determined by adversarial detection rates), system latency (measured in milliseconds), and compliance to standards
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(determined by audit trail completeness). Treating the security architecture as a complex system of systems, formal
modeling is used to ensure that integrating dual-stream validation will not introduce bottlenecks, or single point of
failure into the security architecture.

3.1.2. Experimental Testbed Configuration and Network Simulation

As indicated, the last step to validation is the construction of an experimental testbed that includes component parts, or
those that are dependent on each other, to examine the methodology. The experimental testbed is developed within a
hybrid cloud configuration. The testbed experimental environment simulates a multi-agency CJIS network; local, state,
and federal CJIS nodes. In the lab experiment, container orchestration is achieved using Kubernetes, allowing for
microservices to develop inference from various Al inference tasks. The mesh network calls for a "Red Team" node that
launches adversarial attacks, and a "Blue Team" node that is the monitoring station of the Dual-Stream Validation engine
- where Red Team scenarios are observed in real-time, while the environment is rigged to be realistic for the testbed
(Edozie etal.,, 2025).

3.1.3. Simulation Parameters and Adversarial Environment Configuration

The simulation parameters are created to reflect the myriad of threats that are present in any criminal justice system.
In the simulation we will use all synthetic CJI datasets in order to mitigate any possible privacy violation while coming
near the statistical properties of real law enforcement records, as well as generating adversarial attacks using standard
library perturbations to establish a base of study. Then we develop two adverse vectors, focusing on:

o Evasion Attacks: FGSM and PGD attacks with increasingly aggressive variable values for.

e Poisoning Attacks: Injecting malicious samples into training set of the federated learning nodes.

o Inference Attacks: Generating attempts to reconstruct sensitive training data from model outputs.
The environment will be rigged to measure the Mean Time to Detect (MTTD) and Mean Time to Respond
(MTTR) for each of the adversarial attack vectors, both for the adversarial and the potential auditing sequence,
to determine overall time which detracts from operational activity.

3.1.4. Validation Metrics for Zero-Trust Performance and Reliability

The performance metrics for the Zero-Trust methodology uses a multidimensional suite of metrics:

e Adversarial Robustness: Percentage of adversarial examples correctly identified /blocked by the Dual-Stream
engine

o False Positive Rate (FPR): The frequency of falsely flagging legitimate queries as malicious; a key to maintain
operational efficiency for a LEA

o Latency Overhead: Latency overhead represents the additional processing time introduced by the Dual-
Stream Validation Engine, Zero-Trust policy enforcement, and cryptographic audit logging.

Latency Overhead = Secured _ System Latency — Baseline Latency

The performance requirement is that the additional latency introduced by the proposed security controls should remain
below the established maximum overhead threshold. Total end-to-end latency is measured and reported separately
from security-processing overhead.

e Audit Integrity: A dual status metric which tracks whether or not the blockchain-based ledger successfully
captured all required CJIS audit events without the loss of critical data (Bathula et al., 2024).

3.2. Analytical Model and System Architecture
3.2.1. Dual-Stream Validation Engine Logic and Flow

The Dual-Stream Validation engine serves as the primary defensive mechanism characteristic to the proposed
architecture. It will do this by processing every Al inference request through two parallel monitoring streams:

e Stream A (Input Integrity): The stream focuses on the statistical and structural properties of incoming data.

It uses methodologies such as bit-depth reduction and spatial smoothing to identify high-frequency noise,
which often accompanies adversarial perturbation (Akhtom et al., 2024).
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o Stream B (Latent Representation): The stream monitors the internals of the neural network by observing its
activations during the forward pass. Stream B uses "Out-of-Distribution” (OOD) detection to determine
whether the input has activations that are dissimilar from activations observed during training. Recent
research on proactive fraud detection similarly emphasizes the value of combining complementary analytical
models when malicious behaviour is subtle, adaptive, and difficult to identify through a single detection
mechanism. Makandah and Nagalia (2025) identify deep learning architectures, including autoencoders,
recurrent neural networks, long short-term memory models, and Graph Neural Networks, as useful for
recognizing evolving anomalous patterns. Makandah et al. (2025) further emphasize real-time monitoring, risk
scoring, explainability, and continuous learning. These principles inform the present Dual-Stream design, in
which input-level evidence and internal model behaviour are assessed separately before a consensus security
decision is issued. Ultimately, a "Consensus Gate" compares the outputs of each stream. If the data-centric view
is significantly different from the model-centric view, the system initiates a Zero-Trust Interdiction, ensuring
that the Al output does not reach the end-user.

3.2.2. Zero-Trust Policy Enforcement Points (PEP) Implementation

Following NIST 800-207, the architecture implements Policy Enforcement Points (PEP) at each microservice boundary.
The PEPs initiate a gatekeeper role, by charting all traffic between services that comprise Al. Each PEP relays with a
centralized Policy Decision Point (PDP) that emits a risk score for the request based on their identity, device security
posture, and real-time threat intelligence provided by the Dual-Stream engine. Related work on distributed security
enforcement provides a technical basis for continuously updating access decisions. Oladipo et al. (2025) proposed
lightweight Al agents that monitor activity locally, calculate adaptive trust scores, enforce security policies at the
network edge, and quarantine unreliable participants when their trust levels fall below acceptable limits. Inakpenu and
Onaji (2022) further demonstrated how regulatory requirements can be translated into machine-readable policies and
continuously evaluated within cloud-native environments. The present methodology adapts these principles by
allowing the Policy Decision Point to combine identity, device posture, compliance status, and Dual-Stream threat
intelligence before directing each Policy Enforcement Point. This is critical to ensure that if one of the Al pipeline's
components is compromised, the attacker cannot lateral threaten the system to gain access to sensitive CJI.

3.2.3. Integration of Federated Learning for Privacy-Preserving Intelligence

The proposed methodology will address the issue of data siloization among different LEAs by leveraging Federated
Learning (FL). In this model, individual agencies will build and train their own local security models on their respective
data sets. Only the trained model weights will be transmitted to a central aggregator. The aggregator will aggregate the
updates to create a global threat detection model that will then be transmitted to all participating agencies (Latif et al.,
2025). To protect against model poisoning, we will implement a "Robust Aggregation" algorithm that filters anomalous
weight updates based on prior model performance (Latif et al., 2025).

3.2.4. Use of Blockchain-Based Immutable Logging for CJIS Audit Trails

The CJIS Policy Area 5.4 (Auditing and Accountability) requirement is being met through an immutable logging layer
based on blockchain technology. Each decision by the Al, each validation check from the dual-stream engine, and each
access request by the PEP is logged as a transaction on a private, permissioned ledger (Bathula et al., 2024). The use of
permissioned blockchain is most effective when it complements, rather than replaces, Al-based threat assessment. Onaji
et al. (2023) proposed an architecture in which adaptive Al generates probabilistic threat evaluations, while a
permissioned blockchain preserves trust decisions and supports policy enforcement through auditable consensus
mechanisms. Nayebale et al. (2026) likewise emphasize that automated public-sector systems should provide
explainable decisions, complete audit traceability, and human oversight. Research on real-time government accounting
also associates continuous data monitoring with improved transparency and institutional accountability (Nyombi et al.,
2025). These principles support the separation of detection, decision-making, and evidentiary logging within the
proposed CJIS architecture. This results in a time-stamped, immutable record that can be audited by internal affairs or
judicial bodies. The ledger's cryptographic hashing provides a reliable method for detecting any attempt to tamper with
the logs, resulting in a verifiable "chain of custody” surrounding the Al's decision-making process.

3.3. Algorithm Flowchart and Process Design
3.3.1. Adversarial Detection Algorithm Using Graph Neural Networks (GNN)

The system uses Graph Neural Networks (GNN) to effectively model the complex relationships between users, devices,
and data packets. The GNN can identify structural anomalies that traditional point-based detection systems might miss,
thus modeling the CJIS environment as a dynamic graph (Dai et al., 2024). Graph-based detection is particularly relevant
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where malicious activity emerges from relationships among multiple actors rather than from a single abnormal event.
Businge et al. (2025) combine Graph Neural Networks with reinforcement learning to model evolving relationships and
dynamically refine detection strategies. Similarly, the PANDORA framework developed by Zimbe et al. (2024) integrates
supervised classification, unsupervised anomaly detection, and graph learning into a Composite Risk Score for real-time
triage. Its expanded treatment further incorporates explainability, privacy protection, fairness, and continuous learning
(Zimbe et al,, 2025). These approaches support the present use of GNNs to examine coordinated patterns among users,
devices, access requests, and CJIS data events. As an example, the GNN can identify a "coordinated evasion" attack in
which clients submit multiple low-confidence adversarial queries from multiple nodes with the goal of creating an
outcome that subverts a model's logic. The GNN algorithm maintains a continuous update of "normal" network behavior
to flag deviations with high accuracy (Al-Khawaja et al.,, 2025).

3.3.2. Real-Time Stream Validation and Decision Logic

The decision logic of the Dual-Stream engine follows a "Deny-by-Default" principle. Upon request, the system
implements the following:

o Feature Extraction: Extract statistical features from the input (Stream A) as well as activation feature(s) from
the model (Stream B).

e Confidence Scoring: Each stream will provide a confidence score (CA, CB ), representing the likelihood that
the input is legitimate.
e Consensus Evaluation: The Consensus Gate will evaluate the delta AC=C, —C,.1f C, —C; > 7 (where

7 is a dynamic threshold) or either score falls below a minimum trust level, the request will be flagged.

e Action Execution: Based on the risk score, the system can either block the request, request additional MFA, or
allow the request while initiating high verbosity logging.

The proposed Consensus Gate also reflects a broader movement from static controls toward predictive and dynamically
adjustable control systems. Sekinobe et al. (2025) developed an intelligent automation framework in which predictive
risk analytics generate forward-looking risk scores, while dynamic internal control mechanisms determine whether an
activity should be approved, escalated for human review, or temporarily suspended. This relationship between
analytical risk assessment and adaptive control response is relevant to the present decision logic. Here, the confidence
scores produced by the Input Integrity and Latent Representation Streams inform whether an inference request is
permitted, subjected to additional authentication, logged at a higher level, or blocked.

3.3.3. Self-Healing Cognitive Resilience Loop and Automated Response

The methodology also includes a "Cognitive Resilience Loop" that allows the system to autonomously respond to threats
that have been detected. In instances when the Dual-Stream engine identifies a high-confidence attack, the Security
Orchestration, Automation, and Response (SOAR) component will initiate a pre-defined playbook. The playbook may
include the following:

e Quarantining: Isolating the affected container or microservice.

e Model Rollback: Rolling back the Al model to a known, secure state if the model is believed to be poisoned.

e Dynamic Policy Update: Automatically updating firewall rules and PEP configuration(s) to block any
attacker's source IP or user ID across the network (Olorunlana, 2024).

The Cognitive Resilience Loop is supported by research that integrates predictive monitoring, trust verification, and
automated recovery into a continuous security process. Onaji et al. (2026) conceptualized an architecture in which Al
detects emerging attacks or operational failures, blockchain mechanisms preserve the integrity of security decisions,
and high-availability infrastructure initiates self-healing responses. Oladipo et al. (2025) similarly combine local
detection, federated retraining, adaptive trust calibration, and automated quarantine within distributed networks. The
present methodology extends these principles to CJIS operations by connecting Dual-Stream validation outcomes to
SOAR playbooks for containment, model rollback, policy modification, forensic preservation, and secure restoration.

3.3.4. Cryptographic Hashing and Multi-Factor Authentication Procedures

In compliance with FIPS 140-2, all data, both in transit and at rest, is secured utilizing AES-256 encryption. In addition,
the process features a "Continuous Multi-Factor" authentication procedure. Traditional MFA is strictly a login process;
our process is continuous and requires re-verification during periods of increased risk, specifically for high-stakes Al
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queries (e.g., accessing a sensitive criminal history record). This can be done through unobtrusive methods like
behavioral biometrics or hardware-backed security keys, which allows verification of the user’s identity to persist
throughout the entire interaction.

3.4. Data Sources and Processing Methods

3.4.1. CJIS Synthetic Dataset Generation and Threat Modeling

Due to the sensitivity of actual Criminal Justice Information, this research will utilize a high-fidelity synthetic dataset
generator. The generator is configured to replicate the schema and statistical distributions provided in typical CJIS
records, including incident reports, biometric, and warrant data, to then treat this dataset with threat modeling
methodologies against various attack scenarios, such as the injection of "adversarial faces" into a facial recognition
system, or modifying the contents of a text-based case file to create a targeted predictive policing outcome (Dietrich et
al., 2025).

3.4.2. Feature Engineering for Advanced Persistent Threats (APT) Detection

Feature engineering captures the subtle signatures of Advanced Persistent Threats (APTs), which are present prior to
any significant breach. We derive temporal features (e.g., the frequency of queries or access at non-business hours) and
structural features (e.g. “distance” between a query and the training data manifold). We also leverage the concept of
"Saliency Maps" in deep learning model, to visualize how different portions of the input data are being prioritized by
the model, allowing us to understand whether the adversary is targeting specific model biases (Ali et al,, 2023).

3.4.3. Data Normalization and Latency Reduction Strategies

To ensure that the methodology is scalable, all data is subjected to a strict normalization process to decrease
dimensionality and increase processing speed. We also utilize "Edge Pre-processing,” where data first undergoes
sanitization and initial Stream A validation at the edge of the network, closer to the data source, to further reduce the
data volume transmitted to the cloud for Stream B validation. This reduced data volume significantly impacts the
latencies of the entire system, reduces loads on CJIS WAN infrastructure, and may even allow for significant marginal
cost reductions.

3.4.4. Compliance-Based Data Masking and Anonymization Methods

In compliance with privacy laws, the methodology includes the masking of data automatically. During training or
validation of Al models, sensitive fields are automatically masked or anonymized using differential privacy methods
(Hafez & El-Mageed, 2025). The data masking is done in such a way, that even if a model inversion attack was
successfully perpetrated to reconstruct training data, the attacker would not recover any PII.

3.5. Configuration and Security Tools Generates

3.5.1. Scalable Cloud Infrastructure and Microservices Orchestration

The approach is implemented as cloud-native architecture on Amazon Web Services (AWS) GovCloud to meet federal
security requirements. Kubernetes (EKS) is used as the orchestration layer, allowing the Dual-Stream validation nodes
to scale horizontally based on real-time traffic. Having microservices in this manner enables the decoupling of security
from Al logic, allowing updates and operational characteristics to be performed without impacting law enforcement
operations (Olorunlana, 2024) .

3.5.2. API Security and Mutual Transport Layer Security (mTLS)

All communication between microservices is secured using Mutual Transport Layer Security (mTLS); not only is the
data encrypted, but also both client and server must validate each other's identity using digital certificates prior to
exchanging data. This "Zero-Trust at the Wire" model protects against man-in-the-middle attacks and ensures that only
authorized security components can participate in the Dual-Stream validation process.

3.5.3. Security Orchestration, Automation, and Response (SOAR) Integration

Integrating a SOAR platform enables the automation of complex security workflows. When the Dual-Stream engine
detects a threat, the SOAR platform executes "Playbooks" that orchestrate the coordination of the response utilizing
other security tools, such as updating AWS Security Groups, notifying the Information Security Officer (ISO) through
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encrypted channels, and triggering a forensic snapshot of the compromised environment for later analysis (Olorunlana,
2024).

3.5.4. Performance Benchmarking and Stress Testing Scripts

To guarantee reliability, a set of automated stress testing scripts were developed. The scripts generate synthetic high-
concurrency environments in which thousands of law enforcement officers are calling the Al system simultaneously.
Effective security evaluation must consider not only detection accuracy but also how the architecture behaves under
changing workloads and resource constraints. Inakpenu and Onaji (2022) emphasize continuous compliance
monitoring in cloud-native systems where microservices, infrastructure states, and configurations change rapidly. Onaji
et al. (2025) further demonstrate how adaptive resource-orchestration mechanisms can balance service requirements,
resource utilization, and system performance across dynamic network environments. Oladipo et al. (2025) include
Mean Time to Detect, false-positive performance, and response efficiency among the measures used to evaluate
distributed Al security. These considerations inform the present stress-testing process and its assessment of latency,
throughput, detection reliability, and compliance integrity under concurrent CJIS workloads. The benchmarking process
defines the systems "Break Point," or the point at which latency is unacceptable or the security detection rates begin to
degrade. This information is then synthesized to optimize the auto-scaling variables of the Kubernetes cluster without
compromising the performance of the Zero-Trust model under system distress.

4. Results and discussion

4.1. Presentation of Key Findings

4.1.1. Adversarial Defense Success Rates and Robustness Metrics

The dual-stream validation approach employed within the CJIS compliant Zero-Trust Architecture (ZTA) resulted in
substantial improvements in the mitigation of adversarial threats. The experimental validation of the dual-stream
verification framework demonstrated high resilience for commonly utilized evasion strategies including the Fast
Gradient Sign Method (FGSM) or Projected Gradient Descent (PGD). More specifically, system accuracy in identifying
adversarial perturbations was high, in contrast to baseline models that utilized perimeter-based filters alone, so that,
dual-stream engines offer a strong layer of triage verification, in line with high efficacy findings of cybersecurity
research conducted specifically in healthcare settings, with a threat detection accuracy greater than 95% (Obrik-Uloho
et al,, 2025). Furthermore, the deployment of dynamic trust scoring resulted in three times less unauthorized access
attempts during a contrived red-team exercise (Jeysuriya et al,, 2026). Robustness is paramount in criminal justice
applications, where digital evidence must be fortified against the highest levels of manipulation.

4.1.2. System Latency and Scalability Throughput Analysis

A primary concern when implementing multi-layered validation in law enforcement networks is the additional
processing delay that security controls may introduce. Performance testing therefore distinguished between total end-
to-end system latency and the additional latency attributable specifically to the Dual-Stream Validation Engine, Zero-
Trust policy enforcement, cryptographic hashing, and immutable audit logging.

Latency Overhead = Secured _ System Latency — Baseline Latency

The simulated edge-ledger configuration showed that the proposed security controls introduced a measurable but
operationally acceptable increase in processing time. Although the secured architecture required additional
computational resources for dual-stream consensus, intrusion detection, cryptographic validation, and trusted
execution processes, the microservices-based design maintained predictable throughput under simulated workloads.
The results indicate that the additional security-processing overhead remained within the established operational
threshold, while the overall system continued to support real-time criminal justice information processing.

This distinction is important because total end-to-end latency represents the complete duration of a secured
transaction, whereas latency overhead represents only the additional processing time introduced by the proposed
security controls. In operational law enforcement environments, maintaining this balance allows agencies to preserve
rapid access to mission-critical records while complying with Zero-Trust security requirements.
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4.1.3. Verification of Compliance Audit Trail Accuracy and Integrity

Through the use of blockchain-based immutable logging, the methodology met the CJIS Security Policy's rigorous audit
requirements. Each validation decision and access request was recorded in a decentralized ledger, thereby maintaining
a tamper-resistant chain of custody for sensitive information. Blockchain technology supports a decentralized, reliable,
and transparent data management solution that is recognized as a must-have for intelligent transportation and
government systems (Jabbar et al., 2022). During testing, the integrity verification revealed that 100% of the audit logs
were resilient to unauthorized modification or deletion. This may be an extreme level of auditability, but it satisfies the
"Accountability” requirement for trustworthy Al systems by showing the clear forensics of how and why security
decisions were made by the autonomous components of the architecture.

4.1.4. Reduction of False Positives in Real-Time Threat Detection

False positives pose one of the greatest challenges for Al-supported security and may lead to alert fatigue or operational
bottlenecks. The dual-stream validation engine addressed this by requiring consensus between the integrity stream of
the input and the latent representation stream before triggering an interdiction. The cross-validation logic reduced the
amount of false alarms compared to traditional User and Entity Behavior Analytics (UEBA) based on static rules (Hassan
etal., 2025). The hybrid approach of applying deep learning-based anomaly detection implemented achieved a precision
score of 94.5%, ensuring that legitimate law enforcement activity was not indiscriminately blocked (Rajkumar et al.,
2025). By designing out malicious behavior, or filtering out non-adversarial out-of-distribution data at the first stream,
computational resources were preserved for genuine threat analysis. Ultimately the reduction of false positives
improved the overall secure architecture reliability in a live C]IS environment.

4.2. Interpretation and Analysis

4.2.1. Zero-Trust Adoption and Data Integrity Correlation

The analysis of the experimental data indicates that there is a strong positive correlation between the adoption of zero-
trust principals and the integrity of Criminal Justice Information (CJI). By moving from a perimeter-based "walled
garden" to an identity-centric model, the methodology eliminated the vulnerabilities that are inherent to trusted
internal networks. The findings are analogous to the implications and experiences from smart hospital blueprints,
where moving to ZTA resulted in a two-thirds reduction in overall cyber risks (Obrik-Uloho et al., 2025). In the CJIS
sector, this means; that if your local agency's network is compromised, there is no or little risk of lateral movement by
attackers if you have granular access controls in place and continuous verification to determine a "level of trust” from
the dual-stream engine. This data indicates that the "never trust, always verify" guidance of ZT is not a policy preference
but the technical means to maintain evidentiary value of some digital records in a hyper-connected world.

4.2.2. Impact of Dual-Stream Validation on Model Generalization

The dual-stream model performs two functions: it is a passive defensive mechanism and a way to increase the
generalization of Al models. With continuous monitoring of the internal activation patterns of the network (Stream B),
the system can then provide an indicator of potential model misalignment when making a decision that potentially relies
on input features outside the training distribution. In this case, this gives the Al a kind of "sanity check" that can prevent
an Al from being overconfident in its predictions when faced with manipulated data inputs. The decoupled observation
is particularly advantageous in the criminal justice context, where data is often heterogeneous and noisy. The ability of
the Al to distinguish between true anomalies and adversarial noise suggests that dual-stream validation assists in
ensuring the Al can retain functional performance across different jurisdictional-based datasets. In this way, dual-
stream validation furthers the goal of ensuring robust and safety-oriented Al production.

4.2.3. Comparison with Legacy Boundary-Based Security Models

Compared to legacy security models used at many law enforcement agencies, the ZTA methodology represents a
fundamental shift in resilience. With legacy security models, once a user passed the initial perimeter, they were granted
access for a user, which makes internal systems very vulnerable to credential stuffing and lateral fraud (Idialu, 2025).
In comparison, the ZenGuard-inspired framework used in this research study requires continuous verification through
each stage of the data lifecycle (Hassan et al., 2025). Experimental comparison showed while legacy systems failed to
detect 40% of lateral movements through simulated attacks, the ZTA-enabled system blocked 92% of those lateral
movements. It follows that the scalable zero trust methodology is significantly better equipped to manage insider
threats and advanced persistent threats (APTs) which have historically challenged large-scale government databases.
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4.2.4. KPI Performance Against FBI CJIS Security Policy Standards

Performance of the methodology was tested against Key Performance Indicators (KPIs) that were derived from the 13
Policy Areas of the FBI CJIS Security Policy. The system either met or exceeded the standards of Policy Area 4
(Identification and Authentication) and Policy Area 5 (Access Control) through multi-factor verification with dynamic
policy enforcement. Additionally, the system's requirements for "robustness" and "transparency" are aligned with
credible values of trustworthy Al which indicate that systems must be lawful, ethical, and technically sound (Diaz-
Rodriguez et al., 2023). The highly accurate detection and low latency scores allow affirmation that advanced Al security
can be built into national criminal justice databases without interference to the systems operational levels. Overall, the
methodology's outputs substantiate that it is not only technically innovative, but also practically deployable within the
current federal regulations.

4.3. Policy and Implementation Implications

4.3.1. Strategic Fit with Federal Security Initiatives

We build a scalable ZTA for CJIS in response to recent Federal mandates that move to zero-trust architectures across
departments or agencies of Federal, state, and local governments. As our national security becomes increasingly
entrenched with Al, the ability to secure Al systems against adversarial subversion is a strategic asset (Mishra, 2025) .
The approach provides a technical framework for law enforcement agencies to meet the Federal mandates, but allows
an improved defensive posture in the local context. The methodology likely allows for faster agency operations than
current modalities where Al is combined with secure data architecture (Adenuga et al., 2024). This strategic fit is aligned
with the role of the research to contribute to the national strategy to secure critical information infrastructure from
domestic and foreign cyber risk.

4.3.2. Operational Issues with Law Enforcement Agency Contexts

In spite of the technical successes, deploying this methodology will have operational barriers in actual law enforcement
contexts. Most smaller law enforcement, take like CJIS example, operate with limited budgets and rely on obsolete
hardware that does not allow for resource-intensive TEEs or complex AI-IDS (Tariq et al,, 2023). There is also the
"feedback gap" between staff who may not navigate the nuances of zero-trust. The study suggests that deployment of
the scalable ZTA must take a phased approach, beginning with the most sensitive data streams and operating towards
a wider ZTA footprint. Additionally, there needs to be interdisciplinary operators in law enforcement that incorporates
cybersecurity teams, network engineers and legal advisers to ensure technical solutions do not inadvertently slow
police investigations.

4.3.3. Cost-Benefit Analysis of Scalable Zero-Trust Implementation

A cost-benefit analysis indicates that while the upfront cost of deploying a ZTA and dual-stream validation is higher than
sustaining legacy systems, the long-term savings are considerable. The "value of trust” in criminal justice is also
considerable; once trust is undermined in a data breach, police cases can be dismissed, resulting in civil litigation and
loss of public trust. The healthcare industry demonstrates that ZTA blueprints potentially offer a threefold benefit to
prevent the catastrophic costs in terms of record breaches (Obrik-Uloho et al., 2025). For CJIS, savings in labor hours
from the manual audit processes through blockchain automation and mitigating large-scale exfiltration events can offer
considerable economic benefits. The scalability of the microservices-based architecture is also attractive as it allows
agencies to "pay as they grow," which is a more sustainable long-term strategic plan to address jurisdictional needs than
hybrids.

4.3.4. Governance, Explainability, and Human-in-the-Loop Oversight

The implementation of Al into security processes calls for an effective governance structure to maximize ethical and
compliant usage. One primary consideration is the "black box" aspect of certain Al models, which can threaten
protecting information and legal transparency (Chen & Esmaeilzadeh, 2024). The dual-stream methodology speaks to
this by offering interpretable metrics at the consensus gate, so that human operators can understand why a certain
request was flagged as "adversarial." This "human-in-the-loop" governance is critical for high-risk decisions within the
criminal justice system. Policy-makers must codify what exactly constitutes a permissible override of Al-driven
interdiction by a human officer. Indeed, technology should support and never substitute professional judgment and
accountability.
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4.4. Innovation and Research Contributions

4.4.1. New Contributions to Theory of Al-Centric Security Methodologies

This research contributes to the theoretical space in the field of cybersecurity in proposing a foundational shift towards
secure, scalable data infrastructure for Al-enabled enterprise transformation (Adenuga et al., 2024). The research
extends beyond simple anomaly detection, to propose the dual-stream validation logic, developing a new theoretical
framework to consider how to secure Al models "from the inside out." This theoretical contribution closes the gap in
consideration between traditional network security and the emergent discipline of adversarial machine learning. The
research suggests that security operate as an embedded property of the data architecture and not an outside layer as
the trend towards integrating Al deeper into the social and legal institution progresses.

4.4.2. Novelty of Dual-Stream Validation and Resilience Architecture

The primary contribution of this research is a specific combination of ZTA and dual-stream validation to optimize a
security structure within the CJIS environment. Although ZTA and blockchain have been explored in isolation, the
combined application to preclude lateral fraud and credential stuffing in criminal justice is a contribution to the
literature (Idialu, 2025). The second stream of validation- the neural behavior of the models- adds a level of defense-in-
depth which is missing from the current literature. The dual-stream validation architecture not only detects known
threats, but also provides a mechanism for detecting new, "zero-day" adversarial attack by observing the model's
behavior for deviations from expected outcomes- thus creating a more resilient, self-healing security ecology.

4.4.3. Closing the Gap in Federated CJIS Security Frameworks

This approach appreciates the national security imperative of secure data sharing between distinct, sovereign,
authoritative domains. The introduction of federated learning and blockchain technology into the CJIS framework
allows agencies to leverage their collective security intelligence while allowing agencies to maintain their sensitive CJI
without centralizing the data. The use of blockchain technology will further serve to mitigate risk to industrial and
governmental perimeters by applying the inherent properties of blockchain technology; (1) immutability, (2)
chronology, and (3) auditability (Verma et al., 2022). This bridges the gap between the imperative for local agency
autonomy and the necessity of national security coordination. This also provides a template as to how a "federated
trust" model may be executed in ways that benefits the technical requirements of high-performance computing with
the legal requirements of data sovereignty.

4.4.4. Technical Innovation in Cognitive Resilience for Public Safety

The study establishes the concept of a "Cognitive Resilience Loop" in the CJIS framework applied to a public safety
problem where Al systems are self-policing and can identify potential attacks in milliseconds (Mishra, 2025). This is a
significant technological innovation in comparison to traditional Security Operation Centers (SOCs), that rely on human
analysts to review alerts. The use of Graph Neural Networks (GNNs) for structural threat mapping, and Reinforcement
Learning (RL) for adaptive policy enforcement, create a dynamic defense that evolves as the threat landscape evolves.
The move toward autonomous self-healing security systems, is an important development for future-proofing public
safety infrastructure contre increasing sophistication from digital adversaries.

4.5. Scalability and Global Implications
4.5.1. Extensibility to Cross-Agency High-Security Information Exchange

The scalable nature of the designed architecture based on cloud-native and containerized deployments, enhances its
future cross-agency information exchange capabilities. By enabling the transition from hardware-bound functions to
Kubernetes managed microservices, the security framework becomes deployable across any type of cloud environment,
including public, private, and hybrid (Atalay et al., 2026). This flexibility is critical for the future of CJIS information
sharing across local police departments; the states bureaus and federal agencies. The dual-stream verification engine
can be deployed as a standard "security sidecar” in a service mesh, ensuring that any information shared across agency
boundary simultaneously contains the same rigorous verification requirement regardless of the underlying network.

4.5.2. Global Standards for Al-Based Criminal Justice

With the evolution of the "Metaverse" and a number of hyper-spatiotemporal digital domains (Otoum et al., 2024), the
security and privacy challenges will only become more complex with information systems. The principles in this study
can also lay a groundwork for a global standard in Al-based criminal justice and build on continued verification, dual-
stream validation, and immutable audits. By providing a documented successful demonstration in the high-stakes CJIS
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environment, is the beginning for other nations to modernize their legal and security infrastructure standards of
success. The focus on Trustworthy Al requirements will also ensure technical integrity and ethical acceptance globally.

4.5.3. Preparations Against Quantum-Era Adversarial Threats

As quantum computing advances, it presents a real danger to our current cryptographic standards that underpin CJIS
security. The concept of a Quantum-Resilient Zero Trust Architecture is therefore introduced, taking advantage of post-
quantum cryptography and cross-chain trust negotiations to ensure data protection in the long term (Jeysuriya et al,,
2026). The dual-stream engine is designed to be "cryptographically agile" for timely updates, privacy and security really
can be accepted as an obligation to be protected into a future less secure against present and past adversarial threats
but also the developing threat of quantum era computational capabilities.

4.5.4. Socio-Technical Implications for Public Trust and Data Sovereignty

The implications of the research will go beyond technical metrics to the larger socio-technical space of public trust. In a
democratic society, the citizenry must have confidence that data entrusted to criminal justice agencies is secure and
being used appropriately. As sociotechnical implications, the "secure-by-design" paradigm can guard against identity-
centric and insider threats and demonstrate commitments to data sovereignty and to protecting civil liberties (Idialu,
2025). The visibility introduced by blockchain audit trails with the intervening strength of dual-stream validation
reinforce the social contract between the state and the citizenry that will allow digital transformation of the justice
system to strengthen rather than undermine public trust.

5. Conclusion

Recap of Findings

This study designed and evaluated a scalable Zero-Trust Al security methodology for the CJIS environment. The primary
intervention, the Dual-Stream Validation Engine, demonstrated improved detection and mitigation of adversarial
attacks compared with traditional boundary-based security models, achieving detection accuracy exceeding 95%. The
integration of Zero-Trust Architecture, blockchain-based immutable logging, and Al-driven anomaly detection provided
a structured approach to maintaining data integrity, strengthening access control, and supporting compliance auditing.

Performance testing further showed that the proposed security controls introduced a measurable but operationally
acceptable increase in processing time. The additional security-processing overhead remained within the established
operational threshold, while the overall system continued to support time-sensitive law enforcement information
processing. The methodology also reduced false positives and preserved tamper-evident audit records, providing a
visible and verifiable record of security-related access requests, validation decisions, and automated responses.

Recommendations for CJ1S Implementation

For agencies deploying this methodology, a thorough risk assessment should begin, followed by a phased transition to
cloud-native microservices architecture. The most sensitive CJI data flows (biometric and criminal history records)
should be the highest priority in establishing the dual-stream validation engine. Agency training can be initiated with
the original technology team as the processes shift from perimeter security to identity-centric management
recommendations. Additionally, adoption of Blockchain should be a standard across jurisdictions for mutual agencies
to share data in a secure manner. Finally, a Human-in-the-Loop policy will have to be established to maintain qualified
legal / law enforcement oversight of Al-driven security measures.

Limitations of the Current Methodology

Despite the positive findings, there are limitations that must be recognized. The research was based largely on high-
fidelity synthetic datasets and simulated adversarial environments, which is an important consideration, but may not
approximate the real world complexity of "wild" cyber-attacks. The resource burden imposed by the dual-stream engine
(i.e., TEEs and complex GNNs) may be problematic for agencies with legacy systems in place. Moreover, the current
framework has focus mainly on text and structured data types, and further exploratory work is warranted to confirm
its utility against adversarial attacks on unstructured data formats (e.g., video and audio), which are increasingly
common within policing.
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Directions for Future Research

Future research should explore the application of this methodology in live, multi-jurisdictional pilot programs to
determine its efficacy in real-world operational contexts. There is great potential to explore expanded incorporation of
"Explainable AI" (XAI) within the dual-stream engine to add even greater transparency for judicial procedures.
Additional research on the application of this framework to the "Internet of Things" (IoT) and "Internet of Vehicles"
(IoV) within the 6G ecosystem will be important as autonomous law enforcement toolkits continue to develop (Noor-
A-Rahim et al,, 2022). Furthermore, research into more efficient, resource friendly versions of the validation streams
could bring zero-trust security to finite resource edge devices operated by officers in the field.

Concluding Remarks

The experience of Al and the justice system brings unique opportunities for efficiencies and significant risks to security
and privacy. This research illustrates that a scalable, zero-trust approach with dual-stream validation is a feasible and
effective method to enhanced security in the CJIS ecosystem. By moving beyond the "perimeter" and adopting a
continuous and bifurcated verification model, law enforcement agencies can help ensure the safeguarding of sensitive
information against the advancing adversarial machine learning threat. As we advance into a digital future, robust and
resilient architecture will be paramount to bear trust in the use of technology for justice, transparency, and safety.
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