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Abstract

The growing reliance on internet-based services and the increasing sophistication of cyber threats have made network
security a crucial concern in modern day computing. These attacks can disrupt operations, result in financial losses,
damage reputations, and undermine trust in digital services. Distributed denial of service (DDoS) attacks has emerged
as a critical challenge for cloud computing, impacting service availability and raising concerns among providers. Despite
cloud computing's scalable and flexible architecture, its vulnerabilities make it an attractive target for attackers. This
paper presents a comprehensive survey of DDoS attacks in cloud environments, focusing on detection mechanisms
leveraging Synthetic Minority Oversampling Technique (SMOTE). The paper focuses on the analysis of cloud computing
characteristics exploited by attackers, and a discussion of effective anomaly detection approaches. Solutions based on
SMOTE, encompassing detection parameters, metrics and features were reviewed for their ability to enhance security
with high accuracy and low computational costs. The results present 39 different feature selection as depicted in table
2. It recommends that different feature selection and resampling techniques be studied toward developing a faster
system for identifying imbalance data for DDoS attack detection.
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1. Introduction

Distributed Denial of Service (DDoS) attacks pose a significant threat to network security, causing substantial financial
losses and reputational damage (Chawla, 2025). Machine learning-based detection methods have shown promise in
identifying DDoS attacks, but their effectiveness is often hindered by the class imbalance problem, where normal traffic
instances far outnumber DDoS attack instances (Zargar et al., 2023). This class imbalance can lead to biased models that
prioritize accuracy on the majority class (normal traffic) over the minority class (DDoS attacks), resulting in poor
detection rates and high false negative rates (Jonker et al., 2024).

In the field of network intrusion detection, particularly in the classification of Distributed Denial of Service (DDoS)
attacks, many existing methods often neglect the challenge of class imbalance in the datasets (Chawla, 2025). In these
datasets, certain attack types dominate, causing machine learning models to develop a bias toward the more prevalent
classes. As a result, these models tend to favor frequent attack types, while overlooking or misclassifying less common
but crucial attack types. This leads to a decline in the overall reliability and effectiveness of the detection system,
especially when it is critical to identify rare but important attack types for maintaining robust network defense (Zargar
etal, 2023).
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Although numerous studies have focused on classifying and detecting network attacks without addressing the class
imbalance issue, these approaches frequently yield skewed performance metrics. Typically, these models achieve high
overall accuracy but perform poorly in detecting the minority classes (Pael et al., 2022). This becomes particularly
concerning when rare attack types such as advanced or novel DDoS methods are missed. In such cases, high accuracy
can be deceptive, as it reflects the model's good performance in detecting majority classes but fails to identify the more
dangerous and often harder to detect minority attacks (Cheng et al., 2021).

The growing reliance on internet-based services and the increasing sophistication of cyberattacks have made network
security a crucial concern in modern-day computing (Sharma et al., 2023). These attacks can disrupt operations, result
in financial losses, damage reputations, and undermine trust in digital services (Amin et al., 2023). Hence, network
security is crucial for maintaining integrity and availability of services in all organizations.

Industries such as the financial sector, IT and insurance organizations continue to be severely hit by cyberattacks due
to the nature of the sensitive data held by them (Islamia et al., 2018). These organizations possess an extensive database
of high-value, customer records to include credit card information and email addresses. Information hackers can use
when planning future attacks (Groot et al., 2019). This is characterized by a series of extraordinary attacks, including
threats against malware, credit crunches and debit card, phishing efforts, data breaches and information violation
(Islamia et al., 2018).

In the realm of network security, Distributed Denial of Service (DDoS) attacks have emerged as a formidable threat,
aiming to disrupt the availability of services by overwhelming network resources (Jin et al., 2024). The detection and
mitigation of such attacks are paramount to maintaining the integrity and reliability of network infrastructures (Jin et
al., 2024).

Distributed Denial of Service (DDoS) attacks, which flood a target network or server with an overwhelming amount of
traffic, have emerged as one of the most significant threats to the availability and reliability of online services (Zhang et
al,, 2024). As such, effectively detecting and mitigating DDoS attacks is a critical component of contemporary network
security practices (Zhang et al., 2024).

One of the primary challenges is the issue of class imbalance in the datasets used to train intrusion detection models
(Wang et al.,, 2023). Network traffic datasets, such as those used for DDoS detection, typically exhibit an imbalanced
distribution of instances, where benign traffic significantly outnumbers malicious traffic (Gupta & Kumar, 2024). This
imbalance is further compounded by the fact that certain attack types are overrepresented in the dataset, while others,
such as advanced or novel DDoS attacks, are underrepresented (Zhou et al., 2023). As a result, machine learning models
tend to develop a bias toward the majority class (benign traffic) or the more frequent attack types, resulting in
suboptimal performance, particularly in detecting minority attack classes (Zhou et al., 2023).

An intrusion detection system is hardware or software that monitors the network traffic for suspicious or abnormal
behavior. An anomaly-based detection approach is more prevalent than signature-based detection in detecting network
threats. Traditional IDS still is not capable of detecting unknown attacks. In contrast, a distributed denial of service
attack (DDoS) is a cyber-attack that attacks the network's resources. Usually, it overloads the bandwidth and prevents
the intended users from accessing the network. DDoS is a distributed denial-of-service attack that uses TCP and UDP
packets to flood a server with traffic. A DDoS attack is different from DoS because it uses multiple unique IP addresses
to perform its operation. The attacks affect over a hundred Internet companies.

Due to the increasing number of attacks on computer systems, the demand for computer security has also grown. This
is why various firms are focusing on developing effective Intrusion Detection Systems (IDSs). A distributed denial of
service attack is carried out by an attacker to disrupt the operation of a computer system. It can be initiated by exploiting
a vulnerability in the network. In this field, various techniques have been surveyed to minimize the malicious actions
within end systems and networks. Some of the studies prove that the use of network-based systems and host-based
systems can improve the detection of attacks (Chawla, 2025).

2. Literature review

2.1. The Cloud Computing Environment

The cloud computing environment comprises many servers, storage devices, and networks. Figure 1 represents a cloud
computing environment with many servers; each server runs multiple numbers of virtual machines (VMs). Using an
application programming interface, these servers are connected using a network to share the resources between cloud
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participants. This interface manages interactions between cloud participants., i.e., cloud service providers, service
providers, and service users.
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Figure 1 Cloud Computing Environment

The cloud service provider offers [aaS to service providers. [aaS equips and provides service providers with primary
computing components such as servers, storage systems, network equipment, software applications, and other essential
computing resources. Simultaneously, the service provider places web services in the cloud infrastructure as a set of
VMs (Somani etal., 2017). Also, service providers can use on-demand services that allow them to obtain extra resources,
when necessary, such as using additional central processing units (CPUs) or memory from VMs available in cloud
computing (Kaaniche & Laurent, 2017). Nevertheless, the service provider must first pay the cloud provider using the
pay-as-you-go model, which is a service that allows service providers to pay the cloud service provider when they
require the use of VM resources (Sookhak et al., 2014), while service users with computers, mobile phones, and laptops
can easily connect to cloud services over the internet (Kaaniche & Laurent, 2017).

2.2. Characteristics of Cloud Computing Environment

Cloud computing has five characteristics: on-demand self-service, broad network access, shared resources, elasticity,
and the pay-as-you-go model. The main reasons for cloud computing’s success depend on these cloud computing
characteristics. In contrast, attackers may exploit these characteristics to launch DDoS attacks in a cloud computing
environment (Kaaniche & Laurent, 2017).

2.2.1. On-Demand Self-Service

This characteristic enables cloud consumers to obtain extra resources like storage capabilities with no involvement of
human beings, relating to the self-management functionality of shared resources (Kaaniche & Laurent, 2017). However,
an attacker planning a DDoS attack would exploit this characteristic by sending fake requests to the cloud victim server
to consume its resources and deny legitimate users access to the cloud victim server. The fake requests sent by attackers
would cause intensive resource utilization, leading to a DoS on the victim server (Behal et al,, 2017; Yu et al., 2012).

2.2.2. Broad Network Access

Legitimate cloud users can use heterogeneous devices, such as computers, tablets, mobile phones, etc. Therefore, the
broad network access feature enables cloud users to access cloud services from anywhere and at any time; accessibility
anywhere is generally achieved via standard internet protocols (Kaaniche & Laurent, 2017). However, an attacker could
select different heterogeneous devices to operate as agents and use them to launch a DDoS attack. These devices are
usually selected according to the vulnerabilities associated with these devices. Typically, an attacker compromises many
devices to achieve powerful attacks, leading to DDoS (Bhuyan et al., 2015b).
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2.2.3. Shared Resources

Cloud resources are shared between multiple service providers. These resources are not allocated to a particular service
provider; rather, multiple providers can use the same resources. These shared resources are allocated and reallocated
according to service providers’ needs and requests. Multiple providers use shared resources depending on
virtualization methods, in which one physical machine can run different operating systems by sharing the physical
machine location (Kaaniche & Laurent 2017). However, an attacker who plans to consume shared resources on a target
server will send fake requests to that server to overwhelm its resources, leading to a DoS on the victim server.

2.2.4. Elasticity

This characteristic allows a VM to expand and shrink resources while it operates. It also allocates extra storage, network
bandwidth, memory, and CPUs to a VM when needed (Somani et al., 2017). Therefore, the cloud has the greatest capacity
for allocating and releasing resources through self-provisioning property (Toosi et al., 2014). However, the bandwidth’s
self-provisioning property enabled by this characteristic is the main vulnerability that must be considered.
Consequently, an attacker may cause DDoS attacks by exploiting the bandwidth under-provisioning by targeting an
application or a service in the victim server (Xiao & Xiao, 2013).

2.2.5. Pay-As-You-Go Model

A service provider can use cloud computing resources by using the pay-as-you-go model without purchasing these
resources. Resources may be added or deleted as needed by a cloud service provider. Cloud fees are commonly
calculated hourly for cloud instances, i.e., a VM instance used by the service provider. Therefore, one hour is the lowest
accounting period (Toosi et al, 2014). However, in the DDoS attack scenario, which may happen in the cloud
environment, all cloud VM resources are exhausted if the cloud provider does not consider the accounting period.
Therefore, cloud providers can manage DDoS attack scenarios by selecting one alternative between the two: the VM
owner needs to pay before allocating additional resources using the pay-as-you-go model, or cloud resources will not
be allocated to the VM owner because resources of a victim server that is hosted in cloud computing have run out during
a DDoS attack (Deepali & Bhushan, 2017).

2.3. DDoS Attack Scenario in Cloud Computing

An attacker who plans to target a victim server on a cloud with a DDoS attack will take two steps to launch a DDoS attack.
The attacker will first prepare a botnet or obtain a botnet network from booters that provide bots to customers as a fee-
paid service and then launch a DDoS attack using a botnet (Bhuyan et al,, 2015b; Santanna et al., 2015). The botnet is a
large network of compromised machines, called “bots,” controlled and managed by the botnet master, who works
remotely. On the other hand, the launched attacks have different scenarios and require certain procedures to be
coordinated in advance by the attacker (Behal et al., 2021, 2017; Bhatia, 2016; Bhuyan et al., 2015b; Gupta & Badve,
2017; Saravanan et al., 2016; Tao & Yu, 2013).

2.4. Detection Of DDoS Attacks in Cloud Computing

Researchers have extensively studied DDoS defense methods in cloud computing. Several approaches have been
proposed to defend against DDoS attacks. Generally, DDoS attack defense methods are classified into three types:
prevention, detection, and mitigation (Alarqan et al,, 2019; Bonguet & Bellaiche, 2017; Shameli-Sendi et al., 2015).
Indeed, detection methods against DDoS attacks are better than other defense methods, such as prevention and
mitigation (Tao & Yu, 2013).

Attack prevention methods have a usability issue since they are applied to all users of services, whether legitimate or
malicious, causing additional server computational costs and more response time when prevention is applied to
legitimate users. Mitigation methods, in contrast, are used to help the server provide service to customers after DDoS
has targeted the server cite (Somani et al.,, 2017). Therefore, attack detection mechanisms are an important element of
defense (Bhuyan et al., 2016).

Attack detection is a process that involves analyzing running systems to identify malicious packets of DDoS attacks in
network traffic or to identify malicious sources that lead to DDoS attacks (Shameli-Sendi et al., 2015). There are
symptoms indicating that attack has occurred on the server, such as the decline of server performance before the server
crashes; different performance measures may be used, such as more response times and timeouts for the server to
respond to user requests. As a result, attack detection can be used before the server crashes (Somani et al., 2017).
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Recently, detection approaches based on ML algorithms and deep learning (DL) and anomaly detection mechanisms
based on information theory have become widely used to defend against DDoS attacks in cloud computing,.

3. Method and materials

This section describes the proposed model and algorithm employed in this study, including data collection, data
analysis, handling imbalanced data by using SMOTE, splitting the dataset into data training and testing, developing the
model. The flowchart illustrates the process flow used to detect DDoS attacks using the ML model and the SMOTE
technique in dealing with data imbalance problems. The process began with data collection from network traffic,
followed by the preprocessing stage to clean and prepare the data before further analysis. After preprocessing, anomaly
detection was carried out using the RF algorithm to identify suspicious or unusual data. The data detected as anomalous
were then standardized to ensure that all features had a consistent scale, which is important for optimal model
performance. After standardization, the data imbalance problem was addressed by applying the SMOTE technique to
make the minority class more balanced. The balanced data are then reshaped to suit the RF model. For comparison, the
data were also reshaped without and with SMOTE for training and testing respectively. The trained model was evaluated
using the evaluation metrics to assess the effectiveness of the approach used in detecting DDoS attacks.

Artacher

conner S . =l . =

Boty/ Ageots

Target

Figure 2 DDoS Attack Architecture (Heidenreich, 2018)

Table 1 Confusion Matric Explanation

Normal | Attack 1 | Attack 2 | Attack 3 | Attack 4
Attack 1 -

Attack 2 | FP TP - TN
Attack 3 | TN FP - TN
Attack 4 -

To test the capability of the detection model, accuracy, precision, recall, F-measure, FPR, and specificity are used to
evaluate the performance of the model. The mathematical equations of these measures are as follows (Rajput, 2019):

Where:
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TP+TN
Accuracy (ACC) = oo Fp PN
TP
Precision [P) =
TP+FP
TPE/ Sensitivity/ Recall (R] = Lk
Y " TP+FN
~ 2(P+R)
F - Measure = r
False-Positive Rate (FPR) = ——
alse-Positive Rate | )= TPITN
e .. TN
Specificity = TNIFD

FPR = or 1 - Specificity

TM+FFP
True-Positive (TP): the number of attacks accurately identified as malware
Ture-Negative (TN): the number of normal accurately identified as benign
False-Positive (FP): the number of normal inaccurately identified as malware
False-Negative (FN): the number of attacks inaccurately identified as benign

3.1. Proposed Framework

Figure 3 highlights the DDoS attack detection framework. The framework has three phases. The first phase takes care
of feature selection; the second phase handled the Imbalance class using and the third phase is the classification phase.

%

Classification

Figure 3 Summarized DDoS attack detection framework

4. Results
Table 2 Feature selection through SMOTE

No | Feature Name No | Feature Name
1 Dst Port 21 | Bwd Header Len
2 Flow Duration 22 | Fwd Pkts/s

3 Tot Bwd Pkts 23 | Bwd Pkts/s

4 TotLen Fwd Pkts 24 | Pkt Len Max

5 TotLen Bwd Pkts 25 | Pkt Len Mean
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6 Fwd Pkt Len Max | 26 | Pkt Len Std
7 Fwd Pkt Len Mean | 27 | Pkt Len Var
8 | Bwd PktLen Max | 28 | PSH Flag Cnt
9 Bwd Pkt Len Mean | 29 | ACK Flag C
10 | Bwd Pkt Len Std 30 | nt

11 | Flow Byts/s 31 | Pkt Size Avg

12 | Flow Pkts/s 32 | Fwd Seg Size Avg
13 | Flow IAT Mean 33 | Bwd Seg Size Avg
14 | Flow IAT Max 34 | Subflow Fwd Pkts
15 | Flow IAT Min 35 | SubFlow Bwd Byts
16 | Fwd IAT TotFwd 36 | SubFlow Bwd Pkts
17 | IAT Mean 37 | SubFlow Bwd Byts
18 | Fwd IAT Max 38 | Init Fwd Win Byts
19 | Fwd IAT Min 39 | Init Bwd Win Byts
20 | Fwd Header Len Fwd Seg Size Min

Original Class Distribution

120000 +

100000

80000 4

60000 1

Number of Samples

40000 4

20000

ﬂ_

DDo5 BENIGN
Traffic Class

Figure 4 Class Distribution of the existing DDoS dataset as a result of class imbalance

5. Conclusion/Recommendations

Distributed Denial of Service (DDoS) attacks have emerged as a formidable threat, aiming to disrupt the availability of
services by overwhelming network resources (Jin et al., 2024). The detection and mitigation of such attacks are
paramount to maintaining the integrity and reliability of network infrastructures. Therefore, Intrusion detection
systems (IDSs) should be used to build a system that should be able to identify and enhance DDoS attacks using artificial
intelligence.

1677



World Journal of Advanced Research and Reviews, 2026, 30(01), 1671-1679

This paper comprehensively surveys the state-of-the-art detection solutions for DDoS attacks in cloud computing. It
examined cloud computing environment components and characteristics that attackers exploit to launch attacks,
particularly the ways in which botnets compromise service availability and deny legitimate users access to victim
servers hosted in cloud computing. The paper provides a detailed taxonomy of DDoS attacks targeting cloud
infrastructure and applications, offering valuable insights for security researchers to manage cloud vulnerabilities
better and present an effect feature selection with SMOTE as seen in table 2. The study provides a uniform framework
for enhancing DDoS attack detection methods in cloud computing while highlighting future research directions.
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