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ABSTRACT 

Agentic artificial intelligence systems generate model, prompt, retrieval, memory, tool, policy, security, application, and 
infrastructure telemetry, yet current observability practice largely treats collection as a static configuration problem. 
This study introduces TELEOS, a decision-theoretic framework that treats telemetry acquisition as an online resource-
allocation decision. TELEOS defines Telemetry Value of Information (TVoI) from expected entropy reduction, expected 
reduction in diagnostic decision loss, provenance/reconstruction value, operational consequence, and penalties for 
collection cost, privacy exposure, latency, security sensitivity, and retention burden. A four-level escalation policy 
selects fidelity under hard governance constraints and explicitly excludes inaccessible proprietary chain-of-thought. A 
provenance graph links user intent, planner decisions, model calls, retrieval, memory, authorization, tools, 
infrastructure, verifiers, and outcomes. To test the decision rule without fabricating production evidence, we 
implemented a controlled synthetic fault-diagnosis experiment with 14 latent states, 16 telemetry channels, 20 random 
seeds, and 800 episodes per seed for each of five policies. TELEOS achieved 72.27% fault-localization accuracy (95% CI 
71.49–73.05%) at mean normalized telemetry cost 0.492, versus 81.04% at cost 1.910 for static-maximal collection. 
Against threshold adaptation, TELEOS improved accuracy by 8.16 percentage points while reducing cost by 8.38%. The 
results establish proof-of-concept for value-aware telemetry selection, while real-agent validation remains future work. 
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1 INTRODUCTION 

Large-language-model agents increasingly combine model inference with planning, retrieval, memory, external tools, 
authorization checks, and multi-step interaction. AgentOps work has therefore broadened observability beyond model 
latency and token accounting toward lifecycle artifacts and agent behavior [1]. OpenTelemetry's 2025 agent-
observability work likewise recognized that an agent is not a single model call but a workflow whose tasks, actions, 
framework events, and feedback need interoperable telemetry [2,3]. These developments improve the data plane, but 
they leave a control-plane question unresolved: which telemetry is worth collecting now, at what fidelity, and for how 
long? 

The question matters because agentic systems create a tension that conventional 'collect more' observability handles 
poorly. Dense traces increase storage and network load, may add latency on critical paths, and can expose prompts, 
retrieved records, memory contents, credentials, tool parameters, or user information. Conversely, sparse 
instrumentation can make an incident unreconstructable. Recent forensic work makes the same point in a different 
domain: logging quality depends on collecting causally useful information, not merely increasing volume [4]. Causal 
network telemetry similarly argues that visibility is determined by what information and causal relationships are 
captured [5]. 

TELEOS addresses this tension by treating telemetry as an active diagnostic action. At each decision point, the system 
maintains uncertainty over possible operational states or root causes and estimates the expected value of candidate 
telemetry. It escalates only when expected diagnostic or assurance benefit exceeds the marginal resource and exposure 
burden. The proposal is compatible with ordinary tracing systems—Dapper-style request tracing, X-Trace, dynamic 
causal monitoring such as Pivot Tracing, end-to-end systems such as Canopy, and workflow-centric tracing—but adds 
a policy layer that decides what to observe rather than assuming a fixed observation plan [6–10]. 

The manuscript makes four contributions. First, it formalizes Telemetry Value of Information (TVoI), combining 
information gain and decision value with consequence-sensitive cost, privacy, latency, security, and retention terms. 
Second, it specifies an adaptive escalation controller with hysteresis and hard governance constraints. Third, it defines 
an agent-specific provenance model that distinguishes recorded execution lineage from stronger causal-effect claims. 
Fourth, it provides a reproducible controlled simulation comparing static-minimal, static-maximal, random, threshold-
adaptive, and TELEOS policies. Because no production agent deployment was executed for this paper, all numerical 
results are explicitly simulation results. 

2 RELATED WORK AND BACKGROUND 

Agentic AI complicates observability because execution is sequential and partially observable. ReAct interleaves 
reasoning-visible-to-the-orchestrator and action, Toolformer learns API use, and AutoGen composes interacting agents 
[11–13]. Benchmarks such as AgentBench, WebShop, ALFWorld, WebArena, BrowserGym, WorkArena, τ-bench, τ²-
Bench and AgentBoard expose long-horizon failures, inconsistent tool use, rule-following errors, and environment-state 
mistakes [14–22]. Safety-oriented environments such as ToolEmu, AgentDojo, and AgentHarm further show that tool-
capable agents introduce failures whose consequences cannot be inferred from final text alone [23–25]. These works 
motivate trajectory-level telemetry but do not solve telemetry selection under cost and privacy constraints. 

Evaluation frameworks provide signals that can serve as TELEOS triggers or verifier outputs. HELM emphasizes multi-
metric evaluation; G-Eval and LLM-as-a-judge methods support model-mediated evaluation but introduce evaluator 
bias; RAGAS addresses retrieval-augmented generation; SelfCheckGPT targets black-box hallucination; and TruthfulQA 
probes factuality [26–31]. Retrieval-augmented generation itself introduces a distinct provenance boundary between 
model output and retrieved evidence [32]. TELEOS treats such evaluators as optional outcome or uncertainty signals, 
not as privileged ground truth. 

Distributed-systems diagnosis provides complementary techniques. MicroRCA, MicroRank, CloudRanger, Sage, and 
causal-discovery approaches rank root causes from metrics, traces, topology or learned causal structure [33–37]. 
Mystery Machine, Magpie, Pinpoint and request-flow comparison show the longstanding diagnostic value of request 
context and cross-component correlation [38–41]. Log-mining systems such as DeepLog, Drain, LogAnomaly, robust log 
anomaly detection, experience-based log analysis, console-log mining and LogBERT extract patterns from existing logs 
[42–48]. TELEOS differs in a key respect: it decides which observations to acquire before and during diagnosis rather 
than operating only on a fixed corpus. 

The provenance and causality literature also shapes TELEOS. Causal reasoning can rank provenance by responsibility 
[49], while database provenance formalizes why/where lineage and its general abstractions [50,51]. Structural causal 
models distinguish association, intervention and counterfactual reasoning [52–55]. TELEOS deliberately uses the 
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phrase causal/provenance telemetry conservatively: execution edges such as 'invoked', 'read-from', 'authorized-by' and 
'verified-by' are recorded lineage. Claims about intervention effects require additional causal assumptions and are not 
inferred merely because two spans are connected. 

Finally, TELEOS draws on information theory and sequential decision making. Shannon entropy and mutual information 
provide a natural measure of uncertainty reduction [56,57]; Lindley and Bayesian experimental design formalize the 
expected information supplied by an experiment [58,59]. A telemetry controller is naturally partially observable [60] 
and can be cast as a constrained Markov decision process [61], while contextual-bandit and active-learning methods 
provide practical approximations for sequential acquisition [62–64]. Privacy must also be explicit: differential privacy 
formalizes disclosure control [65,66], and NIST guidance on logging, privacy, AI risk, and generative-AI risk emphasizes 
governance, minimization, access control and documentation [67–70]. 

Table 1: Conventional versus TELEOS-style telemetry.  

Dimension Conventional/static observability TELEOS adaptive observability 

Selection rule Configured once; collect fixed 
spans/logs/metrics 

Re-evaluated at each decision point using expected 
value and budgets 

Fidelity Usually fixed or sampled Multi-level; can escalate, redact, aggregate or de-
escalate 

Diagnostic 
objective 

Implicit Explicit reduction in uncertainty and decision loss 

Risk awareness Often external to telemetry Risk/consequence multiplies the benefit of diagnostic 
evidence 

Privacy Filter or redact after capture, depending 
on stack 

Privacy exposure enters optimization and hard 
allow/deny policy 

Causality Trace-parent correlation or post-hoc 
graph 

Agent-specific provenance graph with cautious causal 
interpretation 

Retention Global retention tiers Per-item retention/summarization decision 

Meta-telemetry Rare Records what was collected, omitted, and why 

 

Table 2: Novelty matrix against closest related work. 

Work/system Primary contribution Adaptive telemetry 
selection? 

Agent-
specific? 

Privacy/value 
objective? 

AgentOps [1] Agent observability 
taxonomy 

No Yes No 

OpenTelemetry agent 
work [2,3] 

Interoperable semantic 
conventions 

Configurable 
instrumentation, not value 
optimization 

Yes No 

Logging sufficiency [4] Causality-aware forensic 
logging 

No online value policy No Partial 

Causal Network 
Telemetry [5] 

Causal relations in 
network telemetry 

No No No 

Pivot Tracing [8] Dynamic cross-
component queries 

Dynamic queries, not TVoI No No 

Canopy [9] End-to-end causal 
performance tracing 

No No No 

MicroRCA/MicroRank 
[33,34] 

Root-cause ranking from 
existing telemetry 

No No No 
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ToolEmu/AgentDojo 
[23,24] 

Agent-risk test 
environments 

No Yes Safety evaluation 

TELEOS (this work) Decision-theoretic 
telemetry acquisition + 
provenance 

Yes Yes Yes 

2.1 Research gap and contributions 

The reviewed literature contains mature tracing, log analysis, root-cause analysis, AI-agent evaluation, and emerging 
agent semantic conventions, but we found no work that jointly defines (i) per-observation value for agent telemetry, 
(ii) multi-budget acquisition, (iii) consequence-aware escalation, (iv) privacy-sensitive fidelity, and (v) provenance-
aware diagnostic utility. TELEOS is therefore not another tracing schema. It is a policy and optimization layer above 
instrumentation standards. 

The core hypothesis is that the best diagnostic telemetry set is episode-dependent. A retrieval-corruption episode may 
make retrieval content highly informative but an infrastructure-degradation episode may make that same content costly 
noise. Conversely, a policy-denial event may justify complete authorization provenance while still prohibiting raw user 
content. TELEOS operationalizes these conditional values and makes the trade-off inspectable through meta-telemetry. 

2.2 TELEOS conceptual architecture 

Figure 1 separates the agent data plane from the TELEOS control plane. Hooks in the agent runtime expose candidate 
signals from models, prompts/responses, planner state, tools, retrieval, memory, inter-agent messages, policy engines, 
applications, infrastructure, security controls, user feedback, and verifiers. The control plane estimates current 
uncertainty, operational consequence and anomaly evidence, evaluates candidate telemetry, and passes selected data 
through a policy/redaction gate. Selection decisions are themselves logged so that an investigator can distinguish 'not 
observed' from 'observed and normal'. 

 

Figure 1: TELEOS end-to-end architecture. The decision layer changes telemetry fidelity while a policy gate 
enforces non-negotiable data-governance constraints. 
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Table 3: Agentic telemetry taxonomy and recommended treatment. 

Telemetry family Examples Default TELEOS treatment 

Model model/version, latency, token 
counts, error status 

Low-fidelity by default; escalate on model anomaly 

Prompt/response input/output text, structured 
messages 

Sensitive; redact/hash/sample unless content is 
required and permitted 

Planning artifacts explicit plan nodes, action 
candidates, confidence 

Capture only artifacts exposed by the application; 
never assume hidden chain-of-thought access 

Agent state task state, checkpoints, loop 
counters 

Structured state hashes/IDs at low fidelity; snapshots 
on escalation 

Tool invocation tool name, parameters, status, 
result 

High value near consequential actions; redact secrets 

Retrieval/RAG query, document IDs, rank, 
chunks 

Metadata first; content only when value exceeds 
privacy cost 

Memory read/write keys, version, 
snapshot 

Metadata by default; content under stricter policy 

Inter-agent 
communication 

sender/receiver IDs, message 
type, delivery 

Capture lineage and delivery; content policy-
dependent 

Authorization/policy decision, rule ID, 
subject/resource scope 

Preserve provenance; high assurance value 

Application/distributed 
trace 

request/span IDs, events, 
errors 

Use standards-compatible structured spans 

Infrastructure/security CPU, network, dependencies, 
alerts 

Escalate when system symptoms implicate 
environment 

User/outcome feedback, verifier, 
success/failure 

Retain compactly because it anchors diagnosis and 
learning 

2.3 Formal mathematical model 

Let Θt be a latent diagnostic state at decision time t, such as normal operation or one of several root-cause classes. The 
controller maintains belief bt(θ)=P(Θt=θ | ht), where ht is the observable history. A telemetry action a=(z,f,r) chooses 
modality z, fidelity f and retention/redaction treatment r, producing observation Ya. The first value term is expected 
information gain (EIG): 

EIG(a | b_t) = H(b_t) − E_Y[ H(b_{t+1}) ] = I(Θ_t ; Y_a | h_t, a)    (1) 

Information gain alone can overvalue signals that reduce uncertainty without changing an operational decision. TELEOS 
therefore also uses expected value of sample information (EVSI). If d is a diagnostic or assurance decision with loss 
L(d,θ), then: 

EVSI(a | b_t) = min_d E_b[L(d,Θ)] − E_Y[ min_d E[L(d,Θ) | Y_a] ]    (2) 

We add Q(a,Gt), the expected contribution to provenance completeness and post-incident reconstruction, and multiply 
the benefit by consequence factor κt≥1. Each action incurs normalized collection cost C, privacy exposure P, latency L, 
security sensitivity S, storage/retention burden R, and network burden N. A practical one-step score is: 

TVoI_t(a) = κ_t[ α·EIG + β·EVSI + γ·Q ] − λ_C C − λ_P P − λ_L L − λ_S S − λ_R R − λ_N N    (3) 

Hard constraints are not converted into soft penalties. If policy prohibits a field, a is infeasible regardless of score. For 
feasible actions At, a myopic controller solves a multi-budget selection problem; a full sequential formulation is a 
constrained POMDP/CMDP: 

max_π  E_π[ Σ_t TVoI_t(a_t) ]  s.t.  ΣC≤B_C, ΣP≤B_P, ΣL≤B_L, ΣR≤B_R, a_t∈A_allowed(s_t)    (4) 
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The coefficients are interpretable shadow prices rather than universal constants. In deployment they should be 
calibrated from incident costs, data-classification policy, service-level objectives, and retrospective diagnosis outcomes. 
TELEOS is therefore a framework for making collection decisions explicit, not a claim that one set of weights is globally 
optimal. 

2.4 Adaptive telemetry policy 

The runtime controller separates escalation from item selection. The escalation score Φt combines normalized posterior 
entropy, estimated action consequence, anomaly evidence, and policy-risk indicators. Two thresholds implement 
hysteresis so that telemetry does not oscillate rapidly between modes: 

Φ_t = η_H·H(b_t)/H_max + η_R·Risk_t + η_A·Anomaly_t + η_C·Consequence_t    (5) 

TELEOS defines four operational modes: L0 minimal, L1 diagnostic, L2 provenance, and L3 forensic. Crossing an upper 
threshold permits higher-fidelity candidates; falling below a lower threshold, reaching diagnostic confidence, or 
completing the protected action de-escalates collection. Importantly, escalation expands only the allowed candidate set. 
It never overrides a hard prohibition on sensitive content. 

 

Figure 2: Adaptive telemetry escalation state machine with hysteresis and hard governance guardrails. 

Within a mode, candidate telemetry can be selected greedily by TVoI, by a contextual bandit trained on past incidents, 
or by approximate POMDP planning. The controlled experiment below uses a transparent greedy policy so every 
decision can be reproduced and audited. Production implementations can learn the value model but should preserve 
deterministic guardrails around prohibited data and high-consequence actions. 

2.5 Causal and provenance telemetry model 

TELEOS represents an episode as a directed provenance graph G=(V,E). Node types include user intent, planner 
decisions, model invocations, retrievals, memory reads/writes, tool selection, policy decisions, tool execution, 
infrastructure responses, verifier events, and final outcomes. Edges are typed execution relations: spawned-by, read-
from, invoked, authorized-by, returned-to, derived-from, and verified-by. A root-cause ranker can use the graph to 
restrict hypotheses to ancestors of a failed verifier or to score nodes whose local observations are unlikely under normal 
operation. 
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Figure 3: Agent-specific provenance graph. Recorded lineage is useful for diagnosis but is not automatically 
equivalent to an identified causal effect. 

This distinction prevents a common overclaim. Trace parentage is causal in the engineering sense of execution lineage, 
but causal attribution in the Pearl/Granger sense requires assumptions about confounding, interventions, stationarity, 
or structural equations [52–55]. TELEOS therefore reports 'provenance-supported attribution' unless those 
assumptions are independently justified. Future deployments may layer structural causal models over the recorded 
graph. 

3 EXPERIMENTAL METHODOLOGY 

Sections 8–10 constitute the Materials and Methods for the controlled computational study. We deliberately used a 
synthetic probabilistic testbed rather than claiming unavailable production-agent measurements. The experiment 
isolates the telemetry-selection problem: a known latent fault generates stochastic observable signatures across 
candidate telemetry channels, and each policy chooses which channels to acquire before predicting the fault. This design 
provides ground truth, controllable budgets, repeated random seeds, and exact reproducibility. 

The simulator was implemented in Python with NumPy. Fourteen latent classes were used: normal operation plus 13 
fault classes. Sixteen binary telemetry channels were assigned class-conditional observation probabilities and 
normalized cost, privacy, latency, and security burdens. The prior probability of normal operation was 0.35; the 
remaining probability mass was distributed uniformly across fault classes. After each collected item, an exact Naive 
Bayes posterior was computed from the synthetic likelihood model. Posterior entropy measured residual uncertainty. 

For each of 20 independent pseudo-random seeds, 800 episodes were generated and evaluated under each policy. Thus 
each policy was evaluated on 16,000 episodes, for 80,000 policy-episode evaluations. The same latent episodes and 
observations were reused across policies within each seed to support paired comparisons. Mean performance and 95% 
confidence intervals were calculated from seed-level means using the normal approximation; paired t-tests used the 20 
paired seed means. We also computed non-parametric paired bootstrap confidence intervals for policy differences as a 
robustness check. 

3.1 Datasets, environments and fault injection 

The current evidence is a controlled simulation, not a benchmark run on ALFWorld, WebShop, BrowserGym or a 
Kubernetes cluster. Those environments are proposed for external validation because they can expose different 
segments of the TELEOS taxonomy [15–20]. The synthetic model includes the fault classes listed in Table 4. Their 
signatures were intentionally overlapping rather than deterministic, preventing a single channel from trivially 
identifying every fault. 
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Table 4: Controlled fault model and high-information telemetry channels. 

Fault class Illustrative operational meaning Higher-likelihood diagnostic channels 

Tool timeout Tool exceeds deadline aggregate latency; tool I/O; dependency 
trace 

Wrong tool Planner selects inappropriate 
capability 

tool choice; planner state 

Retrieval corruption Retrieved evidence is wrong/noisy retrieval metadata/content; verifier 

Stale memory Old agent state influences action memory metadata/snapshot 

Context truncation Relevant context omitted prompt/response artifact; planner state 

Model failure Model endpoint/status failure model status; latency 

API failure External API failure tool I/O; dependency trace 

Authorization denial Policy blocks action authorization/policy event 

Planner loop No-progress repeated planning planner state; latency 

Bad tool parameter Hallucinated/malformed argument tool I/O; planner state 

Dependency failure Downstream service fault dependency trace; infrastructure metrics 

Message loss Inter-agent delivery failure message-delivery event 

Infrastructure 
degradation 

Resource/network degradation infrastructure metrics; latency 

3.2 Baselines 

Table 5: Telemetry policies evaluated in the controlled experiment. 

Policy Acquisition rule 

Static minimal Always collect episode outcome, verifier signal and aggregate latency. 

Static maximal Collect all 16 channels. 

Random/ad 
hoc 

Start with minimal set; randomly add feasible channels under cost and privacy budgets. 

Threshold 
adaptive 

Start minimal; use fixed ordered escalation while confidence is low or failure signals are present. 

TELEOS Start with outcome; greedily acquire the feasible channel maximizing consequence-weighted 
information gain minus cost/privacy/latency/security penalties; stop at confidence ≥0.84 or non-
positive marginal value. 

The TELEOS simulation used cost budget 0.78 and privacy budget 0.52. For candidate j, the implemented score was 
EIGj(1+0.65·expected severity)−0.30Cj−0.38Pj−0.12Lj−0.10Sj. This is a restricted instantiation of Equation 3: EVSI and 
graph reconstruction terms were not separately parameterized in the main simulation. The simplification is intentional 
and is addressed as a limitation. 

4 RESULTS 

Static-maximal collection produced the highest diagnostic accuracy, 0.8104, but consumed normalized cost 1.910 and 
privacy exposure 1.680 per episode. TELEOS reached 0.7227 accuracy at cost 0.492 and privacy exposure 0.269. 
Relative to static maximal, this is a 74.2% reduction in collection cost, an 84.0% reduction in privacy exposure, and a 
65.5% reduction in telemetry-item count, with an 8.78-percentage-point loss in accuracy. The result does not show that 
maximal telemetry is unnecessary; it shows that under this synthetic model a large fraction of maximal telemetry had 
low marginal diagnostic value. 

The more relevant comparison is against adaptive and ad hoc baselines at similar budget. TELEOS exceeded threshold 
adaptation by 8.16 percentage points in accuracy while reducing cost by 8.38% and reducing the mean number of 
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acquired items by 0.84. Against random acquisition, TELEOS improved accuracy by 11.62 percentage points while 
reducing cost by 33.5% and privacy exposure by 40.9%. These paired comparisons support the value-aware selection 
mechanism under the assumed likelihood model. 

Table 6: Main controlled-simulation results; values are mean (95% CI) across 20 seed means. 

Policy Accuracy Cost Privacy Items Steps to 
explanation 

Static 
minimal 

0.425 (0.416–
0.434) 

0.160 (0.160–
0.160) 

0.020 (0.020–
0.020) 

3.000 (3.000–
3.000) 

3.297 (3.282–3.311) 

Random 0.607 (0.599–
0.614) 

0.740 (0.739–
0.741) 

0.455 (0.453–
0.456) 

8.147 (8.133–
8.161) 

6.608 (6.554–6.663) 

Threshold 0.641 (0.634–
0.648) 

0.537 (0.533–
0.541) 

0.276 (0.273–
0.278) 

6.366 (6.333–
6.399) 

6.538 (6.488–6.588) 

TELEOS 0.723 (0.715–
0.730) 

0.492 (0.488–
0.496) 

0.269 (0.266–
0.272) 

5.528 (5.488–
5.568) 

6.125 (6.078–6.171) 

Static 
maximal 

0.810 (0.804–
0.817) 

1.910 (1.910–
1.910) 

1.680 (1.680–
1.680) 

16.000 (16.000–
16.000) 

11.173 (11.080–
11.266) 

 

Figure 4: Fault-localization accuracy versus normalized telemetry cost in the controlled simulation. Error 
bars show 95% confidence intervals across seed-level means. 

4.1 Statistical analysis 

Paired seed-level comparisons were used because each policy evaluated the same generated episodes for a given seed. 
TELEOS versus threshold adaptation had a mean accuracy difference of +0.0816 (paired bootstrap 95% CI +0.0747 to 
+0.0888; paired t19=22.53, p<0.001). Mean cost difference was −0.0450 (bootstrap 95% CI −0.0470 to −0.0431; 
p<0.001), and privacy difference was −0.00708 (95% CI −0.00837 to −0.00582; p<0.001). TELEOS versus random 
acquisition had accuracy difference +0.1162 (95% CI +0.1081 to +0.1238) and cost difference −0.2481 (95% CI −0.2524 
to −0.2434), both p<0.001. 

We avoid interpreting the very large standardized paired effect sizes from this simulation as real-world magnitudes. 
The synthetic generator is fixed, seeds are numerous, and the value model is aligned with the same likelihood family 
used for diagnosis; consequently, between-seed variance is small. Confidence intervals therefore quantify Monte Carlo 
uncertainty within this testbed, not external validity across models, tasks, organizations or incident distributions. 
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4.2 Ablation and sensitivity analysis 

Table 7: Ablation results from a separate 10-seed × 400-episode simulation. 

Variant Accuracy Cost Privacy Items Final entropy 

TELEOS 0.728 0.490 0.268 5.51 1.343 

No stage-specific provenance proxy 0.489 0.536 0.197 7.25 2.318 

No privacy penalty 0.719 0.497 0.290 5.48 1.366 

No risk weighting 0.727 0.482 0.258 5.43 1.348 

The 'no provenance' ablation deliberately coarsened stage-specific telemetry identities, making observations less 
attributable to the component that generated them. Accuracy fell from 0.728 to 0.490 while more telemetry items were 
acquired. This is a proxy for loss of provenance resolution, not evidence that a particular causal-discovery algorithm 
causes the improvement. Removing the privacy penalty increased exposure from 0.268 to 0.290 without improving 
accuracy. Removing risk weighting produced little accuracy change in this testbed, suggesting that information gain 
dominated when fault severities were only moderately differentiated. 

 

Figure 5: TELEOS budget sensitivity. Accuracy rose with the telemetry budget and showed diminishing 
returns beyond approximately 0.9 normalized cost in this synthetic model. 

Budget sensitivity showed the expected frontier: accuracy rose from 0.493 at a cost budget of 0.30 to 0.722 at 0.78 and 
0.732 at 1.05. The curve flattened after roughly 0.9, indicating diminishing marginal diagnostic value under the synthetic 
channel model. The location of this knee is testbed-specific and should not be transferred to production deployments. 

5 DISCUSSION 

The controlled results support the central TELEOS claim: observability can be treated as a decision problem in which 
information is acquired selectively rather than as a binary choice between sparse and exhaustive logging. In the 
simulation, TELEOS occupied a useful part of the accuracy–cost frontier because it acquired channels whose likelihoods 
were discriminative for the current belief state and avoided channels with low marginal information or high exposure. 

This framing changes the role of observability engineering. A semantic convention still matters because candidate 
telemetry must be consistently named, typed and correlated [2,3]. However, semantic standardization is the substrate; 
it does not tell the runtime whether raw retrieval content is necessary for a specific episode. Similarly, root-cause 
algorithms still matter, but a perfect ranker cannot recover evidence that was never captured. TELEOS makes evidence 
acquisition and diagnosis part of one closed loop. 
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The method also provides a principled way to discuss privacy. The model does not equate privacy with a single scalar 
in deployment; the scalar penalty is only one component. Hard data-classification constraints remain first-class, and 
prohibited fields stay prohibited even in forensic mode. Thus 'forensic escalation' means the highest permitted fidelity, 
not unconditional collection. 

5.1 Practical implementation architecture 

A practical implementation can sit above OpenTelemetry-compatible instrumentation. Agent-framework hooks emit 
candidate events with stable identifiers, sensitivity classes, estimated byte/latency costs, and parent provenance IDs. A 
TELEOS controller maintains the belief state and budgets, returns a sampling/fidelity decision, and writes a compact 
selection-decision event. An instrumentation adapter then emits the chosen attributes and content through the existing 
collector pipeline. The architecture is compatible with head-, tail-, or hybrid sampling, but the decision variable is richer 
than 'keep/drop': it can choose metadata-only, structured summary, redacted content, full permitted payload, or 
retention duration. 

For high-consequence tool calls, the controller should be placed before the action boundary so provenance can be 
escalated before an irreversible side effect. Examples include authorization result, tool schema/version, parameter 
hashes, selected unredacted fields when policy permits, dependency identifiers, and verifier requirements. The 
proposing model need not and should not expose hidden chain-of-thought. TELEOS operates on observable execution 
artifacts, explicit planner state created by the application, model I/O that policy allows, tool calls, memory interfaces 
and outcome signals. 

5.2 Security and privacy implications 

Adaptive telemetry can reduce exposure, but the controller itself becomes a security-sensitive component. Attackers 
might deliberately trigger forensic mode to exfiltrate sensitive prompts, or suppress anomaly signals to prevent 
escalation. Countermeasures include signed policy bundles, separate authorization for sensitive telemetry, rate limits 
on forensic activation, immutable meta-telemetry, collector-side redaction, envelope encryption, retention TTLs, and 
independent monitoring of the controller. Differential-privacy techniques may protect aggregate telemetry, but they are 
not a substitute for access control when exact event reconstruction is required [65,66]. 

NIST log-management and privacy guidance supports explicit log governance and minimization [67,68]. AI RMF and its 
generative-AI profile further motivate risk measurement, documentation and controls tailored to generative systems 
[69,70]. TELEOS operationalizes these principles at acquisition time: governance constraints are checked before 
collection, and the reason for collecting sensitive telemetry can be recorded as an auditable decision. 

5.3 Threats to validity 

Table 8: Principal threats to validity and mitigation. 

Threat Implication Mitigation / interpretation 

Synthetic likelihood 
model 

TELEOS and Bayesian 
diagnosis share the same 
modeled evidence family 

Report as controlled proof-of-concept; require external 
benchmark validation 

Simplified binary 
channels 

Real telemetry is structured, 
continuous and high-
dimensional 

Use learned likelihood/value estimators in future work 

Fixed fault prior Production incident 
distribution may drift 

Calibrate priors online; stress-test rare faults 

Scalar privacy cost Legal/data-governance 
constraints are not fully scalar 

Retain hard allow/deny policies outside optimization 

No live 
LLM/framework 
overhead 

Wall-clock and collector effects 
not measured 

Benchmark in 
LangGraph/AutoGen/BrowserGym/Kubernetes 
deployments 

Naive Bayes 
independence 

Telemetry channels may be 
correlated 

Use graphical/learned posterior models where justified 

Provenance proxy 
ablation 

Does not establish causal-
discovery benefit 

Interpret only as value of stage-specific identity 
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5.4 Limitations 

The strongest limitation is external validity. The present study validates the telemetry-selection mechanism under a 
designed probabilistic environment; it does not demonstrate performance on a production LLM agent, Kubernetes 
service mesh, or public agent benchmark. The TVoI weights and budgets are illustrative. Real deployments must 
estimate data sensitivity, cost, and diagnostic utility from their own incident histories and governance regimes. 

Second, the main experiment uses information gain rather than the full EVSI and provenance-reconstruction terms in 
Equation 3. Third, uncertainty from proprietary LLMs may be poorly calibrated or unavailable; TELEOS therefore 
should combine model-independent signals such as verifier failures, repeated actions, tool exceptions, policy denials 
and infrastructure anomalies. Fourth, adaptive collection can make incident datasets missing-not-at-random. Selection 
decisions must therefore be retained so downstream analysis can account for the acquisition policy. 

5.5 Future research 

The next validation step is a preregistered experiment in at least two open agent environments and one distributed-
systems testbed. A practical design would instrument BrowserGym/WorkArena and WebShop with OpenTelemetry-
compatible spans, inject retrieval, memory, tool, authorization and infrastructure faults, and repeat the five policies 
under matched trajectories. A Kubernetes microservice application could separately test dependency and infrastructure 
faults. Primary outcomes should include root-cause top-k accuracy, wall-clock mean time to explanation, bytes 
exported, CPU overhead, privacy-class exposure, and outcome-reconstruction accuracy. 

Methodologically, TVoI can be learned from historical incidents using contextual bandits, with off-policy evaluation to 
reduce deployment risk. Bayesian experimental design can provide stronger multi-step acquisition policies. Causal 
extensions should estimate intervention effects only where assumptions are testable. Another important direction is 
selective retention: once an episode is verified as benign, high-fidelity data could be summarized or cryptographically 
committed and then deleted, while incidents retain a policy-approved forensic subset. 

6 CONCLUSION 

TELEOS reframes observability for agentic AI from a passive data-collection problem into a constrained evidence-
acquisition problem. Its Telemetry Value of Information links uncertainty reduction and diagnostic decision value to 
the real costs of collecting, exposing, transmitting and retaining telemetry. Adaptive escalation provides a controlled 
path from minimal monitoring to diagnostic, provenance and forensic modes, while hard governance rules remain 
inviolable. The controlled simulation shows that value-aware selection can substantially outperform random and 
threshold policies at comparable or lower telemetry burden, and can approach the diagnostic benefit of exhaustive 
telemetry at a fraction of its synthetic cost and privacy exposure. These results are proof-of-concept rather than 
production evidence. The central research agenda is therefore clear: standardize candidate telemetry, learn its context-
dependent value, preserve provenance, and validate adaptive acquisition on reproducible real-agent and cloud-system 
fault benchmarks. 
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