
 Corresponding author: Roy Okonkwo 

Copyright © 2025 Author(s) retain the copyright of this article. This article is published under the terms of the Creative Commons Attribution License 4.0. 

A study on advanced AI-Driven continuous compliance monitoring for cybersecurity 
regulations in healthcare  

Roy Okonkwo 1, *, Job Adegede 2, Clement Yayra Tettey 3, Betty Anyamesem Owusu 3 and Sulaimon Adebayo 4 

1 Department of Information Technology, North Carolina A and T State University, North Carolina, Greensboro, USA. 
2 Network Security Analyst, Englewood, Chicago, USA. 
3 Faculty of Computing and Information Systems (FoCIS), Ghana Communication Technology University (GCTU), Ghana. 
4 Isenberg School of Management, University of Massachusetts Amherst, USA. 

World Journal of Advanced Research and Reviews, 2025, 26(03), 2249-2255 

Publication history: Received on 13 May 2025; revised on 21 June 2025; accepted on 23 June 2025 

Article DOI: https://doi.org/10.30574/wjarr.2025.26.3.2424 

Abstract 

The threat levels for cyber risk in the health care industry continue to rise, thus requiring enhanced compliance with 
various standards. New compliance paradigms are far less effective when compared to traditional methods, especially 
in the area of real-time threat detection and changes in compliance strategies. The purpose of this paper is to discuss 
continuous monitoring with a particular focus on the adoption of AI in the field. As a result, the challenges that the study 
addresses concern the current and potential threats to healthcare facilities by presenting an AI-based framework. This 
research deals with the contemporary and future issues with healthcare cybersecurity and outlines an AI-based 
regulatory compliance that is used to identify, evaluate, and act on risks. Applied to a mid-sized hospital for illustration 
purposes in this research, AI can prove to be a solution to compliance issues arising from human error and poor data 
security in healthcare organizations. 
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1. Introduction

This is because the advancement in technology has played a significant role in changing the face of healthcare through 
embracing the use of information technology in its various functions (Arefin and Simcox, 2024). As patients’ records go 
digital and the use of telemedicine is on the rise, health care organizations remain vulnerable to cybercriminals. HIPAA 
is a typical regulation that protects a patient’s data and must be adhered to. However, the traditional compliance 
approaches are usually done at random intervals and cannot cope with existing threats (Bonagiri et al., 2024). This 
paper seeks to elaborate on the possibility of AI in enabling constant compliance checking towards improving cyber 
safeguards in healthcare facilities. 

2. Materials and Methods

2.1. Literature Review 

To do this, the researcher reviewed the current literature in healthcare cybersecurity, continuous compliance, and 
regulatory compliance and AI applications (Galla et al., 2024). Due to this, the collection's peer-reviewed articles were 
made from these databases: the PubMed, IEEE Xplore, and Scopus databases. 
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• Focus Areas: For this literature review, we focus on three particular aspects of the above, such as the current 
state of healthcare cybersecurity, continuous compliance measures, and AI in monitoring in general (Bonagiri 
et al., 2024). 

• Databases Used: Several databases were chosen to access the databases whose articles are always reliable and 
shown relevant recent research articles (Galla et al., 2024). 

• Keyword Strategy: In line with the findings of the literature review, the criteria required to carry out the study 
were established, and so the following search terms were used to bring in the articles, namely ‘health care 
cybersecurity’, ‘continuous compliance’, ‘monitoring’, ‘Use of Artificial Intelligence in healthcare compliance’, 
‘Regulatory Technology’ and ‘RegTech’ (Bonagiri et al., 2024). 

• Selection Criteria: Given that the healthcare and technological sector undergoes changes, special attention 
was paid to the articles that appeared in the past five (5) years (Galla et al., 2024). 

2.1.1. Regulatory Frameworks 

 
Source: (Arefin and Simcox, 2024) 

Figure 1 Regulatory Frameworks 

More emphasis was given on the HIPAA, GDPR, and ISO 27799 to comply with the global data protection in the health 
sector (Arefin and Simcox, 2024). 

• Technologies Reviewed: In the review, knowledge was gained on various Artificial Intelligence models, 
machine learning algorithms, anomaly detection systems, and Natural Language Processing tools for 
processing compliance rules (Sanmorino, 2023). 

• Outcome: The literature was used to conceptualize the AI framework as the current compliance systems being 
used were deemed insufficient, and the importance of automation was highlighted (Arefin and Simcox, 2024). 

2.2. Framework Development 

Preliminary to this, the literature guided the development of an AI-based compliance monitoring framework 
(Tanikonda et al., 2025). The actual enhancement covers machine learning, NLP technologies, and analytical tools that 
enable compliance monitoring on-going. The use of an AI based continuous compliance monitoring framework was 
developed from lessons learnt which will be explained by drawing from the work done in this literature review. This 
was the reason for designing the system to be modular, LBS-based, and adaptable to the constantly changing healthcare 
setting. There is also the utilization of machine learning (ML) for issues such as anomaly detection, the use of natural 
language processing (NLP) to give real-time interpretations of the regulations, and the use of other data analytical tools 
necessary for monitoring the level of compliance over time. These components are incorporated into an application 
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core that Sync explicitly connects to HIS, EHR, and network monitoring systems (Sanmorino, 2023). This architecture 
also allows the system to include structured and unstructured data and it also updates the compliance baselines 
continuously. Also, the framework provides a functional dashboard that informs the compliance officers and contains 
the most current compliance scores. 

2.3. Case Study Analysis 

A mid-size urban hospital with 300 beds installed an AI-based system of compliance for increasing cyber-security and 
overall compliance (Tanikonda et al., 2025). As it was mentioned before there were deficiencies in EHR, third-party 
vendor applications, and legacy auditing solutions were in place in the hospital; therefore, it implemented AI solutions 
for real-time anomaly and unauthorized access notifications and regulatory compliance. As for six months, the system 
brought accuracy in detection and work output which decreased to less than 45 minutes while ensuring standards were 
being met (Salako et al., 2024). Author and year outline this case to demonstrate the advancements of AI in preventing 
against compromise of health information and enhance operational efficiency and risk mitigation in present healthcare 
settin. For this case study real time implementations with the AI engine include operations such as identification of 
unauthorized data access, non-compliant user activity and lack of timely update of tackling documents according to the 
laid down regulations.  

3. Results  

In this section, the author discusses the effect of the provided AI-driven compliance monitoring framework for a mid-
sized hospital environment. 

3.1. Framework Simulation Output 

• Data Processing Efficiency:  Only average latency of less than 2 seconds was registered for the flagging of 
compliance data containing such suspicious activities or anomalies (Nushra Tul Zannat Sabira Arefin, 2025). 
This SQL Server performance is paramount, especially when it comes to the delivery of healthcare services, 
since quick response on queries minimizes data breaches and compliance violations. It was also used with 
electronic data sources, including patient records identified as Electronic Health Records (EHRs), auto-
generated network traces, and reports of users’ actions (Sanmorino, 2023). In addition, the real-time 
computation possible in the framework allowed for immediate tagging of suspicious activity or policy violations 
occurring.  

• Violation Detection Rate:  After the implementation process, the system recognized 93 suspicious incidents, 
and 87 of them (93.5%) were considered as compliance risks by human auditors (Nushra Tul Zannat Sabira 
Arefin, 2025). Upon manual review and assessment of the identified strings by humans, the present authors 
unearth that 87 of them (93.5%) were genuine compliance risk. The high detection accuracy shown therefore 
proves that the system can effectively analyze the regulations in the healthcare field and turned out to pinpoint 
distinct infractions to data privacy, improper access, or disregard of protocols. This sort of performance cuts 
down the workload of human auditors while at the same time improving the capacity of the hospital to provide 
continuous compliance (Salako et al., 2024). Further, it points to the possibility of long-term sustainability and 
expanding the ability of body care networks in various large healthcare networks without compromising the 
level of reliability and performance. 

• Reduction in Incidents:  Investigating the compliance violations over 6 months, it was found that there was 
40% less violations than what used to be usual in the hospital (Nushra Tul Zannat Sabira Arefin, 2025). Records 
revealed that there was a general tendency a certain level of non-compliance incidents and after implementing 
the AI-based framework, the particular hospital noted a decline of 40% of the said cases. This was a result of 
an innovative concept of the system, which provided ahead-of-time actions pointing to potential violations 
before they occur and became reportable (Virk et al., 2025). In addition, real-time insightful analysis and 
dashboard notification helped compliance officers to identify and address such tricky incidents, and also 
trained the staff.  
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3.2. Performance Metrics 

Table 1 Performance Metrics 

Performance 
Metric 

Details 

False Positives Real-time AI systems show a false-positive rate ranging between 1.0% and 5.2%, as supported 
by Jaggi (2025). 

This rate is considered reasonable for the healthcare sector, where risk tolerance is low.  
Inaccuracies are being addressed through continuous model retraining, contextual data 
integration, and user feedback loops. 

The system uses machine learning to gradually reduce false positives based on previous 
performance. 

Response Time Response time for compliance breach detection has improved from 5.6 hours (manual process) 
to 40 minutes (automated AI system)  

Automation enables faster alerting through dashboards and email notifications.  
Allows quicker triage and action by compliance teams, enhancing overall operational efficiency. 

3.2.1. False Positives 

Real-time AI systems are generally accepted to have a false-positive rate of up to 5.2%, which has been attained in the 
current studies (Jaggi, 2025). An analysis of the false-positive rates means that real-time AI compliance systems, on 
average, have a false-positive rate between 1.0% and 5.2% which was evident from the findings of the present study. 
Although this rate is not ideal, it is deemed reasonable specifically in critical industries such as the ones in the health 
sector. Other inaccuracies added to these include; Continuous model retraining, integrating further contextual data and 
feedback options from the users help eliminate these inaccuracies gradually (Balogun, 2025). Furthermore, it employs 
features of learning so that the system can improve with time by eradicating false positives from the previous results.  

3.2.2. Response Time 

By automating the alerts, the time to respond to the compliance breaches was also cut down to 40 minutes, as compared 
to the previous average of 5.6 hours when the operation had to be done manually (Jaggi, 2025). The use of an automated 
alert system enhanced the response to the violations of compliance, resulting in a gain in time. Before, manual incident 
identification and escalation were causing an average time of 5.6 hours before they were escalated. The use of the AI 
system in reducing the response time was developed to only forty minutes for the initiation of mitigation (Virk et al., 
2025). The system allows for quicker triage by the compliance teams through the dashboard and email notifications 
alerting the system’s users.  

3.2.3. Adaptability to Regulatory Updates 

In the evaluation, positive results have been achieved in response to alterations in data protection laws within 48 hours, 
which indicates flexibility by incorporating new rules through NLP algorithms. The new regulations come into force in 
all suitable modules, thus lowering the need to use operators’ input. Thus, the ability to quickly adapt to changing 
frameworks, such as HIPAA or GDPR, also proves the purpose of the system in the constantly developing legal programs 
(Balogun, 2025). This guarantees consistent compliance since stagnated policy implementation is not an issue in the 
growing healthcare organisation, as it eradicates the potential for penalties or shortcomings in the governance systems. 

4. Discussion 

This section discusses the findings presented in the text and speculates on how they can be applied in the sphere of 
healthcare cybersecurity. 

4.1. Enhanced Compliance Capabilities 

Such a reduction in violations and increased response rates can assist evidence AI’s ability to turn compliance 
management from a retrospective to a predictive field (Jaggi, 2025). Real-time processing helps security teams prevent 
the deterioration of threats, which is a significant aspect that is not available in traditional auditing systems. Decrease 
in violations and shortening of response time point towards the capability of AI systems in changing the compliance 
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procedures from a post hoc affair to the anticipatory (Arefin and Simcox, 2024). This shift enables security personnel 
to respond timely to any risk and prevent it from getting out of hand and escalating to the next level. 

4.2. Significance of High Detection Accuracy 

Currently, it has achieved more than 93 percent accuracy in distinguishing between actual compliance violations and 
those that are false, which is a positive sign toward negating various human oversight issues (Qurashi et al., 2025). 
Therefore, the FPR is an indication that AI models need constant calibration to ensure high sensitivity and specificity. It 
is rather satisfactory for AI systems in regulatory monitoring to have a detection accuracy exceeding 93 percent in 
differentiating between real compliance violations and falsified positives (Balogun, 2025). This means that such systems 
rarely fail to produce the desired results as opposed to the human-operated ones, thus making the system more 
accurate. 

4.3. Scalability and Real-World Applicability 

While the presented framework has been evaluated in a rather controlled manner, the modularity of the framework 
does hint at its ability to be easily implemented across other healthcare organizations (Qurashi et al., 2025). Adding to 
this, cloud services as well as fresh feeds from regulations can make it viable for real-world use. While this framework 
was introduced and tested with a very limited number of individuals in a simulated environment, the modularity of the 
framework suggests robust possibilities of its application in real healthcare organizations of B, or any other type, in 
practice (Paraschiv et al., 2024). The structure of the framework will integrate seamlessly in the current health care 
systems, such that organizations currently in the systems will load their structures in the proposed framework without 
extensive modifications. 

4.4. Limitations and Ethical Considerations 

 
Source: (Qurashi et al., 2025) 

Figure 2 Ethical Considerations 

AI systems are capable of transmitting biases that exist in the existing datasets and might result in bias in enforcement 
or oversight (Qurashi et al., 2025). In addition, constant monitoring brings the issue of privacy right violation that has 
to be weighed against the right to information and the right AI practices. For instance, Group A, which may include some 
minority groups, will be detected more often for violations related to demographic data and organizational pattern, 
which will increase the regulation of the health care system for minority groups. However, the monitoring in the case of 
overlay is more persistent, especially when it is used to monitor real-time compliance that might lead to certain issues 
about the privacy rights and data protection (Arefin and Simcox, 2024). 

4.5. Future research directions 

More research should be carried out on the live experiments, legal harmonization across the regions, and the integration 
of the human-directed AI system to improve confidence and compliance (Arefin and Simcox, 2024). The framework 
should be tested in a real-world case to develop an understanding of how it can work while it is simultaneously being 
used in real-life health care settings concerning surgery. More investigation of the aspect of legal integration is required, 
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given that healthcare regulation varies depending on the region or country (Paraschiv et al., 2024). Also, using hybrid 
AI systems where practice is implemented through human-AI collaboration, the chances of increasing overall trust and 
compliance are highly likely to be improved.  

5. Conclusion 

Thus, integrating AI into compliance monitoring gives an innovative approach to improving healthcare cybersecurity 
while allowing for the quick processing of large volumes of data. Such proactive ideology allows for anticipating the 
appearance of compliance issues and avoiding prosecution or data leakage cases while following the higher standards 
of compliance. Furthermore, flexibility enables AI systems to make updates and changes to enhance the compliance of 
healthcare organizations across districts and regions. For future work, there is a need to assess the tested AI frameworks 
in live contexts, examine the legal harmonisation across regions, and develop AI compliance guidelines across the 
sphere to encourage broad implementations of such systems that would create trust and sustainability in the long term 
for cybersecurity solutions.  
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