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Abstract 

This paper presents the Privacy-Preserving Autism Employment Data Trust, a machine learning-based federated data 
trust architecture that enables an evaluation of workplace accommodations without the need for raw data sharing. 
Features differential privacy to safeguard health and employment information that's sensitive to privacy, plus is built 
on NIST AI Risk Management Framework, U.S. government policies on HIPAA and the 21st Century Cures Act/ONC 
guidelines. Using a synthetic multi-site data set, the framework is shown to enable cross-site analytic queries to be 
answered with minimal accuracy loss and while ensuring strong privacy. Findings demonstrate that this method strikes 
a balance between privacy, compliance, and utility while providing an evidence-based pathway to inclusive employment 
research.  
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1. Introduction

Workplace accommodations must be systematically evaluated for effective inclusive employment, but data siloes and 
privacy concerns even if the data are reported in standardized ways preclude large-scale studies. Employers, state 
agencies, and scientists all have important data, but there are legal and ethical obstacles to collecting sensitive data in a 
centralized manner. The Privacy-Preserving Autism Employment Data Trust aims to help bridge this gap by combining 
differential privacy (DP) with federated learning (FL). 

HIPAA, the 21st Century Cures Act and ONC interoperability requirements focus intently on security of health and 
employment data. Meanwhile, NIST's AI Risk Management Framework (AI RMF) lays out the principles of governance-
govern, map, measure, manage-that direct responsible AI system deployment. The study uses a federated and privacy-
respecting analytic methodology to determine the best accommodations to assist autistic employees. 

2. Related work

The Artificial Intelligence opportunity in personal areas has been determined in the field of healthcare. Islam (2023) 
proved how data-based AI methods allow precision medicine by extracting meaningful data targeted at specific insights 
from distributed datasets without violating patient privacy. In the area of employment research, parallel lessons can be 
implemented, and the aim is to adapt the accommodations according to personal needs. 
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Federated learning has emerged as a promising algorithmic approach in application areas such as mobile health, where 
models are trained across nodes but sensitive information is not transferred between nodes [2]. Differential privacy, 
proposed by Dwork [3] brings mathematical guarantees for minimal threat of re-identification despite the sharing of 
aggregate data. 

There is literature on FL in healthcare and education [4,5], although it is not yet widely used in disability employment. 
We believe our research has a contribution to make by incorporating AI privacy-preserving approaches into workplace 
accommodation studies in formal governance anchors. 

3. Literature review  

3.1. Machine learning and Personalization in Healthcare and Employment 

The field of Artificial Intelligence (AI) has established itself as one of the foundations of personalized interventions 
development. Precision medicine makes use of AI for targeted therapeutics without violating sensitive data, Islam 
(2023) [1]. Employment research is no exception: Workplace accommodations require sensitive personal information 
but privacy law prohibits the aggregation of these data. 

3.2. Sensitive Domain Federated Learning 

In 2017, McMahan et al. [2] introduced federated learning (FL), demonstrating that it was possible to train deep neural 
networks across mobile devices without having to transfer raw data (i.e. no data centralization). FL has since found 
applications in healthcare [5], finance [6] and education [7], and has proven to be resistant to data leakage. Kaissis et al. 
[8], demonstrated the feasibility of using federated frameworks to preserve patient confidentiality in medical image 
while retaining the diagnostic utility. 

3.3. Applications of Differential Privacy. 

A concept proposed by Dwork (2006), differential privacy (DP) has been applied to U.S. Census releases [9], medical 
records [10], and machine learning [11]. One of the great things about DP is that a single individual turning in or out has 
minimal effect on aggregate results, so it's a good candidate for autism employment data. 

3.4. Governance Anchors: HIPAA, ONC, NIST AI RMF 

• HIPAA requires the protection of health-related information. 
• ONC and 21st Century Cures Act Encourage Interoperability While Protecting Privacy 
• NIST AI RMF encompasses a lifecycle approach to AI governance (govern-map-measure-manage) with a focus 

on accountability, risk quantification and measurement, and continuous improvement [12]. 

3.5. Case studies in Privacy-preserving research 

• Health care: Hospitals have also been successful in using FL to predict patient outcomes for COVID-19 [13]. 
• Finance: FL was implemented by banks to identify fraud in cooperation with them [14]. 
• Education: FL has been used for predicting student retention while preserving identities [15]. 
• Autism Research: Research points to the necessity of multi-institutional collaboration to assess autism 

interventions, and none of these presently use FL + DP - our study closes the gap [16]. 

4. Methodology  

4.1. System Architecture 

The Privacy preserving Autism Employment Data Trust suggested incorporates four layers: 

• Data Nodes (Employers/States/Researchers): Store local data (e.g., accommodations, retention results). 
• Federated Model Trainer: Handles model update using FL. 
• Differential Privacy Layer: Injects calibrated Gaussian noise before centralized aggregation 
• Governance Layer: Helps ensure compliance with HIPAA, ONC and NIST AI RMF. 
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4.2. Mathematical Formulation 

Model training objective: 

min
𝑤

1

𝑁
∑

𝑛𝑖

𝑁

𝐾

𝑖=1

𝐿 (𝑤; 𝐷𝑖) + 𝑁(0, σ²) 

 
Where: 

• w: model parameters 
• 𝐷𝑖: local dataset at site i 
• L: loss function (job retention prediction) 
• 𝑁(0, σ²): Gaussian noise (differential privacy) 
• ε: privacy budget, controlling σ 

4.3. Case Study Design 

• Case Study 1: Autism IT employment 
• Node A (Tech company), Node B (State agency), Node C (University research lab) 
• Objectives: To determine if flexible scheduling had a positive effect on retention. 
• Case Study 2: Retail/service industry. 
• Multi-site retail employers. 
• OBJECTIVE: To test sensory friendly workplace accommodations. 

4.4. Evaluation Metrics 

• Privacy: ε ∈ {0.1, 0.5, 1.0}, re-ID risk threshold ≤ 0.01. 
• Utility: Accuracy drop < 3% acceptable. 
• Cross-site Q and A: Proportion of questions answered. 
• Governance: Alignment with NIST AI RMF governance steps. 

5. Results 

5.1. Privacy-Utility Tradeoff 

Table 1 Accuracy and privacy trede off across and values 

 

6. Discussion  

6.1. Policy Implications 

This framework is consistent with an evidence-based approach to policymaking while enabling states and employers to 
share information in a way that does not threaten the rights of individuals to privacy. It puts HIPAA protection right into 
practice and complies with the provisions of data sharing in the 21st Century Cures Act. 

6.2. Integration With NIST AI RMF 

• Govern: Multiple stakeholder management committee. 
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• Map: Re-ID and data leakage risk map 

• Measure: Quantitative analysis of e, loss of accuracy, utility vs baseline 

• Manage: Change in privacy requirements as needs change. 

6.3. Case Study Implications 

IT Sector Case: Flexible Scheduling improved Retention by 12% at negligible Privacy cost (ε =1.0) 

Retail Case - The effect of sensory changes was very strong on employee satisfaction level but with more variance across 
nodes   

 

Figure 1 Bar graph comparing retention improvement across accommodation flexible scheduling, sensory 
modification mentoring programs 

6.4. Ethical and social issues 

• Guarantees autism victims against possible discrimination. 
• The Law Does not encourage employers to reveal any insight. 
• Shows how AI could be used to promote inclusivity. 

Limitations  

This study has a number of significant limitations, despite the encouraging results: 

6.5. Assumptions about the Simulated Data. 

The current analysis is based on synthetic data of autism employment created to approximate real employment 
distributions with regard to accommodations and outcomes. While this experiment is controlled, the lack of real-world 
heterogeneous data can cause poor generalization of the results. Real employer data may be more noisy or have missing 
reporting or biases that aren't captured by simulation. 

6.6. Privacy Budget Calibration 

The privacy budgets (e = 0.1, 0.5, 1.0) were selected from the literature and keeping the acceptable accuracy trade-offs 
in mind. But, the e right is relative. Employers in more sensitive areas might need higher values whereas scientists might 
want more relaxed values of analytic accuracy. This reflects the continuing problematic tension between utility and 
privacy. 

6.7. Cross-Site Variability 

The differences in employment conditions vary significantly by the industries. For instance, adjustments in IT (flexible 
working) may not work well for retail (sensory). For example, while the federated approach ensures local heterogeneity, 
it makes global model interpretability harder by preventing more straightforward generalization of sector-specific 
results. 
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6.8. Interoperability Constraints 

Successfully deploying at scale requires integration across various HR, payroll and health IT systems. Existing 
interoperability standards, though they are getting better under ONC rules, could continue to impede interstate and 
employer federated implementations. 

6.9. Ethical and Legal uncertainties: 

Although DP offers excellent privacy guarantees, there are still ethical concerns about the potential for misuse of the 
insights gained from this process. For example, accommodations that have less (or no) statistical effectiveness could be 
devalued in practice by employers, even though individual differences are present. Powerful governance mechanisms 
must be put in place to ensure discriminatory abuse is avoided.  

7. Conclusion 

This paper illustrates that a Privacy-Preserving Autism Employment Data Trust can be implemented and will merge 
federated machine learning and differential privacy to assess workplace accommodations and protect sensitive 
employment and health information. By using HIPAA, 21st Century Cures Act/ONC guidelines, and the NIST AI Risk 
Management Framework as anchors, the proposed model provides a structure for HIPAA compliance, accountability, 
and transparency. 

The major contributions to this research are: 

• A federated system that allows collaboration across multiple sites without data sharing in the raw form. 
• Quantitative assessment of the privacy-utility trade-off, demonstrating that e=1 models were able to maintain 

accuracy within 2.5% of centralized baseline accuracy. 
• The result - 80% of cross-site analytic questions can be answered under DP guarantees, which provides real-

world value for policymakers and employers. 
• Real-life case studies showing measured retention and employee satisfaction improvements from 

accommodations like flexible scheduling and sensory modifications 

This study has more implications than the employment of autism. The framework is applicable in other contexts of 
disability, accommodations for education, and even wider initiatives for diversity in the workforce. Moreover, the 
embodiment of AI governance principles within the framework of technical deployment is such that ethical, legal, and 
societal concerns are kept at the forefront. 

Future directions include 

• Pilot implementations of the project with employer-state consortia to test evidence in practice 
• Dynamic privacy budget allocation, allowing for context-dependent risk-utility tradeoffs 
• Cross-domain extension, using the framework for healthcare, education and other sensitive workforce datasets 
• Model of participatory governance in which autistic employees and advocacy groups take a direct role in 

oversight 

Ultimately, this work will help move the field of inclusive and evidence-based employment research towards a state 
where stakeholders can collaboratively learn what accommodations work without sacrificing the dignity, rights, and 
privacy of the individuals most impacted. 
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