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Abstract 

As artificial intelligence (AI) becomes increasingly embedded in critical infrastructure, the risks of adversarial attacks 
on AI-driven systems have heightened concerns over security, governance, and ethics. Traditional threat modeling 
frameworks, while effective for conventional IT systems, are insufficient to capture the dynamic and evolving risks 
introduced by AI, particularly generative models capable of simulating sophisticated attack vectors. Addressing these 
gaps requires a governance framework that integrates both technical and ethical dimensions into adversarial risk 
assessment. This study explores a novel approach to threat modeling that embeds ethical considerations directly into 
the simulation of adversarial attacks against AI systems supporting critical infrastructure. It proposes a governance-
oriented model in which generative AI is leveraged to replicate potential attack scenarios such as data poisoning, model 
inversion, and evasion while incorporating normative frameworks that assess impacts on fairness, accountability, and 
societal trust. By situating ethics alongside technical defenses, the approach ensures that mitigation strategies not only 
strengthen system resilience but also align with principles of responsible AI deployment. Case illustrations from energy 
grids, financial systems, and healthcare infrastructure demonstrate how generative AI-driven adversarial simulations 
can inform proactive governance, improve compliance with regulatory standards, and foster transparent risk 
communication. The results suggest that integrating ethics into threat modeling produces dual benefits: advancing 
resilience against malicious actors and embedding legitimacy and trustworthiness into AI governance for critical 
sectors.  

Keywords: Threat Modeling; Adversarial AI; Generative AI; Critical Infrastructure; AI Governance; Ethical 
Considerations 

1. Introduction

1.1. Background: AI adoption in critical infrastructure 

Artificial intelligence (AI) has rapidly become embedded in the operations of critical infrastructure, from energy grids 
and water distribution systems to healthcare networks and financial platforms. These domains rely on intelligent 
systems for efficiency, predictive maintenance, and real-time decision-making [2]. For example, utilities deploy machine 
learning models to forecast energy demand, hospitals leverage AI for diagnostic imaging, and transport systems rely on 
AI-driven optimization for traffic management. Such integration enhances resilience but also elevates systemic 
dependence on algorithms [6]. 

The shift to algorithmic control in critical infrastructure reflects the pursuit of automation, efficiency, and cost reduction. 
However, it simultaneously creates new forms of vulnerability, as errors or manipulations in AI outputs can cascade 
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into large-scale disruptions [4]. Distributed architectures compound these risks, since AI models often operate across 
interconnected systems with interdependencies spanning multiple sectors. 

Governments and regulators have recognized the importance of securing these systems. Strategic frameworks 
emphasize risk management, resilience testing, and stronger governance of AI deployments [1]. Yet, existing approaches 
often remain reactive, focusing on compliance checklists rather than proactive adversarial resilience. 

Figure 1, introduced in Section 2, will chart the adoption of AI across critical infrastructure sectors and illustrate how 
these systems intersect with national security concerns. Table 1, later in the article, will compare traditional 
cybersecurity threat models with AI-focused approaches, underscoring the distinctive risks created by algorithmic 
dependence. 

1.2. Risks of adversarial AI and generative models  

The rise of adversarial machine learning has exposed critical weaknesses in AI systems. Attackers can exploit these 
weaknesses through techniques such as data poisoning, where malicious inputs compromise training datasets, or model 
evasion, where small perturbations mislead classification models [3]. In critical infrastructure, even minor 
manipulations could produce outsized consequences, such as disrupting grid stability or misdiagnosing a life-
threatening condition [8]. 

Generative AI, while offering transformative applications, has expanded the toolkit available to adversaries. Generative 
adversarial networks (GANs) and large-scale language models can be weaponized to automate social engineering 
attacks, fabricate synthetic data that undermines training integrity, or simulate system behaviors to identify exploitable 
blind spots [5]. The dual-use nature of generative AI presents a governance dilemma: the same tools that support 
innovation can also scale malicious capabilities. 

These risks are intensified in distributed infrastructures. Attackers can exploit weak nodes or unsecured data flows, 
introducing adversarial manipulations that ripple across entire networks [7]. Moreover, the opacity of many AI models 
complicates detection, as adversarial examples are often imperceptible to human operators while remaining effective 
in misleading algorithms. 

Although threat modeling frameworks exist, most are rooted in traditional cybersecurity paradigms that fail to fully 
account for AI-specific vulnerabilities. Table 1 later demonstrates that while conventional models emphasize network 
penetration and access control, they often overlook adversarial machine learning risks that undermine trust in 
algorithmic outputs. This gap highlights the urgent need for evolving threat modeling practices in critical infrastructure 
contexts. 

1.3. Rationale for ethics-integrated threat modeling  

While adversarial risk analysis is vital, it must be complemented by ethical integration. Threat modeling focused solely 
on technical vulnerabilities risks neglecting broader concerns of fairness, accountability, and societal trust [4]. In critical 
infrastructure, decisions made by AI systems often affect populations at scale, raising ethical questions that cannot be 
separated from technical resilience [2]. 

Ethics-integrated threat modeling expands traditional frameworks by embedding considerations such as transparency 
of adversarial simulations, accountability for defensive measures, and proportionality in balancing security with privacy 
[6]. For example, adversarial attack simulations in healthcare must not only safeguard diagnostic accuracy but also 
respect patient confidentiality. Similarly, financial infrastructures must integrate consumer protection alongside 
resilience. 

Generative AI-driven simulations offer an unprecedented opportunity to test resilience, but without ethical oversight, 
such simulations could normalize surveillance or justify disproportionate security measures [1]. By embedding ethics 
directly into the threat modeling process, organizations can ensure that defensive architectures are aligned with 
democratic values, regulatory expectations, and human rights principles. 

Figure 1 and Table 1 together situate this rationale: AI adoption in critical systems introduces risks that cannot be 
addressed through technical fixes alone. Ethical integration ensures that threat modeling evolves into a governance tool 
as much as a security mechanism [5]. 
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2. Literature review and theoretical foundations  

2.1. Evolution of threat modeling in cybersecurity  

Threat modeling has long served as a foundational tool in cybersecurity, allowing organizations to systematically 
identify, assess, and mitigate risks. Its origins lie in structured approaches to understanding potential attack surfaces, 
with early models focusing heavily on perimeter defenses and static system architectures [7]. Early frameworks such 
as STRIDE (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service, Elevation of Privilege) 
emphasized categorizing threats by attacker intent, helping enterprises visualize risks within software and system 
design. 

As systems became more complex, new approaches emerged to address distributed architectures. Attack trees and 
misuse case modeling provided visual hierarchies of potential adversarial paths, offering analysts the ability to 
prioritize defenses. These models, while effective in structured environments, struggled to adapt to the dynamism of 
interconnected networks and cloud-based infrastructures [9]. 

The rise of cyber-physical systems and critical infrastructure integration required another shift. Here, threat modeling 
evolved to incorporate not just technical vulnerabilities but also systemic consequences of disruption. For instance, 
targeting energy grids or healthcare systems presented cascading risks extending beyond IT environments into physical 
and societal domains [11]. 

 

Figure 1 Depicts this timeline, highlighting the progression from static, perimeter-focused threat modeling toward 
frameworks that account for the rise of adversarial AI vulnerabilities. This historical trajectory illustrates both the 

adaptability and the limitations of conventional models when facing emerging challenges in AI-driven infrastructures 

2.2. AI-specific vulnerabilities and adversarial attacks  

Traditional threat modeling approaches prove inadequate in fully capturing vulnerabilities unique to artificial 
intelligence systems. Unlike deterministic software, AI models are probabilistic, making them susceptible to 
manipulations at multiple stages of their lifecycle [8]. Among the most well-documented risks is data poisoning, where 
attackers introduce corrupted data into training sets. In critical infrastructure contexts, poisoned training could lead to 
manipulated grid predictions or altered medical diagnoses [12]. 

Another category of risk is adversarial examples, in which imperceptible perturbations to input data cause AI systems 
to misclassify results. In financial systems, small manipulations in transaction data might evade fraud detection, while 
in healthcare, adversarial perturbations could mislead diagnostic imaging systems [13]. Such vulnerabilities expose the 
fragility of AI models under seemingly benign inputs. 
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Model inversion and membership inference attacks further highlight risks, where attackers extract sensitive training 
data or identify whether a specific individual’s data was used in model training [10]. These forms of exploitation not 
only undermine privacy but also erode trust in AI applications within sensitive infrastructures. 

Existing threat models often overlook these AI-specific risks, focusing instead on conventional access control or network 
intrusion. Table 1, presented in Section 3, compares how traditional frameworks differ from AI-focused models, 
emphasizing the gap in addressing adversarial attacks. These shortcomings underscore the urgent need to evolve threat 
modeling practices to reflect the unique vulnerabilities introduced by machine learning and generative systems. 

2.3. Emerging discourse on AI governance and ethics  

Alongside technical concerns, the governance of AI systems has become central to discussions on security and resilience. 
Scholars, policymakers, and industry leaders have increasingly emphasized that AI threat modeling cannot be reduced 
to technical exercises; it must also reflect ethical and governance dimensions [7]. This perspective is particularly 
pressing for critical infrastructure, where AI-driven decisions affect entire populations, making transparency and 
accountability essential. 

Ethical discourse around AI governance highlights issues such as bias, fairness, explainability, and accountability. For 
example, adversarial simulations that test resilience may inadvertently reinforce biases if datasets are not 
representative [9]. Similarly, opaque “black box” models undermine accountability, as stakeholders cannot trace how 
an AI system reached a particular decision. This lack of explainability complicates governance, especially in contexts 
where regulatory compliance demands clarity [11]. 

Another layer of concern involves privacy and surveillance risks. Generative AI systems can simulate large-scale 
adversarial scenarios, but without ethical oversight, such simulations risk normalizing intrusive monitoring or 
disproportionate surveillance practices [13]. Embedding governance principles into threat modeling ensures that while 
resilience is prioritized, fundamental rights are not compromised. 

Frameworks for AI governance have begun to emerge, focusing on principles such as fairness, accountability, and 
transparency. Yet, practical implementation remains inconsistent, especially in mission-critical domains like finance, 
energy, and healthcare [12]. Bridging the gap between governance theory and applied threat modeling requires cross-
disciplinary collaboration, where technologists, ethicists, and policymakers jointly shape defensive strategies. 

As illustrated in Figure 1, the evolution of threat modeling is incomplete without integrating ethical considerations 
alongside technical ones. Conventional models provide valuable foundations, but they fail to adequately address 
adversarial AI vulnerabilities or embed principles of governance. This disconnect creates a critical gap: while AI 
adoption accelerates in critical infrastructure, threat modeling lags behind in aligning with governance and ethics. 

3. Generative ai and adversarial attack simulations  

3.1. Overview of generative AI techniques in cybersecurity  

Generative artificial intelligence (AI) has emerged as a transformative class of models capable of synthesizing realistic 
outputs across images, text, code, and even synthetic data streams. Within cybersecurity, these tools present a dual-use 
landscape, enabling defenders to generate synthetic datasets for robust training while also equipping adversaries with 
mechanisms for deception and exploitation [12]. 

One of the most influential generative frameworks is the Generative Adversarial Network (GAN). GANs operate by 
pitting two neural networks generator and a discriminator against each other, producing increasingly realistic outputs 
[15]. In security contexts, GANs have been used defensively to create synthetic attack datasets for training intrusion 
detection systems. Conversely, attackers can leverage GANs to fabricate realistic phishing content, deepfakes, or 
adversarial examples that evade traditional defenses [11]. 

Large Language Models (LLMs) extend these risks by enabling text-based manipulations. Trained on massive corpora, 
LLMs can generate plausible instructions, malicious code snippets, or deceptive narratives. In cybersecurity, LLMs may 
be exploited to automate phishing, create misinformation campaigns, or generate scripts that mimic legitimate 
administrative tasks [16]. 



World Journal of Advanced Research and Reviews, 2022, 15(02), 873-890 

877 

A more recent innovation involves diffusion models, which iteratively transform noise into coherent outputs. While 
largely explored in creative industries, diffusion techniques can synthesize highly detailed artifacts, potentially useful 
for simulating complex system behaviors. For instance, they can model traffic flows within network environments, 
creating training data for anomaly detection [13]. 

Together, these generative models expand the attack and defense surface. They highlight why cybersecurity 
professionals must adopt updated threat modeling approaches that account for generative capabilities. As will be 
demonstrated in Table 1, the spectrum of adversarial attacks enabled by these models underscores their relevance to 
critical infrastructure protection. 

3.2. Simulation of adversarial attacks: data poisoning, model inversion, and evasion  

Generative AI plays a critical role in simulating adversarial attack scenarios, offering both defensive foresight and 
offensive potential. Among the most concerning techniques is data poisoning, where adversaries manipulate training 
datasets. By injecting maliciously crafted records, attackers influence model behavior, degrading accuracy or creating 
backdoors [17]. In critical infrastructure, poisoned energy consumption data could lead to faulty grid optimization, 
while corrupted financial datasets may distort fraud detection [12]. 

Another attack type is model inversion, in which adversaries exploit exposed outputs to reconstruct sensitive training 
data. Generative methods accelerate this process, enabling attackers to infer patient medical records or financial 
transaction histories from model responses [14]. For critical systems, this undermines both privacy and operational 
trust. 

Evasion attacks exploit weaknesses at inference time. Here, adversarial examples often generated using GANs or related 
models introduce perturbations that remain imperceptible to humans but fool classifiers. A self-driving system 
managing transport infrastructure might misinterpret road signs, or a hospital diagnostic tool could misclassify medical 
scans [11]. 

Generative AI amplifies the scale and realism of these attacks. Where traditional adversarial examples required 
extensive manual tuning, generative techniques automate the production of diverse, adaptive attacks that evolve 
alongside defenses [15]. 

Table 1 categorizes these attack types, detailing their mechanisms and impacts across infrastructure domains. It 
highlights the breadth of generative-enabled threats and the importance of embedding them into predictive threat 
modeling frameworks, ensuring that simulations reflect the sophistication of modern adversaries. 

3.3. Case relevance: energy, finance, and healthcare infrastructures  

The relevance of generative adversarial simulations becomes most apparent when examined through the lens of critical 
infrastructure sectors. 

In the energy sector, adversarial risks directly threaten national security. Power grids increasingly rely on AI to forecast 
demand and automate distribution. Poisoned data could trigger imbalances, leading to blackouts or surges that damage 
equipment [16]. GAN-based evasion attacks could also mislead anomaly detection systems tasked with monitoring for 
cyber intrusions. Given the cascading dependencies of modern energy networks, even localized disruptions can trigger 
widespread effects [13]. 

The financial sector faces parallel risks. AI-driven fraud detection systems can be deceived through adversarially 
generated transaction records. Attackers may use LLMs to simulate legitimate customer behavior, bypassing monitoring 
systems [11]. Model inversion attacks pose additional dangers, potentially exposing sensitive banking details or 
proprietary trading data. As financial enterprises increasingly adopt hybrid and distributed infrastructures, the 
integration of generative adversarial simulations into threat modeling becomes essential for resilience [15]. 

The healthcare sector presents both life-and-death stakes and high-value targets for adversaries. AI diagnostic systems 
trained on medical imaging can be deceived by adversarial perturbations, leading to misdiagnoses [12]. Moreover, 
patient records used in model training are vulnerable to extraction through inversion attacks. Generative AI further 
enables attackers to craft synthetic medical data indistinguishable from real samples, complicating detection. 



World Journal of Advanced Research and Reviews, 2022, 15(02), 873-890 

878 

Across these cases, adversarial simulations reveal vulnerabilities that cannot be fully appreciated using conventional 
cybersecurity models. As highlighted in Table 1, generative approaches illuminate systemic weaknesses and guide the 
design of defense strategies aligned with sector-specific risks. 

3.4. Limitations and risks of generative adversarial simulations  

While generative AI offers powerful tools for adversarial simulations, it also introduces significant limitations and risks. 
Foremost is the dual-use dilemma: the same techniques employed to strengthen defenses can be repurposed by 
malicious actors [14]. Open publication of generative attack methods may inadvertently lower the barrier for 
adversaries, enabling widespread exploitation. 

Another limitation concerns simulation fidelity. Generative models rely on training data and assumptions, which may 
not fully capture the complexity of real-world infrastructures. For instance, synthetic energy grid simulations may fail 
to account for rare but critical anomalies, leading to false confidence in resilience [11]. Similarly, generative evasion 
tests may overrepresent certain attack types while neglecting others [17]. 

The risk of normalizing surveillance practices also arises. As simulations become more detailed, they may require 
extensive monitoring data, potentially eroding privacy protections. Without ethical guardrails, generative adversarial 
simulations could justify invasive oversight that undermines civil liberties [13]. 

Resource intensity is another challenge. Training GANs or diffusion models requires computational power that may not 
be feasible for all organizations, particularly smaller operators of critical systems [16]. This disparity risks creating 
uneven resilience, where only well-resourced institutions can simulate and defend against advanced threats. 

Table 1 contextualizes these challenges by mapping limitations alongside potential impacts across infrastructure 
domains. While generative adversarial simulations represent a valuable tool for advancing threat modeling, their risks 
highlight the necessity of embedding ethical considerations and governance into their design and deployment. 

Table 1 Classification of adversarial attack types and their impact on critical infrastructure 

Attack 
Type 

Mechanism Example in 
Energy 

Example in Finance Example in 
Healthcare 

Impact 
Severity 

Data 
Poisoning 

Corrupt training data 
to alter model outputs 

Manipulated 
demand forecasts 

Altered fraud 
detection baselines 

Skewed 
diagnostic 
training sets 

High 

Model 
Inversion 

Extract sensitive 
training data from 
outputs 

Infers operational 
grid parameters 

Recovers 
proprietary trading 
information 

Extracts patient 
medical records 

High 

Evasion 
Attacks 

Input perturbations 
fool classifiers 

Misleads intrusion 
detection 

Generates synthetic 
fraudulent 
transactions 

Misclassifies 
medical images 

Medium–
High 

4. Ethical integration in threat modelling  

4.1. Why ethics matter in adversarial simulations  

Ethics play a crucial role in shaping the use of adversarial simulations for critical infrastructure protection. While 
generative AI enhances the ability to simulate attacks and test resilience, the absence of ethical considerations risks 
creating unintended harms. Adversarial simulations are not purely technical exercises; they intersect with human 
rights, trust, and the broader legitimacy of AI governance frameworks [20]. 

One reason ethics matter is the dual-use nature of adversarial simulations. The same generative models that allow 
defenders to anticipate attacks can also equip malicious actors with advanced techniques. Publishing methods for data 
poisoning or adversarial evasion without ethical boundaries can lower the barrier for exploitation [17]. Thus, balancing 
transparency with responsible disclosure becomes a fundamental ethical challenge. 



World Journal of Advanced Research and Reviews, 2022, 15(02), 873-890 

879 

Another ethical issue concerns bias and fairness. If adversarial simulations rely on datasets that are incomplete or 
skewed, their outcomes may reinforce systemic inequities. For example, if a financial resilience model uses biased 
customer transaction data, simulated defenses may favor certain demographics while leaving others vulnerable [21]. 
This raises serious governance concerns, as flawed simulations could inadvertently worsen inequalities. 

Privacy is also at stake. Detailed adversarial simulations often require large-scale data monitoring to capture realistic 
conditions. Without strong safeguards, this process could erode privacy protections, enabling surveillance practices 
under the guise of resilience testing [18]. This risk is especially pronounced in healthcare, where adversarial simulations 
must reconcile diagnostic security with patient confidentiality. 

Finally, ethics matter because of trust and accountability. Citizens and organizations are more likely to support the 
integration of AI in critical infrastructure if they believe defensive strategies are guided by ethical principles. Figure 2 
later in this section visualizes how ethical governance overlays the technical layers of adversarial threat modeling, 
ensuring trustworthiness. Ethical integration therefore acts as both a safeguard and an enabler of public legitimacy, 
making it central to the adoption of adversarial simulations in sensitive domains. 

4.2. Frameworks for embedding fairness, accountability, transparency, and safety  

To ensure adversarial threat modeling aligns with ethical principles, frameworks must embed fairness, accountability, 
transparency, and safety (FATS) into every stage of design and implementation. These principles are not abstract ideals 
but operational requirements that shape how simulations are conducted and interpreted [19]. 

Fairness requires that simulations avoid reinforcing discriminatory practices. In practice, this involves ensuring 
representative datasets, rigorous bias audits, and inclusive design processes. For example, when simulating financial 
fraud, models must reflect diverse user behaviors across socioeconomic groups, preventing defenses that 
disproportionately benefit one subset of customers [22]. Fairness also implies equitable access to resilience-building 
tools across different organizations, preventing resource disparities from deepening systemic vulnerabilities. 

Accountability emphasizes assigning responsibility for both the design and consequences of adversarial simulations. 
Governance structures must identify who is accountable when simulated results are misused or misinterpreted. For 
instance, if a simulation informs a flawed national security policy, accountability must extend beyond technical teams 
to decision-makers [16]. Embedding accountability ensures that ethical responsibility is distributed appropriately 
across institutional levels. 

Transparency involves making the processes and assumptions behind adversarial simulations visible. This does not 
mean disclosing every technical detail to the public but rather ensuring traceability for auditors, regulators, and 
stakeholders. Transparency mechanisms might include audit trails, model documentation, and explainable reporting of 
adversarial scenarios [18]. Without transparency, simulations risk becoming black boxes that cannot be scrutinized for 
fairness or accuracy. 

Safety demands that simulations themselves do not create disproportionate risks. For example, large-scale adversarial 
simulations involving energy grid models must include safeguards to prevent accidental disruptions to live systems 
[20]. Safety also encompasses limiting the dissemination of offensive techniques to prevent adversarial leakage. 

Figure 2 illustrates how these FATS principles overlay existing threat modeling structures. By embedding fairness, 
accountability, transparency, and safety, ethical frameworks ensure that adversarial simulations strengthen resilience 
without eroding trust or introducing new risks. 

4.3. Case illustration: balancing national security with privacy in threat modeling  

The tension between national security and privacy provides a vivid case study for ethics-integrated threat modeling. 
National security imperatives often demand robust simulations of potential adversarial attacks against critical 
infrastructure, including energy grids, financial markets, and healthcare systems [16]. These simulations may involve 
large-scale data collection, behavioral profiling, and cross-sector analysis, which can conflict with privacy protections 
for individuals and organizations. 

For instance, in the energy sector, adversarial simulations may require detailed usage data from millions of households 
to model grid resilience under data poisoning attacks. Without anonymization, this could expose sensitive information 
about individual consumption patterns [19]. Similarly, in the financial sector, monitoring transactional data to simulate 
fraud resilience risks violating confidentiality agreements and customer trust. 
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Balancing these concerns requires ethical governance mechanisms. Privacy-preserving techniques such as differential 
privacy and federated learning can mitigate risks, allowing simulations to run without directly exposing personal data 
[21]. Moreover, oversight structures must ensure that surveillance justified under national security does not become 
normalized or extended beyond legitimate defensive needs [17]. 

Table 1 earlier highlighted technical differences between conventional and AI-focused threat models. When overlaid 
with privacy considerations, the table underscores why governance is critical: models that disregard ethical boundaries 
may protect infrastructure while undermining democratic accountability. 

This balance demonstrates the value of ethics-integrated frameworks, which safeguard both resilience and fundamental 
rights, ensuring that adversarial threat modeling strengthens national security without compromising civil liberties. 

4.4. Cross-disciplinary integration of ethics, law, and governance  

Ethics-integrated threat modeling cannot succeed in isolation; it requires cross-disciplinary collaboration between 
technologists, ethicists, lawyers, and policymakers. Each discipline contributes a necessary perspective, and only their 
integration can ensure comprehensive governance of adversarial simulations [22]. 

From a technical standpoint, cybersecurity professionals and AI engineers provide insights into how generative 
adversarial attacks operate and how simulations can model realistic scenarios. However, their work must be 
complemented by ethicists who evaluate the broader implications of fairness, accountability, and proportionality [18]. 

 

Figure 2 Ethical governance overlay on adversarial threat modelling 

Lawyers and policymakers contribute by aligning threat modeling practices with regulatory frameworks and legal 
standards. For example, adversarial simulations in healthcare must comply with data protection rules, while those in 
finance must align with oversight regimes governing transparency and accountability [20]. 

Governance bodies, including regulators and oversight boards, play a coordinating role, ensuring that cross-disciplinary 
insights translate into enforceable practices. They also provide the institutional mechanisms for auditing, compliance 
verification, and public reporting [17]. 
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Figure 2 visualizes this integration, overlaying ethical governance onto adversarial threat modeling as a layered 
construct. It highlights how ethics, law, and technical disciplines converge to create an ecosystem of responsible 
resilience. Without such integration, threat modeling risks becoming either technically robust but ethically hollow, or 
ethically rich but operationally weak. 

By institutionalizing cross-disciplinary collaboration, societies can ensure that generative adversarial simulations not 
only identify vulnerabilities but also uphold the values necessary for legitimate and sustainable AI governance in critical 
infrastructure. 

5. Defensive architectures and governance strategies  

5.1. Multi-layered defenses for AI-driven infrastructure  

Defensive strategies for AI-driven critical infrastructure must adopt a multi-layered approach, ensuring that 
vulnerabilities across data, models, and system operations are addressed in an integrated manner. Unlike traditional 
perimeter defenses, layered architectures recognize that adversarial attacks can originate at multiple points during data 
collection, model training, inference, or deployment [22]. 

At the data layer, defenses emphasize integrity and provenance. Techniques such as robust data validation pipelines, 
anomaly detection on incoming training records, and the use of synthetic data for stress testing help reduce risks of 
poisoning attacks [23]. By diversifying and auditing data sources, organizations can mitigate the possibility that 
compromised datasets will bias outputs or create backdoors. 

At the model layer, adversarial training is a critical safeguard. By exposing AI models to adversarial examples during 
training, systems become more robust to real-world manipulations [25]. Additionally, methods like defensive 
distillation and certified robustness testing provide formal guarantees against specific classes of adversarial 
perturbations. 

At the system layer, continuous monitoring and runtime protections serve as the final defense. Runtime anomaly 
detection can identify suspicious inputs, while access controls enforce granular permissions on who can interact with 
critical AI models [21]. Layered defenses also integrate resilience features such as failover mechanisms and safe 
defaults, ensuring systems degrade gracefully under attack. 

Table 2, presented later in this section, maps how multi-layered defenses align with adversarial risks such as data 
poisoning, model inversion, and evasion. It illustrates that while no single layer guarantees security, combined 
safeguards create redundancy, increasing resilience across infrastructures. This layered architecture provides a 
foundation upon which governance and accountability structures can operate effectively. 

5.2. Governance mechanisms: oversight boards, auditing, accountability structures  

Technical defenses alone are insufficient without robust governance mechanisms. Oversight structures ensure that 
adversarial simulations and multi-layered defenses are implemented responsibly, balancing resilience with ethical and 
societal expectations [26]. 

Oversight boards provide institutional authority to guide the design and evaluation of AI-driven security measures. 
Composed of technical experts, ethicists, legal scholars, and sector stakeholders, these boards evaluate whether 
adversarial simulations and defenses align with national priorities and ethical principles [21]. Their recommendations 
can help organizations calibrate the trade-offs between transparency, security, and accountability. 

Auditing mechanisms are equally critical. Independent audits of AI systems and adversarial models create transparency 
and trust. Auditors can evaluate whether training data is free from systematic bias, whether adversarial resilience tests 
were comprehensive, and whether privacy protections were maintained during simulations [24]. Audit trails and 
logging systems form the technical backbone of such processes, ensuring that AI-driven systems are not black boxes but 
can be scrutinized by external parties. 

Accountability structures operationalize governance by assigning responsibility for both technical and ethical 
outcomes. For instance, if a national grid simulation inadvertently weakens privacy protections, accountability 
mechanisms ensure that decisions can be traced back to specific stakeholders [27]. Clear responsibility lines prevent 
organizations from attributing failures solely to “algorithmic error,” fostering a culture of ownership. 
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Figure 2 earlier depicted how ethical overlays integrate with threat modeling. Table 2 builds on this, mapping 
governance mechanisms to specific adversarial risks. By linking governance with risk categories, the table demonstrates 
that oversight is not generic but targeted, ensuring that mechanisms align with the unique challenges posed by AI-driven 
adversarial attacks. 

5.3. Role of public–private partnerships in resilient governance  

The complexity of adversarial threats to AI-driven infrastructures necessitates public–private partnerships (PPPs). 
Critical infrastructure sectors such as energy, finance, and healthcare are often operated by private entities but 
regulated in the public interest. Effective resilience therefore requires collaborative governance structures that bridge 
these divides [23]. 

Governments play a crucial role in establishing legal and regulatory frameworks. By mandating minimum standards for 
adversarial testing, resilience reporting, and data privacy, they create baseline expectations for operators. Yet, 
enforcement alone is insufficient without cooperation from private firms that design, maintain, and innovate AI-driven 
systems [21]. 

Private enterprises contribute operational expertise and technological capabilities. Their involvement in adversarial 
simulations ensures that models reflect real-world architectures and vulnerabilities. Industry-driven innovation also 
ensures that defense strategies evolve at the pace of emerging threats, as seen in the rapid adoption of adversarial 
training methods across sectors [25]. 

Collaborative information sharing is another critical dimension. PPPs enable real-time exchange of threat intelligence, 
adversarial simulation outcomes, and best practices. Such cooperation reduces duplication of effort and allows small 
and medium-sized operators to benefit from the resources of larger entities [26]. 

Trust-building remains a central challenge. Companies may hesitate to share sensitive information about 
vulnerabilities, while governments may fear exposing national security weaknesses. Structured PPPs, with legal 
safeguards for confidentiality and liability protections, can address these concerns [22]. 

Table 2 highlights how PPPs map onto adversarial risks, showing, for example, that model inversion risks require 
industry collaboration to protect proprietary data, while data poisoning risks require joint monitoring frameworks 
across public and private domains. Through coordinated partnerships, resilience becomes a shared responsibility 
rather than a fragmented effort. 

Table 2 Mapping of governance mechanisms to specific AI-driven adversarial risks 

Adversarial 
Risk 

Governance 
Mechanism 

Public Role Private Role Impact Mitigation 

Data Poisoning Oversight + 
Auditing 

Regulatory baseline for 
data integrity 

Implement robust 
validation pipelines 

Ensures reliable 
training data 

Model 
Inversion 

Accountability 
structures 

Legal standards for 
privacy compliance 

Limit query exposure, 
anonymize outputs 

Protects sensitive 
information 

Evasion 
Attacks 

Oversight boards + 
PPPs 

Share intelligence on 
threat techniques 

Adopt adversarial training 
+ anomaly detection 

Improves real-time 
defenses 

6. Case studies of ethical ai threat modelling  

6.1. Financial systems: fraud detection and adversarial simulations  

Financial systems are highly dependent on machine learning models for detecting fraudulent transactions, monitoring 
market behavior, and managing risk. These systems process billions of records daily, and adversarial attacks can exploit 
their reliance on statistical thresholds. Adversarial simulations have demonstrated how generative techniques can 
replicate legitimate-looking fraudulent behavior, allowing malicious actors to evade detection [27]. 

For example, GAN-generated transaction streams can be trained to mimic customer spending patterns while subtly 
inserting fraudulent behavior. Such adversarial inputs are nearly indistinguishable from genuine activity, reducing the 
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effectiveness of traditional anomaly detection tools [29]. Similarly, model inversion risks have been highlighted in 
financial contexts where attackers reconstruct sensitive transaction histories from model responses. These risks not 
only undermine privacy but also expose institutions to reputational damage. 

Financial enterprises have responded by deploying multi-layered adversarial simulations, where generative models are 
used defensively to anticipate evolving fraud strategies. By stress-testing fraud detection models with synthetic 
adversarial data, institutions can identify weaknesses before adversaries exploit them [30]. For instance, adaptive 
simulations allow regulators to evaluate how fraud models respond to shifts in customer behavior during crises, such 
as sudden spikes in digital payments. 

Figure 3 later in this section illustrates how adversarial threat modeling applies across financial, energy, and healthcare 
systems. In the financial case, the flow diagram shows adversarial data entering fraud models, defensive stress-testing, 
and governance oversight feeding into accountability mechanisms. 

Despite progress, challenges remain. Many smaller institutions lack the computational resources to run large-scale 
adversarial simulations, leading to uneven resilience across the sector [26]. Additionally, ethical governance must 
ensure that synthetic adversarial simulations do not inadvertently expose real customer data during testing. These 
concerns underscore the importance of balancing technical innovation with governance frameworks, as discussed in 
Table 2 earlier. 

6.2. Energy grids: resilience under AI-enabled cyber-physical attacks  

The energy sector represents one of the most critical domains for adversarial resilience, as AI systems now play central 
roles in grid optimization, load balancing, and predictive maintenance. Generative adversarial simulations have 
revealed how cyber-physical attacks could destabilize grid operations by corrupting data flows or deceiving anomaly 
detection systems [31]. 

One scenario involves data poisoning, where adversaries inject manipulated demand forecasts into grid optimization 
models. Poisoned inputs may cause overloading of certain substations, creating cascading failures across regional 
networks. Generative models make such poisoning attacks more sophisticated by producing inputs that appear 
statistically consistent with genuine consumption data [28]. 

Another vulnerability lies in evasion attacks, where adversarial perturbed sensor readings mislead intrusion detection 
systems. For example, false frequency readings could delay responses to instabilities, leaving systems vulnerable to 
blackouts. GAN-based techniques amplify these risks by generating realistic yet malicious sensor data streams that 
evade detection [27]. 

To counter these threats, energy providers are incorporating adversarial simulations into resilience planning. By 
modeling synthetic attack scenarios, operators can test automated responses, validate backup systems, and ensure 
continuity plans address AI-driven threats. For instance, simulations of poisoned demand data have been used to 
evaluate whether automated safeguards can isolate compromised nodes before disruptions spread [32]. 

Figure 3 demonstrates this process in the energy case: data poisoning flows into predictive maintenance models, 
adversarial detection modules stress-test resilience, and oversight boards evaluate simulation outcomes. 

Despite these advancements, limitations remain. Computationally intensive simulations may exclude smaller regional 
utilities from full participation, creating uneven resilience across networks [26]. Furthermore, ethical considerations 
arise regarding privacy, as adversarial simulations often require granular household usage data. Without safeguards, 
such simulations could unintentionally expose personal consumption patterns, echoing the governance challenges 
identified in Figure 2. 

6.3. Healthcare systems: protecting medical AI against data manipulation  

The healthcare sector highlights the dual promise and peril of adversarial simulations. AI systems are increasingly used 
for diagnostic imaging, patient risk assessment, and treatment optimization. However, these models are highly 
vulnerable to adversarial manipulations, where imperceptible perturbations can yield dangerous misclassifications 
[29]. 

For example, adversarial perturbed chest X-rays have been shown to mislead diagnostic classifiers into producing false 
negatives for conditions like pneumonia. Generative adversarial networks expand the scale of these risks by producing 
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highly realistic medical images that evade detection by both human experts and AI systems [31]. Similarly, model 
inversion attacks threaten patient privacy by reconstructing sensitive medical records from deployed models [30]. 

Healthcare organizations have begun to incorporate generative adversarial simulations into their risk management 
practices. By stress-testing diagnostic models with adversarial manipulated images, they identify vulnerabilities and 
refine defensive strategies such as adversarial training and runtime anomaly detection [28]. In one case, hospitals 
simulated GAN-generated adversarial scans to evaluate whether layered defenses could distinguish between authentic 
and manipulated inputs. 

Figure 3 visualizes this application: adversarial medical data is injected into diagnostic systems, anomaly detection tools 
assess resilience, and auditing mechanisms ensure accountability. The diagram illustrates how governance overlays 
previously shown in Figure 2 apply directly to healthcare contexts. 

Challenges persist, particularly regarding ethical governance. The use of synthetic adversarial medical data raises 
questions about patient confidentiality and informed consent, even when data is anonymized [27]. Additionally, 
resource disparities mean that only well-funded healthcare systems can deploy large-scale adversarial simulations, 
leaving smaller clinics potentially exposed. 

As Table 2 previously indicated, governance mechanisms such as oversight boards and accountability structures are 
essential in ensuring that adversarial simulations strengthen resilience without undermining privacy or equity. The 
healthcare case thus demonstrates the critical need for ethics-integrated frameworks when deploying generative 
adversarial simulations in sensitive domains. 

 

Figure 3 Flow diagram of generative AI-driven threat modeling applied to three critical infrastructure sectors 

7. Challenges, barriers, and global implications  

7.1. Technical limitations of current threat models  

Despite advances in adversarial simulations and governance overlays, technical limitations constrain the effectiveness 
of current threat modeling practices. One key challenge is the incomplete fidelity of simulations. Generative models, 
while powerful, rely on training data that may not fully capture the heterogeneity of real-world infrastructures. As a 
result, simulations risk producing overly optimistic assessments of resilience [32]. 

Another limitation involves the scalability of defenses. Adversarial training and runtime anomaly detection, though 
effective in controlled environments, can be computationally intensive and prohibitively costly for smaller institutions 
[34]. This uneven accessibility leads to resilience gaps across sectors, with resource-rich entities able to deploy 
advanced defenses while smaller operators remain vulnerable. 
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A third limitation is the lack of integration between layers of defense. Multi-layered architectures often exist as siloed 
implementations, with data validation, adversarial training, and runtime monitoring operating independently rather 
than in a coordinated manner [31]. Without integration, defenses may fail to share critical threat intelligence, allowing 
adversaries to exploit blind spots across layers. 

Finally, technical frameworks rarely address human factors. Threat modeling often assumes rational, consistent 
behavior from defenders, yet real-world operators may bypass safeguards due to fatigue, cost pressures, or 
organizational inertia [35]. These human dimensions highlight why technical innovation must be coupled with 
governance mechanisms that enforce accountability. 

7.2. Ethical tensions: security vs. privacy, autonomy vs. oversight  

Beyond technical concerns, ethical tensions complicate the deployment of adversarial threat modeling. A central tension 
lies between security and privacy. Adversarial simulations often require large datasets containing sensitive information, 
such as financial transactions or healthcare records. While such data strengthens simulation fidelity, it also raises risks 
of surveillance and unauthorized disclosure [33]. Striking the balance between robust security testing and protecting 
individual privacy remains unresolved in many sectors. 

Another ethical tension involves autonomy versus oversight. On one hand, organizations deploying AI systems argue 
for operational autonomy in designing defenses. On the other, regulators and oversight boards demand accountability 
and transparency in how adversarial simulations are conducted [36]. Excessive oversight may stifle innovation, while 
unchecked autonomy risks eroding public trust. 

These tensions are further amplified by the dual-use nature of generative AI. Defensive simulations can inadvertently 
provide blueprints for offensive use if governance controls are weak [31]. Publishing detailed adversarial techniques 
may foster transparency but also equip adversaries with sophisticated attack tools. 

Figure 4 illustrates how different regions prioritize these ethical trade-offs, with some emphasizing national security 
over privacy and others placing stronger emphasis on individual rights. Table 3 reinforces this by comparing regional 
regulatory responses, showing that no unified framework currently resolves these tensions comprehensively. 

The persistence of these ethical dilemmas underscores the need for embedding fairness, accountability, transparency, 
and safety (FATS principles, as discussed in Section 4) into threat modeling. Without this, adversarial simulations risk 
strengthening defenses at the expense of societal legitimacy [37]. 

7.3. Global governance gaps and regulatory fragmentation  

At the global level, governance efforts remain fragmented, leaving gaps in the regulation of AI threat modeling. Some 
regions have introduced targeted AI policies emphasizing risk assessments and algorithmic accountability, while others 
continue to rely on voluntary industry standards [32]. This uneven landscape creates opportunities for adversaries to 
exploit weaker jurisdictions, undermining collective resilience. 

Table 3 Comparative summary of global regulatory approaches to AI threat modeling 

Region Regulatory Focus Strengths Weaknesses 

North 
America 

Risk management + voluntary 
standards 

Strong industry innovation Fragmented oversight, limited 
mandates 

Europe Privacy + accountability (e.g., 
GDPR) 

Comprehensive privacy 
protections 

Slower adaptation to emerging AI 
risks 

Asia-Pacific National security + rapid 
deployment 

Strong state-led coordination Limited emphasis on privacy and 
ethics 

Africa Emerging AI governance 
initiatives 

Flexible, adaptable 
frameworks 

Resource constraints, 
inconsistent adoption 

A further challenge is regulatory divergence. For example, data protection frameworks vary significantly across regions, 
with some prioritizing privacy while others allow broad state surveillance in the name of security [34]. Similarly, 
standards for adversarial resilience testing differ, resulting in inconsistent application across critical sectors. 
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Table 3 summarizes these regional differences, while Figure 4 visualizes the distribution of governance gaps globally. 
Together, they demonstrate that while progress is being made, regulatory fragmentation hampers coordinated 
responses to adversarial AI risks. 

Closing these gaps requires international collaboration on standards, similar to what has been achieved in areas like 
aviation safety or nuclear governance [35]. Until such efforts mature, critical infrastructure systems remain exposed to 
uneven protections, highlighting the urgency of a harmonized global approach to AI threat modeling governance [36]. 

 

Figure 4 Map of governance and regulatory challenges across key regions 

8. Future directions and research agenda  

8.1. Advances in AI for ethical threat simulation  

Recent advances in AI are reshaping the design of ethical threat simulations by introducing mechanisms that address 
both technical robustness and governance concerns. Generative models are now being adapted to incorporate privacy-
preserving techniques, such as differential privacy and federated learning, which allow adversarial simulations to be 
conducted without directly exposing sensitive data [36]. This is particularly relevant in sectors like healthcare, where 
synthetic data generation enables resilience testing while safeguarding patient confidentiality. 

Another advancement lies in explainable AI (XAI). By embedding interpretability into adversarial simulations, 
stakeholders gain visibility into how and why defensive systems respond to simulated attacks. This transparency 
strengthens both technical robustness and ethical accountability, reducing the black-box nature of many adversarial 
models [40]. 

In addition, adaptive adversarial training methods now allow AI-driven infrastructures to evolve alongside emerging 
threats. These techniques expose models to a wide spectrum of simulated adversarial inputs, enhancing resilience 
against previously unseen attack strategies [35]. When combined with ethical oversight boards, such simulations ensure 
that advances are not limited to technical gains but are also aligned with societal values. 

As seen in Table 3, however, these innovations must be contextualized within fragmented regulatory regimes, 
highlighting the need for global alignment. 

8.2. Towards harmonized global governance standards  

Addressing the governance gaps highlighted in Figure 4 requires movement toward harmonized global standards for 
AI threat modeling. Current fragmentation across regions where Europe emphasizes privacy, Asia-Pacific prioritizes 
national security, and North America leans on voluntary standards creates vulnerabilities that adversaries can exploit 
[39]. 

International cooperation has precedent in other high-stakes domains such as aviation safety and nuclear regulation. 
Applying similar frameworks to AI threat modeling could establish baseline principles of fairness, accountability, 
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transparency, and safety (FATS) across all jurisdictions [41]. For example, a unified global charter could mandate 
minimum requirements for adversarial simulations, ethical auditing, and privacy-preserving data practices, ensuring 
consistent protection across borders. 

Efforts are already underway through multilateral bodies and international standards organizations, but adoption 
remains uneven [37]. One pathway involves creating interoperable certification systems, allowing AI-driven 
infrastructures tested in one jurisdiction to be recognized globally. This reduces compliance burdens while raising the 
bar for resilience. 

As Table 3 demonstrated, regional strengths can be leveraged in a harmonized framework Europe’s privacy safeguards, 
Asia-Pacific’s rapid deployment, and North America’s innovation ecosystems if coordinated effectively. Without such 
harmonization, adversarial simulations risk remaining siloed, leaving global infrastructures exposed to cross-border 
vulnerabilities [42]. 

8.3. Interdisciplinary research and capacity building  

Finally, advancing ethical adversarial threat modeling requires sustained investment in interdisciplinary research and 
capacity building. Cybersecurity challenges at the AI frontier cannot be solved solely by technical experts; they demand 
integration of ethics, law, social science, and policy research [35]. Universities and research consortia have begun 
exploring these intersections, but deeper collaboration is needed to produce holistic frameworks. 

Capacity building is equally vital. Many critical infrastructure operators, especially in resource-constrained regions, lack 
the expertise and tools to implement generative adversarial simulations. Targeted initiatives such as training programs, 
open-source toolkits, and collaborative knowledge platforms can democratize access, reducing the resilience gap 
between large and small operators [38]. 

Cross-sector partnerships further strengthen capacity by pooling expertise from public agencies, private firms, and 
academia. For instance, collaborative simulation labs could test AI-driven defenses across finance, healthcare, and 
energy sectors simultaneously, sharing findings across industries [40]. Such platforms would institutionalize the kind 
of cross-disciplinary integration emphasized in Section 4 and illustrated in Figure 2. 

As highlighted in Figure 4, governance fragmentation complicates knowledge transfer. Interdisciplinary research and 
training initiatives can bridge these divides, preparing future practitioners to manage adversarial risks within both 
technical and ethical boundaries [41].  

9. Conclusion 

Summary of findings 

This article has examined the intersection of generative artificial intelligence, adversarial threat modeling, and ethics 
within the context of critical infrastructure systems. The discussion began by situating AI adoption in sensitive sectors 
such as finance, energy, and healthcare, highlighting both its transformative potential and its vulnerabilities. Generative 
adversarial simulations emerged as a powerful mechanism for anticipating attacks, revealing risks like data poisoning, 
model inversion, and evasion that traditional frameworks often overlook. 

A historical review traced the evolution of threat modeling from static, perimeter-based approaches to more dynamic 
frameworks suited to AI-driven environments. Yet, limitations persist: simulations sometimes lack fidelity, defenses 
remain fragmented, and human factors are frequently overlooked. Case studies demonstrated how adversarial 
simulations operate in practice. In financial systems, they expose weaknesses in fraud detection; in energy grids, they 
reveal pathways for cyber-physical disruption; and in healthcare, they show how diagnostic models can be misled or 
exploited. 

Beyond technical risks, the article highlighted ethical tensions. Balancing security with privacy and autonomy with 
oversight remains unresolved across sectors. Governance fragmentation further complicates responses, as different 
regions emphasize varying priorities, from privacy-heavy regulations to national security–driven frameworks. These 
disparities allow adversaries to exploit gaps, leaving global infrastructures unevenly protected. 

The integration of ethics into adversarial threat modeling was identified as both necessary and achievable. By 
embedding fairness, accountability, transparency, and safety principles into technical simulations, trust can be 
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strengthened while resilience is maintained. Figures and tables throughout the discussion illustrated how ethical 
overlays and governance mechanisms reinforce the technical foundation of threat modeling, showing that neither 
dimension is sufficient on its own. 

In sum, the findings underscore that adversarial simulations offer unmatched insight into vulnerabilities but must be 
guided by ethics, governance, and cross-sector collaboration to ensure they enhance, rather than undermine, public 
trust and resilience. 

Policy, industry, and research recommendations 

Moving forward, several pathways are essential. For policymakers, the most urgent priority is developing harmonized 
global standards for AI threat modeling. Regional differences must give way to interoperable frameworks that balance 
privacy, security, and innovation. International coordination, perhaps modeled on aviation or nuclear safety standards, 
would reduce fragmentation while allowing jurisdictions to build on their strengths. Oversight boards and auditing 
mechanisms should also be institutionalized at national and sectoral levels to ensure simulations are both effective and 
ethical. 

For industry, investment in multi-layered defenses and ethical adversarial simulations must become standard practice. 
Large enterprises should not only strengthen their own resilience but also contribute to shared platforms that smaller 
operators can access. Public–private partnerships are critical here, enabling the pooling of resources, intelligence 
sharing, and collaborative testing across sectors. Industry leaders should also adopt transparent communication 
strategies to build public trust in how adversarial simulations are used. 

For researchers, the priority is advancing interdisciplinary studies that bridge technical, ethical, legal, and social 
domains. Simulation fidelity must be improved, new defensive methods developed, and privacy-preserving techniques 
refined. Equally important is building capacity through open-source tools, training programs, and cross-sector 
laboratories to democratize resilience. 

Together, these recommendations chart a pathway where generative adversarial simulations evolve into not just 
technical instruments but governance tools, embedding ethics at the core of critical infrastructure protection.  
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