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Abstract

The widespread use of web applications for handling sensitive personal information makes them a primary target for
cyberattacks. SQL Injection and Data Inference attacks, in particular, represent critical vulnerabilities that exploit an
application's database layer. This paper proposes a multi-layered security framework to mitigate these threats through
advanced optimization and encryption techniques. We introduce a query tree mechanism for real-time attack detection,
designed to analyze the structure of user queries and identify malicious patterns. To further enhance security, we
propose the implementation of Fully Homomorphic Encryption (FHE), an advanced cryptographic method that allows
for computations on encrypted data. This dual approach of proactive detection and robust encryption aims to create a
resilient defense, significantly improving the security posture of web applications against sophisticated data-level
attacks.
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1. Introduction

In today’s digital era, web applications have become indispensable across a wide range of organizations and industries,
including business, commerce, education, and healthcare. Their ability to provide reliable, efficient, and scalable
solutions for online communication and data management has led to their widespread adoption. However, much like
other rapidly evolving technologies, web applications and their underlying databases have attracted significant
attention, not only from developers and legitimate users but also from malicious actors seeking to exploit system
vulnerabilities for personal gain. The security of databases remains a pressing and ever-evolving concern, especially
given the increasing frequency of reported breaches and cyber incidents. One of the most prevalent threats is SQL
injection attacks (SQLIAs). In these attacks, adversaries manipulate database queries by injecting malicious SQL code
into input fields, often at points where the application interacts directly with the database layer. Such attacks can result
in unauthorized access, data leakage, or even complete compromise of sensitive information.

Typically, SQL injection attempts are characterized by the presence of suspicious SQL tokens and patterns within user
inputs, which can be flagged as potential threats. In contrast, legitimate web requests generally contain expected data
formats and structures generated by the application itself. Attackers often leverage publicly available resources and
detailed online guides, making it easier for even non-experts to orchestrate a variety of web-based attacks, with SQL
injection being among the most common and damaging.

To combat these threats, a range of traditional detection and prevention techniques have been developed. Many
standard SQL injection attempts can be identified and mitigated using established procedures and security best
practices. Furthermore, modern organizations increasingly rely on robust Database Management Systems (DBMS) to
safeguard their data, especially in cloud storage environments. These systems are equipped with advanced access
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control mechanisms, ensuring that only authorized users can access or manipulate sensitive information, thereby
reducing the risk of unauthorized data breaches. Despite these advancements, the landscape of web application security
continues to evolve. Ongoing vigilance, regular updates to security protocols, and the adoption of emerging technologies
are essential to stay ahead of increasingly sophisticated cyber threats. By fostering a culture of security awareness and
leveraging the latest tools and methodologies, organizations can better protect their digital assets and maintain the trust
of their users.

2. Literature Review

The detection of SQL injection attacks presents a significant challenge in the field of cloud database security, primarily
due to the extreme heterogeneity of the attack vectors employed by adversaries. To address this, novel methodologies
are being developed that move beyond traditional signature-based detection. One such advanced approach involves
representing SQL queries as a graph of tokens, where centrality measures are calculated and then used to train a Support
Vector Machine (SVM) classifier. While our research primarily focuses on web applications built with PHP and MySQL,
this graph-based methodology is inherently platform-agnostic and can be readily adapted to other technology stacks.A
complementary technique, proposed by researchers such as Paul R. McWhirter et al., utilizes a Gap-Weighted String
Subsequence Kernel. This method is designed to recognize shared character subsequences between different query
strings, yielding a powerful similarity metric. An SVM algorithm is subsequently trained on this similarity measure,
enabling it to accurately classify unknown queries by comparing them to a baseline of known legitimate and malicious
queries.

A key advantage of these approaches is their ability to derive all necessary information directly from the query strings
themselves, eliminating the need for additional data from the source application. This self-contained analysis simplifies
deployment and reduces dependencies. Given that a successful SQL injection attack poses a grave threat to the integrity
of the database, the web application, and the entire server infrastructure, the development of such sophisticated
detection mechanisms is paramount. These attacks remain one of the most common and effective methods for
manipulating data flow and exfiltrating or corrupting sensitive database content.

2.1. Problem Statement of Current Strategies

Despite ongoing efforts to secure web applications, SQL injection and data inference (DI) attacks continue to pose
significant threats, particularly when attackers successfully exploit vulnerabilities within the web server’s database.
While numerous defensive mechanisms have been introduced in the literature to protect websites, these solutions often
struggle to keep pace with the evolving landscape of attack techniques. In many cases, new SQL injection attacks are not
entirely novel but are instead creative variations of previously known attack vectors. This constant evolution makes it
challenging for traditional defenses to remain effective. Current filtering models typically focus on sanitizing user inputs
by removing special characters, operators, and brackets from SQL queries. The end goal is to standardize queries into a
plain text format, which can then be analyzed using document similarity measures to detect anomalies. While this
approach can catch many common attack patterns, it is not foolproof. Attackers often find ways to bypass these filters
by exploiting overlooked query structures or encoding techniques.

In addition to filtering, various encryption methods such as AES, DES, RSA, and ECC have been implemented to safeguard
sensitive data. However, these encryption strategies are not always integrated with robust authentication mechanisms.
As a result, attackers may still gain unauthorized access to confidential information if proper user identity verification
is not enforced. Without strong security parameters and comprehensive identity checks, these vulnerabilities can be
exploited, allowing malicious actors to inject harmful SQL queries and compromise the integrity of the database.

In summary, the current strategies, while helpful, have notable limitations in detecting and preventing sophisticated
SQL injection attacks. There is a pressing need for more adaptive, intelligent, and integrated security solutions that can
effectively address the dynamic nature of modern web threats.

3. Methodology

Over decades of evolution, databases have become highly robust and sophisticated structures. However, like all
developing technologies, their increased complexity has also made them a prime target for new and creative attacks.
This research introduces an innovative, multi-layered security mechanism designed to protect databases in distributed
cloud environments, with a particular focus on countering SQL injection and Data Inference (DI) attacks. Our framework
guarantees the secure execution of all requested queries, preventing unauthorized database access. The system
operates through several integrated components:
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o Initial Defense and Deception: The web server security model employs a technique to generate dummy SQL
queries, which act as a decoy to confuse and mislead potential attackers.

o Intelligent Filtering: After initial processing, a proxy filtering method is used to remove extraneous server
information from web data, securing the web server database. This filter is designed to recognize and neutralize
queries containing suspicious forms, such as unusual special characters or malformed IDs.

e Advanced Attack Detection: A query tree mechanism is used for the final detection phase. This allows an
administrator to analyze the structure of a query and trace it back to the user, identifying malicious intent based
on the query's composition.

e State-of-the-Art Encryption: To provide the highest level of security, we utilize a Fully Homomorphic
Encryption (FHE) algorithm. This allows identified queries to be encrypted and securely processed. The system
can then compare a suspicious encrypted query against a stored library of malicious patterns using a similarity
measure, effectively filtering out threats without ever exposing the raw data.

3.1. The Database Inference Problem

Database inference attacks are particularly challenging to classify and defend against because they leverage human
intuition and logical deduction rather than exploiting a simple technical flaw. An inference attack occurs when a
malicious user pieces together multiple pieces of non-sensitive information to logically deduce a protected or private
fact without ever directly accessing it. The defense against such attacks is rooted in the three core principles of database
security:

o Confidentiality: Ensuring that data is not disclosed to unauthorized individuals. Inference attacks directly
violate this principle.

e Integrity: Protecting data from unauthorized modification.

e Availability: Guaranteeing that data and services are accessible to authorized users when needed.

3.2. Query Preprocessing

As a first line of defense, our system employs a robust query preprocessing step at the front-end. This process is
designed to prevent a wide range of attacks by enforcing strict rules on incoming queries.

e Restricting Query Types: Inquiries are restricted to aggregate functions only. Each item selected for a query is
automatically checked to ensure that only a pre-approved function is being used. This prevents attackers from
executing arbitrary or harmful commands.

o Enhancing Analysis: A "count” is automatically added to each chosen item, which assists in later analysis and
makes it easier to spot anomalies or patterns of abuse.

e Improving Performance: This preprocessing system automatically neglects and blocks non-essential or
malformed queries from reaching the security model. By reducing the number of complex operations, the
overall performance of query processing is greatly improved.

This proactive approach is crucial in environments where data is accessed by many different users, as it significantly
reduces the threat of data breaches by blocking unauthorized query types at the source.

3.3. Proxy Server and Intelligent Filtering

At the heart of our detection strategy is a proxy server that acts as an intelligent filter. This server intercepts all web
requests before they reach the database, allowing for a deep and careful investigation of all incoming traffic. This proxy-
based filtering model is designed to identify and neutralize optimal queries used in attacks by:

e Removing Malicious Characters: The filter is configured to strip out uncommon or dangerous characters that
are hallmarks of injection attacks.

e Decoding Obfuscated Inputs: Attackers often attempt to hide their malicious code by converting normal
strings and characters into hexadecimal, ASCII, or Unicode formats. Our proxy is capable of decoding this
obfuscated traffic to analyze its true intent.

e Enhancing Anonymity: The proxy server can also provide Network Address Translation (NAT), which makes
the individual computers and users on the internal network anonymous when they are using the internet,
adding another layer of security.

By capturing and analyzing web requests at a proxy, our system can effectively detect and prevent sophisticated SQL
and DI attacks that might otherwise bypass traditional security measures.
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3.4. Fully Homomorphic Encryption (FHE)

To achieve the highest standard of data protection, our framework utilizes Fully Homomorphic Encryption (FHE), a
revolutionary form of encryption that enables specific calculations to be performed directly on encrypted data. When a
query is received, it is encrypted and processed in its encrypted state. The result, which is also encrypted, is then
returned. Only the user with the correct secret key can decrypt the final result, which will be identical to the result of
performing the same operation on the original, unencrypted data. This process ensures that the underlying sensitive
data is never exposed on the server during processing. To manage the computational demands of FHE, the operations
can be distributed across multiple nodes to reduce processing time. The FHE security process includes four key stages:

o Key Initialization: A secret encryption key is generated. This key consists of a set of relatively prime moduli
and other mathematical vectors, which are associated with the optimal queries and the database.

e Encryption: Using a public key, the sensitive data and the incoming query are encrypted. Each byte of the query
is encoded into ciphertext before being processed.

e Decryption: This is the final step where the secret key is used to decrypt the resulting ciphertext, returning the
original, readable information to the authorized user within the web database. This guarantees that the
evaluation of a permitted circuit yields the correct and secure result.

4. Implementation and Performance Evaluation

To validate the effectiveness of our proposed security model against SQL injection and Data Inference (DI) attacks, we
developed a proof-of-concept implementation. The system was built using the Java programming language within the
NetBeans Integrated Development Environment (IDE). To simulate a realistic deployment environment, we utilized the
CloudSim toolkit, which served as the web server and allowed us to model the large-scale cloud infrastructure where
these applications typically operate. The performance of our innovative approach was rigorously evaluated and
benchmarked against other established security algorithms. We assessed the model's detection and prevention
accuracy across a diverse set of five common web application types: job portals, event management systems, online
bookstores, payment gateways, and gaming platforms. The results of this comparative analysis are detailed in Figure 1,
illustrating the model's efficacy in various real-world scenarios. For each application, we examined key performance
indicators, including the accuracy of identifying malicious SQL and DI pages, as well as the overall success rates for
attack detection and prevention.

100
80
S 60 | mSQL Pagd
g | DI page
g 40 | @ Detected
| Prevented
20 1
0 v ‘ v
Jobs Events Book Store Payments Games

Figure 1 Detection Accuracy Vs Web application
Our findings indicate a high degree of effectiveness. For instance, in the context of a job application portal, the model

achieved a 79% accuracy in identifying malicious SQL pages and 70% for DI pages. More critically, it successfully
detected 97.23% of attack queries and prevented 96.89% of them from executing. When this analysis was extended to
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the other application types, a notable trend emerged: the model demonstrated its highest prevention rate when applied
to the events web application, highlighting its particular robustness in that context.

5. Conclusion

The proposed method operates on the database server side within a distributed cloud environment, establishing a
robust security control framework. At the core of this approach is the integration of Fully Homomorphic Encryption
(FHE), which is leveraged to rigorously evaluate and enhance the security posture of the system. SQL and Data Inference
(DI) injection attacks remain among the most common techniques employed by malicious actors to compromise
databases. These attacks work by altering SQL queries and manipulating the intended behavior of the database system,
often to gain unauthorized access or to extract sensitive information. Our technique systematically analyzes all SQL and
DI queries generated in response to user inputs. By capturing and examining the original structure of each query
statement, the system is able to identify and intercept potentially harmful modifications before they can impact the
database. This proactive analysis ensures that only legitimate queries are executed, significantly reducing the risk of
successful attacks. Implementation results demonstrate the effectiveness of this approach. The system achieved a
security prevention rate of 93.56% for web applications utilizing database backends. This high level of protection
highlights the practical value of combining advanced encryption with intelligent query analysis, offering organizations
a powerful tool to safeguard their data assets in dynamic cloud environments.
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