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Abstract

Kubernetes-based multi-cloud architecture is becoming an integral part of modern enterprises, which makes ensuring
its security a top priority. The main threats in such a system are related to configuration management, network security,
access control and compliance with regulatory requirements. For effective security management, it is proposed to use
CNAPP platforms that integrate several protection mechanisms, including cloud security Management (CSPM) and
Kubernetes Security Management (KSPM). Automation of monitoring processes and authentication in Kubernetes,
including centralized identity and access management, play an important role. The use of encryption technologies,
software-defined networks (SDN) and regular audits contribute to reducing risks. The implementation of advanced
security strategies and their constant adaptation to new threats ensures the sustainability of the cyber environment of
multi-cloud deployments and the maintenance of data integrity.
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1. Introduction

In recent years, multi-cloud architectures have become a key component of digital transformation strategies for modern
enterprises. Kubernetes, as the leading platform for container orchestration, has gained widespread adoption due to its
flexibility and scalability. However, the use of a multi-cloud environment, which integrates various cloud platforms,
presents significant security challenges, as heterogeneous systems require consistent configuration management, data
protection, and access control. In such conditions, security issues are becoming increasingly critical for companies
aiming to protect their digital assets and maintain compliance with regulatory requirements.

The relevance of this research topic lies in the rapid growth of multi-cloud systems based on Kubernetes, which
necessitates the development and implementation of robust security strategies. Traditional protection methods,
designed for single-cloud or private environments, cannot fully meet the needs of modern multi-cloud infrastructures.
Moreover, the emergence of new cyber threats and the increasing number of security incidents in cloud environments
underscore the need for comprehensive solutions to ensure the security of containerized applications and data.

The aim of this work is to examine modern security strategies in a Kubernetes-based multi-cloud environment, identify
key approaches to configuration management, data protection, and access control, and propose methods to enhance
system resilience to emerging threats.

1.1. Theoretical Aspects of Kubernetes Security in a Multi-Cloud Environment

Ensuring the security of workflows in cloud systems becomes increasingly complex in multi-cloud infrastructures due
to several key factors. Kubernetes, as a widely used open-source platform for container orchestration, provides a level
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of abstraction that separates the security systems of the provider from the overall security objectives of the
organization. In some cases, orchestration tools can also reduce vendor dependency by standardizing methods of access
and the use of security services [1]. When deploying Kubernetes in multi-cloud environments, several specific security
issues arise, requiring a thoughtful approach to ensure the stability and availability of applications.

Kubernetes deployment involves increased complexity, and configuration errors can lead to serious vulnerabilities,
posing security risks and potentially affecting data integrity. Therefore, cluster management and configuration require
special attention and must be accompanied by clear procedures. To minimize risks, it is crucial to implement effective
processes and tools that ensure the integration of configurations across different cloud providers. These tools should
not only monitor settings but also help understand the relationships between them and their impact on security. Some
of them can also automatically correct errors, preventing potential threats.

Different cloud providers offer their own standards and control mechanisms, making it necessary to implement a
unified strategy to meet all security requirements. The use of automated solutions can help maintain consistency in
security policies and avoid vulnerabilities between different clouds. Managing network traffic within and between cloud
environments presents additional risks. To ensure the security of interactions between distributed architectures, traffic
management solutions such as encryption and data segmentation must be used. Software-defined networking (SDN)
technologies also play a critical role, as they provide flexibility and security in dynamic multi-cloud systems.

An important element of the strategy is the implementation of centralized identity management (IAM), including
credential federation and single sign-on (SSO) solutions. The use of zero-trust security models and regular access
reviews can help identify potential vulnerabilities and reduce risks associated with incorrect access rights.

In multi-cloud deployments, data protection and regulatory compliance present a complex challenge. This requires the
implementation of encryption, access control, and regular audits. Automating these processes, along with continuous
monitoring and encryption key management, strengthens data security [2].

2. Authentication and Authorization in a Kubernetes Multi-Cloud Environment

Authentication (AuthN) is the process by which it is verified whether a user or other entity is who they claim to be. This
step is crucial for ensuring security, as authentication must always precede authorization. There are various methods
of authentication, such as using a login and password, one-time passwords (OTP), specialized applications for
generating security keys, or biometric control methods.

Kubernetes does not have a built-in system for managing users, so account creation and management occur outside the
cluster itself. This means that client requests must include credentials, which are then passed to an external system for
verification. Cluster components such as kubelets and pods must also authenticate with the API server. Each object in
Kubernetes is assigned a service account, which is used for identification when interacting with the server [3].

Example of service account setup:

apiVersion: vl
kind: ServiceAccount
metadata:

name: orders-service-account

namespace: ecommerce
apiVersion: apps/v1l
kind: Deployment
metadata:

name: orders

namespace: ecommerce
spec:

replicas: 3

selector:
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matchLabels:
app: orders
role: api
template:
metadata:
labels:
app: orders
role: api
spec:
serviceAccountName: orders-service-account
containers:
- name: orders-container
image: lukondefmwila/ecommerce-orders:0.1.0
resources:
limits:
memory: "128Mi"
cpu: "500m"
ports:
- containerPort: 8080

Another mechanism is node authorization, which grants kubelet permissions to perform operations related to the

modules running on nodes. Webhook authorization integrates with external services to control user rights.

Additionally, Kubernetes implements role-based access control (RBAC), which allows managing permissions to perform

operations within the cluster and its namespaces. Below is an example of RBAC implementation:

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: engineer-actions

namespace: default
rules:

- apiGroups: [""]

resources: ["pods"”,"services"]
verbs: ["get","list"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: engineer-performer

namespace: default
subjects:
- kind: User

name: lukas-rbac-user

apiGroup: rbac.authorization.k8s.io
roleRef:

kind: Role

name: engineer-actions
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apiGroup: rbac.authorization.k8s.io

Authentication ensures that only trusted users or services can interact with the system, while authorization limits the
actions they can perform. These processes are critically important for protecting data and infrastructure in both small
and large distributed systems [4].

3. Network Policies and Data Encryption in Kubernetes

The confidentiality of personal data relates to how information about an individual is collected, processed, and stored
with their consent, ensuring that the data remains secure and is not lost, stolen, or misused. It concerns managing who
can access this data and how it can be used [4].

Kubernetes, a platform for container orchestration, has an architecture that efficiently manages data. It distributes
containers across node clusters with separate solutions for storage and network resources. Kubernetes uses persistent
volumes (PV), allowing data to be preserved independently of containers, ensuring availability and integrity even if a
container is deleted.

Kubernetes offers several built-in mechanisms to protect data and the system:

¢ Role-Based Access Control (RBAC): enables assigning roles and access rights so that only authorized users can
interact with sensitive information.

e Secret management: allows storing and managing confidential data, such as passwords and keys, outside the
source code.

¢ Network policies: regulate which modules have access to specific resources, restricting unauthorized
connections.

Data encryption protects against unauthorized access by converting data into a code accessible only to users with the
necessary keys, which is critical for maintaining confidentiality.

e Kubernetes encryption integration includes:

¢ Encryption of data at rest: protects information stored in etcd, Kubernetes' key-value store.
¢ Encryption of data in transit: ensures secure data transmission within the cluster using TLS.
e Use of secrets for secure application access to sensitive information.

For authentication, an identity provider can be used, along with RBAC to regulate access, adding an additional layer of
security [6].

4. Security Monitoring and Vulnerability Management in Kubernetes

Kubernetes monitoring involves tracking the status of clusters and workloads using specialized tools. Such monitoring
allows anticipating potential system issues by observing metrics such as resource usage and API requests. The primary
focus of this practice is identifying misconfigurations, which often become the cause of security incidents in cloud
systems.

Each new container can serve as an additional vulnerability point in an application, requiring full control over all
processes occurring within the cluster. To successfully prevent attacks, visibility into every container and application
request is critically important; otherwise, some threats may go unnoticed.

Modern cloud platforms require a multi-layered approach to protection and monitoring, encompassing both host-level
security and log analysis to detect suspicious activities. Statistics indicate that a significant portion of Kubernetes
security incidents occur due to vulnerable hosts or misconfigured settings.

One of the key aspects of Kubernetes security is the use of audit logs, which record system activity. These logs allow

tracking actions such as the creation of new containers or changes to accounts, helping to promptly identify and mitigate
threats. Audit policies can be configured to collect the necessary data, preventing potential incidents.
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Another important layer of protection is host-level monitoring. Host-based security tools help detect and block
anomalous activities and provide real-time protection against server attacks. Additionally, container monitoring helps
prevent malicious actions, track attacks, and ensure compliance with security policies to minimize risks [7].

Kubernetes security tools are cloud solutions that provide full control over the Kubernetes environment. They protect
Kubernetes resources and infrastructure while helping to ensure compliance with regulatory requirements. These
solutions are focused on preventing various threats by managing access to systems based on the principle of least
privilege. When selecting a security solution for Kubernetes, several key aspects should be considered:

¢ Image scanning: An important feature is scanning containers for vulnerabilities and malware before
deployment, helping to prevent the introduction of harmful images.

¢ Runtime protection: This feature helps detect and mitigate threats while applications are running, preventing
attacks after deployment.

e Incident response: Tools for investigating and analyzing incidents are necessary to quickly identify causes and
prevent future issues.

¢ Integration with CI/CD and DevOps: The chosen solution should easily integrate into existing CI/CD pipelines,
automating security checks throughout the software development lifecycle.

¢ Compliance management: An important feature is auditing and reporting to ensure compliance with industry
standards such as PCI DSS, HIPAA, and ISO.

¢ Network policies: The solution should support the creation and enforcement of network policies to control
interactions between various system components.

Given the wide range of Kubernetes security tools on the market, each offering a unique set of features, the most popular
tools are summarized in Table 1 below.

Table 1 Kubernetes Security Tools [8].

Tools Visibility and | Integration Pricing
Vulnerability Detection
CloudDefense.Al Available Cloud and SIEM Pricing available upon request
Aqua Security Available CI/CD and SIEM Standard pricing starts at
$50,000 per year
Prisma Cloud Available CI/CD and SIEM Annual subscription starts at
$9,000 for base version
Red Hat Advanced | Available Native Kubernetes | Red Hat charges $500 per
Cluster Security platform instance per year
KubeScape Limited CI/CD pipeline Open-source tool
PingSafe Available CIEM and cloud Pricing available upon request
NeuVector Available Cloud and Kubernetes | Pricing depends on node
compatibility requirements
Sysdig Available SIEM and CI/CD Custom pricing available upon
request
Anchore Available CI/CD and registry Custom pricing based on usage
volume
Kube-bench Limited Native Kubernetes | Free of charge
language

Thus, the choice of a Kubernetes security tool should be based on a comprehensive analysis of its functionality, ease of
use, compliance with regulatory standards, reliability of the provider, and the cost of services offered.
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5. Conclusion

Strengthening security in a Kubernetes multi-cloud system requires a comprehensive approach, including the
automation of monitoring processes, configuration management, and the implementation of advanced protection
technologies. It is crucial to consider the specifics of each cloud platform and ensure the integration of all security
components to maintain data integrity and availability. Strategies such as the use of CNAPP, data encryption, and access
control contribute to risk reduction and enhance the system’s resilience to emerging threats. Regular review and
adaptation of these strategies enable enterprises to effectively protect their infrastructure and data in a rapidly evolving
cyber environment.
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