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Abstract

This study will investigate the security problems that are linked with the Hadoop ecosystem, Big Data, Map Reduce, and
cloud computing. The objective of this research is to analyze these concerns. Specifically, the primary emphasis is placed
on the security concerns that are linked with big data in cloud computing. Big data applications have a lot to offer
organizations, companies, and a broad range of industries, no matter how big or little. There have been issues with
Hadoop and cloud computing security, therefore we also look at several possible solutions to these difficulties. The field
of cloud computing security is experiencing fast growth in several areas, including computer security, network security,
information security, and data privacy. Data, apps, and the infrastructure related to them are greatly helped by cloud
computing's use of rules, technologies, controls, and big data tools to keep everything safe. Researchers also anticipate
that cloud computing, big data, and their associated benefits will represent the most exciting new areas of study.
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1. Introduction

The rate at which data is produced has been increasing at an exponential rate over the past few years. In the early
phases, many companies are seeking efficient ways to collect, store, and analyze the massive volumes of data generated
by various sources, including high throughput instruments, sensors, and networked devices. To get there, big data
technologies may reap the benefits of cloud computing in a large way. Virtualized resources can be assembled,
connected, configured, and reconfigured on demand with the use of automated technologies. These facilitate the easy
implementation of cloud services, which in turn makes it much easier for organizations to accomplish their goals.

Many people are worried about the security and privacy implications of cloud computing, which includes issues like
multitenancy, trust, accountability, loss of control, and the paradigm shift that comes with using the cloud. Therefore, it
is expected that cloud platforms that handle sensitive data in big quantities will put in place organizational and technical
safeguards to prevent data protection breaches that could cause costly and devastating damage.

The phrase "sensitive information” is used in discussions about cloud computing to describe data that originates from
a broad range of industries and academic disciplines. One common type of sensitive data stored in cloud computing
systems is health-related data. Most people will naturally want their health records kept private. Consequently, there
has been a rise in the need for privacy and data security measures to prevent individuals from being monitored or
having their database records leaked due to the proliferation of new cloud technologies. Data Protection Directive (DPD)
and Health Insurance Portability and Accountability Act (HIPAA) are two examples of protective laws from the EU and
the US, respectively. Both of these pieces of legislation require the protection of confidential information when it comes
to the management of personally identifiable information.
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2. Cloud Computing

The phrase "cloud computing” describes an approach to application management that does not rely on individual
devices or local servers but rather on the sharing of computing resources. As "The Internet" is what the term "Cloud"
means when discussing cloud computing, the term "cloud computing” describes a method of delivering computer
services via the Internet's interconnections. Utilizing the ever-increasing processing power to execute millions of
instructions per second is a key goal of cloud computing.

To spread the processing of data across the servers, cloud computing makes use of networks that consist of a wide set
of computers that are connected to one another in a particular manner. This approach requires just a single software
application to be installed on each computer, as opposed to installing an entire software suite. This software serves as
both a login mechanism for a web-based service and a host for all of the user's necessary apps. There is a major change
in the necessary workload when employing a cloud computing system.
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Figure 1 Cloud Computing

Local computers don't have to take the whole load when it comes to program execution anymore. There has been a
recent shift toward using cloud computing shown in figure 1to cut costs associated with computing resource use. The
cloud network, instead, is a collection of interconnected computers that takes care of everything. Users can save money
on software and hardware due to this adjustment.

3. Literature review

3.1. Big Data and their major characteristics

The fact that cloud computing may provide consumers with a number of useful functions is something that we are
already aware of [1-6]. Due to the unique nature of cloud computing, both consumers and service providers are keen to
build a more secure cloud environment. Upon further inspection, it becomes apparent that cloud computing makes use
of the following delivery data models [7]: Software as a service (SaaS), platform as a service (PaaS), and infrastructure
as a service (IaaS) are the three main classes of cloud computing services. Cloud Computing Features (CCF) comprise,
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among other things, the following: computational capability (CCF5), energy efficiency (CCF4), storage (CCF1), service
(CCF2), applications (CCF3), and internet-based storage (CCF2). These days, data is being generated at an exponential
rate across many industries, including manufacturing, commerce, science, and even people's private lives.

According to [8,9], if these data are handled correctly, they have the potential to provide new information about the
economy, society, and environment. Furthermore, they can enable individuals to quickly adapt to new possibilities and
changes.

Moreover, traditional data processing tools like database sets and data warehouses are becoming inadequate to manage
the massive amounts of data that are required. Big Data (BD) describes these challenges, and it offers a new field of
study for researchers to explore [10]. To be "a big thing in the field of modern technologies" is one way to characterize
"Big Data" [11]. Under the BD umbrella are the five Vs: volume, velocity, variety, veracity, and value (shown in Figure
2).

There is a particular origin or "source" for each and every piece of data that is associated with the phrase "Big Data,"
which, depending on Variety, could give rise to a variety of data kinds. An attempt is made in this article to go over the
major Big Data sources (BDSs) and the problems connected with each of them in terms of Big Data usage generally.
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Figure 2 Big Data's 5 Vs and what makes them unique

e BDS1—Earth, Marine, and Space Sciences: The integration of sensor and computational simulation
technologies has made it possible to present, monitor, and analyze complex earth, sea, and space systems,
leading to the generation and collection of large data sets at different space-time scales every second for
operational purposes. As an example, software used for earth, sea, and space observation gathers terabytes of
photos every day [12], with spectrum analysis, space, and time processing gradually increasing [13-14].

e BDS2—Internet of Things: All the things that could link to the internet and communicate with one another are
collectively known as the Internet of Things (IoT) [14,15,18]. Any and all data collected by Internet of Things
(IoT) sensors can be characterized as BD because it contains both spatial and temporal information. New
prospects and the rapid growth of Smart Cities could be achieved by the integration of 10T-BD in network
environments and the use of technologies like Cloud Computing [15,19,21].

e BDS3—Social Sciences: The social sciences may undergo a paradigm shift as a result of the Big Data produced
by platforms like Instagram, Twitter, and Facebook [16, 22,23].
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e BDS4—Business: Big Data-related strategy, optimization, and competitive decision-making could benefit from
corporate analytics and data. There is a lot of potentially dangerous geographical information in the data
associated with the earlier cases, such as the exact time and location of a transition [17,24,25].

e BDS5—Industry: Industry 4.0, also known as the fourth industrial revolution, is characterized by its products
and manufacturing systems that leverage technologies such as loE-based BD to establish autonomous ad hoc
networks [18,26,27,28,29].

4. Benefits of big data security

By ensuring big data is secure, businesses can use big data to its maximum capacity while reducing vulnerability,
increasing confidence, and feeling innovation and growth. The main advantages of large data security will be examined
in figure 3.
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Figure 3 Benefits of Big Data security

4.1. Reduced risk of data breaches

Big data security uses multiple layers of protection to keep critical information private, legitimate, and easily accessible,
reducing the likelihood of data breaches. Security measures like as encryption, role-based access control, threat
detection, and real-time monitoring can significantly lessen the occurrence of data breaches. Implementing firewalls,
intrusion detection systems (IDS), and intrusion prevention systems (IPS) into big data security solutions further
reduces the probability of data breaches by monitoring the network and stopping any suspicious actions.

4.2. Increased customer trust

Building trust with customers in today's digital world is absolutely dependent on data security. The frequency of data
breaches has made consumers wary of companies that collect and use their private information. Statista reports that
just 46% of American customers have faith in their banks and other financial organizations to keep their personal
information secure. Customer and company confidence in data privacy and security is low, according to these numbers.
When it comes to safeguarding client data, big data security is a lifesaver. Customers are more inclined to trust and stick
with a business that they perceive as caring about their personal information and data security. To validate their data
security commitment and reassure consumers that their data is safe, several firms use reputable third parties to conduct
security audits.

4.3. Improved decision-making

By preventing illegal access, big data security aids in keeping data accurate and intact. Only authorized individuals can
access sensitive information thanks to security features including authentication, restricted access, and encryption.
Finding the proper insights and trends is easier in a safe data environment, which helps stakeholders make data-driven
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decisions. By analyzing large amounts of data, financial institutions may do things like better identify fraudulent
activities, manage risk, and extend credit to customers with excellent credit histories. But this can only happen if the
data is accurate and safe.

4.4. Competitive advantage

Businesses may gain a competitive edge with big data security by protecting their most valuable assets and empowering
them to make decisions based on data. A company's ability to retain customers depends on its ability to earn their trust
and loyalty through the protection of their data and privacy. Companies that take security seriously also tend to attract
partners who can contribute to the expansion of those businesses. All of these things help the business expand and stay
ahead of rivals that haven't gotten into big data security analytics quite yet.

4.5. Common big data security challenges

It is crucial for companies to comprehend big data security concerns in today's digital world, as attackers use complex
technology and inventive approaches, making big data security a major obstacleas seen in figure 4.In order to assist you
take the necessary steps to secure your data, let's examine the biggest big data security challenges.
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Figure 4 Big Data security challenges

4.6. Data storage

Data security is an issue with big data because of the massive amounts of data involved in processing and storing it. It
is challenging to successfully integrate security measures for all data types stored by big data systems, which include
unstructured, structured, and semi-structured data. Furthermore, sensitive information may exist in more than one
place due to data redundancy and replication, which is typical in big data architecture and raises the possibility of illegal
access.

4.7. Data privacy

Due to the nature of big data systems' frequent collection and storage of massive volumes of personally identifiable
information, data privacy poses a serious threat to big data security. Because it gathers information from so many
different places, both online and off, it makes it tough for companies to protect customer information. In addition, there
is a higher chance of data breaches and illegal access due to the fact that big data platforms include exchanging data
with third-party apps and services.

4.8. Fake data generation

The ability to create false data and then use it to trick or manipulate big data systems is another threat to big data
security. Businesses may end up making poor choices due to erroneous data and insights caused by this difficulty.
Criminals may, for instance, create phoney product reviews to influence the buying decisions of unsuspecting
consumers. Additionally, attackers can benefit from using phony data to conceal actual data, which makes the theft of
critical information easier.
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4.9. Managing access control

Distributed and exceedingly complicated, big data systems store data in various physical places and on various servers.
Because of this, it's not easy to set up and administer access restrictions that are compatible with all data types.
Additionally, big data platforms may store and share massive amounts of data with other apps and services. There is
always a greater risk of unwanted access to so large and diverse data, and managing access to it is a huge task.

4.10. Processing big data

Due to the data's exposure to numerous third-party programs and servers, processing big data—defined as
sophisticated and distributed data across numerous systems—involves substantial risk. Rapid data creation and
processing, sometimes in real time, characterize big data systems. This rapid speed makes it harder and harder to
monitor security problems and respond rapidly.

Data processing while maintaining security measures needs meticulous planning and the application of strong security
standards, especially as the volume increases.

4.11. Employee theft

Even more so for individuals engaged in big data analysis, all employees have access to the data to a certain degree.
Even more concerning is the fact that some workers have first-hand knowledge of the company's security procedures,
passwords, and access controls for its data systems. The ability to obtain sensitive information can be used by an
employee who has access to a big data system. They can also damage the company's finances and image by manipulating
data.

5. The proposed approaches

We lay out a number of safety features that would make cloud computing environments safer. Given the heterogeneity
of the cloud infrastructure, we offer a range of solutions that, taken as a whole, will ensure its safety. In order to address
the security issue mentioned before, the suggested solutions advocate for the utilization of various technologies and
techniques. The recommendations for security are made in a way that does not hinder the scalability and efficiency of
cloud systems. For a cloud environment to be secure, the following precautions should be implemented.

5.1. File Encryption

Any crucial data can be stolen by a hacker since it is stored on the machines in a cluster. Hence, it is imperative that all
stored data be encrypted. It is recommended to utilize separate encryption keys on each system and to keep the key
information centrally, protected by robust firewalls. This ensures that the data remains unusable for any malicious
purposes, even in the event that a hacker manages to obtain it. We ensure the security of user data by storing it in an
encrypted manner.

5.2. Network Encryption

It is imperative that every network communication adheres to industry standards on encryption. It is suggested that
the RPC procedure calls occur over SSL so that relevant information cannot be extracted or changed even if a hacker
gets to tap into network communication packets.4

5.3. Logging

It is important to keep track of all map reduction jobs that alter the data. It is also important to record the details of the
users who are accountable for those tasks. In order to detect any malicious operations or data manipulation in the nodes,
these logs should be examined on a regular basis.

e Software Format and Node MaintenanceRegular formatting of the nodes running the software is required to
eradicate viruses. To improve system security, it is recommended to upgrade all application software as well
as Hadoop software.

¢ Nodes AuthenticationlIt is important to authenticate nodes whenever they join a cluster. A node that is known
to be malicious should not be allowed to join the cluster. To distinguish between legitimate and malicious nodes,
authentication methods like as Kerberos might be employed.
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¢ Rigorous System Testing of Map Reduce JobsIt is recommended that developers test their map reduce jobs
in a distributed environment rather than on a single machine. This will help to guarantee that the jobs are stable
and resilient.

e Honeypot NodesThere should be honey pot nodes in the network; these nodes look normal on the outside, but
they're actually traps. The hackers would be caught in these honeypots, and the appropriate measures would
be taken to eradicate them.

e Layered Framework for Assuring CloudThe secure virtual machine, storage, data, and network monitoring
layers make up a tiered architecture for cloud computing assurance [16], as seen in Figure 5. The policy, cloud
monitoring, dependability, and risk analysis layers all work together to provide cross-cutting services.

QoS
Resource
Allocation

Policies
XACML

User Interface

HIVE/Query
Hadoop/MapReduce
XEN/LiﬂUX Cloud
Monitors
Secure Virtual

Network Monitor

Figure 5 Layered framework for assuring cloud

e Publication of Third-Party Secure Data to the Cloud To make the most of available resources, cloud computing
facilitates data storage at a remote location. Hence, this data must be safeguarded and only authorized
individuals should have access to it. In essence, what this boils down to is the safe release of data needed for
data outsourcing and other external publications by third parties. The computer acts as an independent
publisher in a cloud setting, storing sensitive information on the server. In order to keep this data secure and
guarantee its validity and completeness, the methods we've already covered are essential.

e Access Control A solid security approach for a distributed environment would be to incorporate differential
privacy and required access control. When it comes to protecting their private information, data providers will
have the final say. The mathematical limit on potential privacy violations will likewise be under their control.
Users are able to conduct data computations in the aforementioned method with no data leaking out. We will
be utilizing SELinux to ensure that no information leaks out. SELinux, short for Security-Enhanced Linux, is a
kernel module that allows the Linux operating system to implement a security policy for access control. A patch
to the Java Virtual Machine and an update to the Map Reduce framework will be used to implement differential
privacy. The cloud service's user identification pool will be stored via its built-in applications. This means the
cloud provider won't have to keep track of individual user identities across all of their apps. Cloud services will
also allow for third-party authentication, in addition to the methods already mentioned. The user gaining access
to the cloud and the cloud service will both have faith in the third party. An extra safeguard for the cloud service
will be provided via third party authentication.

6. Conclusion

Considering the widespread adoption of cloud environments in both the business and research sectors, it is imperative
that companies that operate in these cloud settings prioritize security measures. Cloud environments can be
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safeguarded against complicated business operations by utilizing the ways that have been provided. Research of the CC
and IoT-based BD was provided here with the intention of addressing the issues that they are now facing in terms of
management and security. To be more specific, we integrated them in order to explore the qualities that are associated
to them and the advantages that come with their combination. As a result, we presented the contribution that Big Data
has made to CC, with the intention of bridging the scientific gap that currently exists in this area. In addition to that, this
work demonstrates how CC enhanced the functionality of [oT-based BD. Lastly, we came up with a novel security model
for a more sustainable environment after conducting research on the security concerns associated with the integration
of CC and BD.
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