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Abstract

The possibility of making secure transactions and keeping funds securely in fintech services highly depends on the
security measures at the application layer. The growth of cutting-edge technologies opens many options for adopting a
secure architecture for fintech organizations. However, most financial organizations, such as banks and MFS (mobile
financial systems), still use conventional architecture to develop and host applications in any public or private cloud.
The study considers this and proposes a comprehensive architecture based on the consortium blockchain, Hyperledger
fabric in a hybrid cloud environment to make a more secure fintech application. The proposed architecture is a
theoretical approach which is not yet been tested at the industry level. Nevertheless, consortium blockchain and hybrid
cloud performance to secure any application have already proved individually in different fields. The research team also
compared existing architecture and proposed one for evaluation. Hence, adopting this architecture will be one step
ahead for making safe transactions and securing funds and data in this cyber world.
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1. Introduction

In this era of technology, it is tough to think of even a single day without making any online transactions. Hence, a good
number of companies are founded based on financial services. Some offer regular banking services, and some offer more
than those. Some financial companies are not typical banks but provide core services like cash in, cash out, and real-
time funds transfer. These centralized-based financial services make life easier to live.

Cashless practice became more popular when COVID-19 hit the sudden world pandemic worldwide. However, the fact
is that the risk factors of using online or mobile-based financial services are also higher in any number. Even though all
the service providers are committed to entirely secure financial services. However, the possibility of a safe transaction
depends on so many factors. Some of them are absolutely in the hands of the service providers, whereas some rely on
the end users.

End users’ risk factors can be mitigated by educating them

about the latest cyberattacks and a minimum surface-level idea of not falling into the trap of social engineering or other
phishing attacks. However, the possibility of a safe transaction highly depends on the security measure of applying the
financial platform. Different offerings and use cases are available because of the many options for developing a fintech
application. However, even though there are a lot of tools and technologies out here, the number of architectures for
developing a fintech application is a few. Moreover, to host the application, there are mainly only three options - public,
private, or hybrid cloud.
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The research studies different architectures and proposes a new cutting-edge technology, blockchain-based
architecture in the hybrid cloud, to adopt for fintech applications.

2. Literature review

2.1. Fintech

Fintech refers to incorporating technology into financial services provided by financial institutions such as traditional
banks, mobile financial services, and e-money providers. The term was likely first used by Citicorp’s chairman, John
Reed, in the 1990s within the context of the Smart Card Forum [1]. The concept of fintech encompasses innovative
financial services and business models that enhance the delivery, usage, and process of financial services [2]. The
development of fintech has shifted the focus from internal solutions to customer-centric B2C and B2B solutions and
inter-organizational provider-focused B2B solutions [3].

2.2. Consortium Blockchain

A consortium blockchain is a decentralized ledger system in which multiple organizations collaborate to verify
transactions and maintain consensus on the network’s transactions. Regarding blockchain technology, the system
combines the efficiency and privacy of private blockchains with the decentralization and transparency of public
blockchains [4]. Using consortium blockchains in the financial sector has improved cross-border payments' speed and
efficiency and reduced fraud risk. Several financial institutions, including the R3 consortium, are currently working on
developing a blockchain-based platform for cross-border payments [5].

2.3. Hyperledger Fabric

The Hyperledger Fabric platform is a permissioned blockchain technology designed to facilitate the developing and
deploying secure, scalable, and highly customizable blockchain applications. In addition to being part of the open-source
Hyperledger project family, Fabric provides a robust framework for developing and deploying enterprise-grade
blockchain systems [6]. This technology supports the execution of distributed applications written in standard
programming languages, which is one of the key innovations of Fabric. This allows multiple nodes to execute these
applications consistently, giving the impression that they are being executed on a single globally distributed blockchain
computer. This unique feature differentiates Fabric from other blockchain platforms and makes it a highly attractive
option for organizations seeking to implement blockchain solutions [7].

2.4. Hybrid Cloud

This technology architecture combines the advantages of both public and private cloud computing. A hybrid cloud
computing system incorporates public, private and on-premises infrastructure. This architecture provides a
coordinated, managed, and portable experience across all components. This configuration allows organizations to
benefit from the strengths of both on-premises and public cloud environments, creating a flexible and secure
infrastructure [8]. The hybrid cloud combines the strengths of public and private cloud environments, taking advantage
of the resource scalability of public clouds and the control of private clouds to create a more cost-effective and flexible
solution [9]. In a typical hybrid cloud setup, critical data are hosted on a private cloud. In contrast, other data are hosted
on a public cloud, which offers an effective solution for privacy protection.

2.5. Related Works

According to X. Huang and X. Du, 2013, the commonly used approach for data privacy protection is using cryptographic
algorithms, which come with the drawback of intensive computation. As an alternative, this study suggested
implementing a hybrid cloud consisting of public and private clouds, where sensitive data is separated and only non-
sensitive data is outsourced to the public cloud [10]. The research team introduced a novel scheme to ensure data
privacy. The scheme’s effectiveness is tested in real-world network environments like Amazon EC2.

In their study, Y.-T. Lee et al. (2020) presented a blockchain-based time bank system built using the Hyperledger Fabric
framework. The system utilizes blockchain technology to execute and record services and focuses on using autonomous
smart contracts and a Hyperledger Fabric-based banking system comprising three distinct channels [11].

In another study, McSeth Antwi et al., 2021, evaluated the suitability of private blockchain technologies for healthcare
applications. The team conducted experiments using Hyperledger Fabric to test various criteria and use cases for
healthcare applications. The evaluation results indicated the potential advantages of private blockchain technologies,
including compatibility, scalability, and security [12].

544



World Journal of Advanced Research and Reviews, 2024, 23(02), 543-550

In the study conducted by Elghaish et al. (2022), a new financial management system utilizing Hyperledger fabric and
chain code technology was proposed to tackle challenges in financial management practices within construction
projects [13].

In another research, Shanmugapriya and Kavitha (2019) investigated the application of big data analytics in the
healthcare industry. The study strongly emphasized the importance of implementing hybrid cloud computing for the
secure storage of private healthcare data [14]. The proposed model mainly focuses on a tri-party authenticated key-
agreement protocol based on bilinear pairing cryptography for secure communication and a decoy technique for data
protection. In their model, the decoy technique features the display of decoy files to potential attackers while the original
data remains hidden and encrypted, providing complete security for patient information. The proposed method is
efficient and offers double security by granting access to the original data only to authorized users. The study by Son et
al,, (2019) showed a novel access control system named "Access Control Model in Hybrid Cloud for Healthcare Systems,”
which is proposed to tackle the threat of cyber-crimes and security vulnerabilities in the system [15]. The proposed
system comprises two levels of access control:

i) Safeguarding shared patient data among hospitals and ii) Securing private patient information that the treating
physician can only access. The model was tested in a real-case application and shown to manage security and privacy
concerns at both levels effectively.

The study conducted by Darwish et al., (2020) introduced a blockchain-based hybrid algorithm to improve privacy in
the existing system. The proposed algorithm mainly focuses on a hybrid encryption technique and generates a unique
digital signature for data before it is outsourced to data centers [16].

3. Existing architecture

The existing software development ecosystem is so vast. The availability of many frameworks, libraries, and other tools
makes it tougher to pick the suitable one. There is no clear winner of which language, framework, or library is the best
for creating software, whether it is a fintech application or anything else. However, among all of them, Node.js, Django,
Spring, and ASP.NET Core are the topmost frameworks that are widely used in fintech applications.

3.1. Blockchain Based Applications

There are a good number of blockchain-based applications in the industry. Even though blockchain was mainly
implemented to develop crypto offerings like Bitcoin and Ethereum, nowadays, the usability of blockchain is accepted
in almost every niche sector in the fintech ecosystem.

3.2. Different Categories of Blockchain

There are mainly four types of blockchains currently available. Some use cases in fintech and cryptocurrency of
blockchains are given below

Public Blockchain: Bitcoin, Ethereum

Private Blockchain: Ethereum Private Network
Hybrid Blockchain: Swisscoin

Consortium Blockchain: Hyperledger Fabric

3.3. Cloud Based Applications

Nowadays, it is almost impossible to think of any global or well-recognized app-based fintech service provider without
hosting its backend in any cloud platform. So, it can be said that almost every fintech application has some of its existence
in cloud-based platforms.

4. Architecture

4.1. Architecture Breakdown

In the context of Hyperledger fabric architecture [17], there are mainly - Peers, Orderers, Channels, Leger and Smart
Contracts, which consist of this consortium blockchain. This blockchain offers something very crucial in terms of
financial organization. This consortium blockchain is modular because it provides a Membership Service Provider
(MSP) enabling managing different financial organization departments in terms of peers. Every user can be treated as a
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single peer for creating the network. Then again, orderers will verify transactions using the consensus method; all the
transactions can be stored in the ledger. In addition, if needed, some extra functions can be adopted using smart
contracts.

The following [Figure: 1] shows a sample network architecture of Hyperledger fabric [18].
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Figure 1 Architecture of Hyperledger Fabric; Ref: Linux Foundation

4.2. Proposed Architecture

The sole purpose of the study is to propose a new architecture based on Consortium Blockchain, Hyperledger Fabric in
Hybrid Cloud. The Core part of the architecture is the implementation of Hyperledger Fabric in the Fintech Platforms or
Applications. As discussed in the previous section, a permission-based blockchain is one of the best features of
Hyperledger Fabric. Again, due to its modularity, it is possible for the typical financial organization, including fintech
organizations and even regular banks, to adapt it for the departments inside the organization. For instance, the following
[Figure: 2] shows multiple departments of a fintech organization managed by Hyperledger Fabric.

Fintech Organization
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Figure 2 Single Organization
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In addition, most of the fintech organizations and all the banks are somehow regulated by a country’s central bank. To
expand, Hyperledger Fabric is also implementable with a country’s existing banking ecosystem. Because of its
permission-based secure architecture, it is elementary for the ecosystem to implement governance regulation, which is
important to a country’s traditional banking system. The following [Figure: 3] shows how the central bank can regulate
regular banks and financial organizations using the consortium blockchain, Hyperledger Fabric.
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Figure 3 Central Bank

Hence, the research team shows how Hyperledger Fabric can be implemented in terms of a single organization and the
total banking ecosystem. The following [Figure: 4] shows the combination of previously given two use cases and finally
combining those into one.
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Figure 4 Central Bank Network

However, one of the biggest challenges of any organization, including Fintech, is to secure the data storage volume no
matter which architecture it follows. In order to tackle this, some of them use an on-premises data center, and others
rely on public cloud offerings. However, the fact is, in both cases, there are some pros and cons. The biggest problem
with using an on-premises data center is the initial cost, capital cost, or CAPEX. On the other hand, managing this kind
of server or data center is also a challenging task. Lastly, high availability is nearly impossible for on-premises solutions,
even after ensuring everything. In terms of the public cloud, it solves a good number of obstacles. Among them, high
availability, elasticity, and easily accessible new services are the main concerns that attract the organization for picking
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public cloud over alternative ones. Nevertheless, the biggest issue with the public cloud is that the data's primary or
physical location is outside or mostly far from the organization. Furthermore, sometimes, it is outside of the
organization’s primary country. The research team considers the issue in the topmost position and finally proposes a
new proposal where Hyperledger Fabric can be implemented in Hybrid Cloud architecture. The team thinks picking one
of the existing offerings for hosting the fintech applications is not optimal. Instead, if the benefits of both on-premises
and public cloud can be achieved by ensuring the safety concern of the storage location, then it would be a great
combination. To achieve the goal, the research team proposes some parts of the platform to keep on-premises, and some
parts should be in the public cloud. Regarding any Fintech application, when any request comes to clients like mobile,
browser, or desktop apps, it will first go through the Node.js-based API. The API will handle the router or any other
operations and business logic. To host the API, any company may use any preferable hosting service, whether on the
public cloud or on-premises. Then, the research team proposes implementing a Hyperledger Fabric network for the end
users to make successful transactions. This permission-based blockchain will ensure security while making any
transaction. To host Hyperledger Fabric with the help of Kubernetes Cluster, the research team proposes to use public
cloud providers like IBM to implement this. It is because the computing power needed for this consortium blockchain
is costly enough to set up on-premises. The research considers one of the most significant issues of the public cloud,
which is a storage location, and proposes to keep persistent volumes in the on-premises private cloud attached to the
Kubernetes Cluster. By adopting this architecture, any fintech Organization can ensure its security with the help of
Hyperledger Fabric and mitigate the risk of the public cloud. The following [Figure: 5] shows a high-level overview of
the blockchain network of the proposed architecture.
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Figure 5 Blockchain Network

In addition, any fintech company may pick microservices over monolithic architecture to implement the proposed
architecture. While implementing the architecture in microservices, not all the services may need a Hyperledger
Network.

5. Comparison

The proposed theoretical architecture uses cutting-edge technologies to gain benefits from them and make the FinTech
applications more secure for end-users.

e Framework: The proposed architecture uses the Node.js framework, which is famous for its performance.
PayPal, a vastly used financial service provider, migrated to Node.js from Java for better performance [19].

e Consortium Blockchain: The architecture proposes implementing the application in consortium blockchain,
Hyperledger Fabric, a permission-based blockchain with modularity and pluggable architecture [20].

e Hybrid Cloud: The research team also proposes a hybrid cloud architecture to host the fintech organization to
gain the benefits of both public and private clouds.
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So, the proposed architecture accepts all the benefits of cutting-edge technologies and implements comprehensively,
hence, it is suggested to adopt the architecture for securing fintech applications.

5.1. Comparison with Regular Architecture

In a typical inter-banking system, a central server and database system form the backbone. Here, a backend API handles
requests from various client applications on mobile or desktop. The following [Figure: 6] from the AWS reference
illustrates the architecture of this regular banking application.
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Figure 6 Regular Banking Architecture; Ref: AWS

This architecture mainly uses a backend system (API) serving responses from different client requests using multiple
user interfaces like the web, android and iOS. In this regular architecture, some huge lacking can lead to massive losses
in financial and data cases. In different cases, attackers can conduct various types of cyberattacks. Many options can be
followed in terms of databases if attackers target them, e.g., SQL injection and phishing attacks. However, a simple
mistake for any admin-level person managing the database can open the gate for access. However, due to its distributed
architecture, Hyperledger is a better option considering that. On the other hand, facing fraudulent transactions is one
of the worst experiences in the banking industry. However, if the typical banking system adopts a backend based on
Hyperledger fabric, it is impossible to make instant fraud transactions because of the consensus mechanism.

5.2. Future work

The given architecture is a theoretical one, so the main future work that the research team focuses on is an industry-
ready implementation of the proposed architecture. However, due to many cutting-edge technologies, one of the biggest
challenges is to lower the cost.

6. Conclusion

The security of any fintech application is one of the biggest concerns for making a safe transaction nowadays. Even
though there are a lot of frameworks and architectures for developing and hosting fintech applications, there are still
some obstacles for all the existing architecture.

The research team proposes a theoretical architecture that combines one of the fastest frameworks, consortium

blockchain and hybrid cloud. Combining all these in a single architecture, the research team proposes a comprehensive
architecture for making FinTech applications more secure.
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