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Abstract

These days, quite a large number of application servers are being considered to be easily spoofed. Even though
technologies like DNSSec, DNS over HTTPS/TLS, and DNSCurve have always been suitable for this type of problem,
many developers need help to exercise the complete chain of trust. Implementing the mentioned protocols might be a
matter of time, inexperience, or impossibility. In this paper, some workarounds that rely on BGP Autonomous System
numbers (AS) are shown, and protocols therein are described by way of Unicast Reverse Path Forwarding (uRPF), its
benefits and drawbacks from an analytical standpoint, as well as the primary flow to defend end systems, are presented.
Our approach focuses on filtering malicious traffic closer to the source by identifying anomalies in BGP AS path
information. The methodology is implemented and tested using Snort as an Intrusion Detection System (IDS) to capture
and analyze DNS request patterns, then MikroTik router configurations are used for strict uRPF and ingress filtering,
demonstrating the practical application of this solution proposed solution in real-world network environments.
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1. Introduction

Spoofing tools are used to obfuscate that a particular server is the one it claims to be [1]. To put it another way, the host
pretends to be some other host. It is essential to realize that unreliable networks (like the Internet) and most end devices
mostly consider the destination or source IP address for further forwarding or replying, as in the case of packets
requiring a response. With this in mind, end hosts/networks are responsible for watching the incoming traffic and
verifying it.

With this possibility of spoofed packet characteristics, a Domain Name System server which is the primary mechanism
for the resolution of domain names to IP addresses on the internet, is vulnerable to sending responses to spoofed source
addresses as such, participating unwillingly in a distributed denial of service amplification attack [2]. This is because
authoritative DNS servers are usually allowable for querying by third parties outside of the DNS server’s network. These
third-party queries have introduced a new DDoS attack vector in amplification attacks, allowing malicious actors to
spoof source addresses and make DNS requests, causing unsolicited replies to the victim's address.

This attack heavily relies on the victim’s bandwidth and other system resources being insufficient to process the huge
amount of traffic the attacker sends to it via means of multiple DNS resolvers [3]. The DNS request is crafted to elicit the
largest responses from the resolving server as a result, the victim whose IP address was spoofed receives an

* Corresponding author: Christian Bassey

Copyright © 2024 Author(s) retain the copyright of this article. This article is published under the terms of the Creative Commons Attribution Liscense 4.0.


http://creativecommons.org/licenses/by/4.0/deed.en_US
https://wjarr.com/
https://doi.org/10.30574/wjarr.2024.22.3.1716
https://crossmark.crossref.org/dialog/?doi=10.30574/wjarr.2024.22.3.1716&domain=pdf

World Journal of Advanced Research and Reviews, 2024, 22(03), 331-335

amplification of the original traffic and in situations where there are multiple of such responses coming in at the same
moment, the victim’s network infrastructure is overwhelmed.

Identification of these malicious requests by the DNS servers involved in this amplification is low as multiple DNS
servers are involved in the attack thus the regular methods of rate limiting multiple requests from one source address
on the DNS server side do not apply.

These attacks happen over the Internet and would require the traffic to be routed first to the DNS server from the
attacker and subsequently to the victim. Given that the attacker, amplifying DNS servers and victim are likely to be in
different autonomous systems, there will be a routing protocol between these AS’s this is the Border Gateway Protocol.
The use of BGP AS paths in combination with ingress filtering on the amplifying server side has often been overlooked
in studies for the mitigation of amplification attacks. This paper explores this option.

This paper is structured as follows, in section 2 is an overview of studies carried out with respect to mitigating
amplification attacks and identifying spoofed IP packets, in section 3 there is a discussion of the goals for the research
and the improvements over other studies, section 4 outlines the methodology for the detection of the spoofed packets
and the setup of the research network. Sections 5 discusses the results of this research work and in section 6 conclusions
and recommendations for further research is made.

2. Related Studies

Given the abundance of authoritative nameservers and the relative ease of effort required for carrying out an
amplification attack, various research works exist in this domain which have explored mitigating these attacks from
different dimensions. A few of these works are explored below.

Kambourakis et. al. [3] proposed a new method of detecting amplification attacks using a monitor to record outgoing
request and incoming response pairs. A custom-made DNS Amplification Attacks Detector tool was implemented to
process captured network packets and give out an alert in the situation that responses without requests (orphaned
responses) are recorded.

Kim et. al. [4] proposed the use of software defined networking to store DNS queries histories to differentiate normal
responses from attack responses. The study showed that malicious DNS responses can be blocked without incurring
significant overhead.

Verma et. al. [5] proposed a query rate sharing between the victim and the DNS resolvers such that when the unsolicited
packets begin arriving at the victim’s network, the victim forwards the new DNS server from whom it has received traffic
from and the query/response rate to other resolvers involved in the amplification attack. This way, all the resolvers
build up an estimated consolidated query rate that is going towards that server and mitigate the attacks locally.

Vaidyanathan et. al. [6] in the study on use of BGP AS numbers to detect IP address spoofing proposed that a profile of
BGP AS numbers and their prefixes be maintained. From this profile, an expected AS number and interface for each
prefix will be generated and in situations where the AS numbers and prefixes do not match the EAS an appropriate
notification is generated.

3. Background and Research goals

This section describes the typical architecture of an amplification attack, the focus points of mitigations in prior research
and the proposed goals for this research paper.

The goal of an amplification attack is to use up the victim’s network infrastructure and system resources. This is because
a small DNS request can elicit a large response as such, one both making simultaneous requests to multiple resolvers
with a victim’s IP address can cause a denial of service on the victim. Below is what a typical amplification architecture
looks like [2]:
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Figure 1 Architecture of a DNS Amplification Attack

In 2017, an amplification attack at Google IPs using an array of CLDAP, DNS, and SMTP servers peaked at 2.5TBps [7].
This research explored ways authoritative DNS resolvers can be prevented from being used in DDOS attacks without
having the victim shoulder the full cost of absorbing malicious traffic. Thus, helping to reduce the possible amount of
malicious traffic that ends up in the victim’s infrastructure. We also identify the ways of detecting and stopping spoofed
packets and carry out an analysis on them.

4. Methodology

Our solution makes the hypothesis that packets from the same AS transverse the same last hop AS before entering the
destination AS [7]. Based on this, the following steps were taken:

Snort was set up as an IDS to detect incoming DNS request packets with the content type any and alert.
Source AS paths were mapped to prefixes of addresses gotten from snort. These AS numbers can be gotten locally from
operators' routers or globally from Internet Routing Registry (IRR) databases (www.irr.net). In our case, they were

gotten locally.

Mismatched AS numbers in traffic are detected and dropped.
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Figure 2 Network Topology
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The following AS to prefix mapping was constructed using the sample network below for the expected entry and exit
AS numbers for traffic coming to the DNS server.
Victim - AS64524
Attacker - AS64530
Intermediate ISP - AS64523
DNS Server - AS64516

Table 1 Autonomous System Mappings to Interfaces

Prefix AS Expected Entry AS/Interface | Expected Exit AS/Interface
for requests for responses

10.15.0.0/24 AS64524 Via AS64523 on Ether2 Via AS64523 on Ether2

10.10.2.0/24 AS64530 Via AS64530 on Ether3 Via AS64530 on Ether3

Following the above and a series of packet captures [8], the transit route of a legitimate DNS traffic from the victim
would be as follows:

Requesting endpoint in AS64524 -> AS64523 -> AS64516 ->DNS server

Response from DNS in AS64516 -> AS64523 -> AS64524 -> Requesting device

5. Results

Packet captures of legitimate and malicious requests were made [8]. From the packet captures, the table below
represents what a legitimate DNS request was like:

Table 2 Legitimate DNS Request Route

Query Origin DNS Server Response Receiver

192.168.0.254(AS64530) | 10.10.2.1 (AS64516) | 192.168.0.254(AS64530)

From the capture of an unrestricted malicious packet capture [8], the transit route was as follows:
Malicious request in AS64530 -> AS64516 -> DNS server -> AS64523 -> AS64524 -> Victim

Table 3 Malicious DNS Request Route

Query Origin DNS Server Response Receiver

192.168.0.254(AS64530) | 10.10.2.1 (AS64516) | 10.15.0.1(AS64524)

These spoofed packets can be dropped by the edge devices of the AS where the DNS server is domiciled, causing one
less device to be available for a DDOS attack on the victim. To improve the ability to detect such spoofed packets, the
anti-spoofing measures should be considered and located as near to the source as possible; in our case, it is an ingress
router that serves as ingress packet filtering. There are a great many precise guidelines to exclude the possibility of IP
spoofing, and we have preferred one that relies on, in simple terms, checking if the entry route is not the same as the
exit route, otherwise, it drops the packet.
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The Mikrotik router solution provides a Strict uRPF (unicast Reverse-Path Forwarding) software feature. At its core (in
Strict mode), the router goes through a two-step process: inspection, which involves looking for the source IP address
in its routing table, and verification, which involves some checking whether the router uses the same interface to link
up this source IP or not. These checks can be enabled by running the below on mikrotik routerOS 6.47:

ip settings set rp-filter=strict

Anti-spoofing can also be implemented using ingress packet filtering, where the packet's entry prefix is matched to the
expected AS-Path for that prefix; failing that, it is dropped. A sample ingress filtering rule using the MikroTik router OS
is as follows:

ip firewall filter add action=drop chain=forward src-address=!as-path in-interface=!as-interface

On enabling the strict uRPF, packets got to the border router of the DNS server but were dropped due to the mode of
operation of the uRPF. Similarly, the ingress packet filtering also dropped packets arriving at the border router of the
DNS network.

6. Conclusion

While using the BGP AS paths is a viable approach to detecting spoofed DNS packets, in situations where the attacker is
in the same BGP as the victim, identifying the request as spoofed will fail. Implementing the strict uRPF mode for the
rejection of spoofed packets is a better alternative. However, this would require rebooting the border routers. In both
cases of uRPF strict mode filtering or ingress filtering using that AS-path, there is a need for the implementation to be
done in tandem with the BGP provider. A recommendation for further research will be to implement automated learning
of BGP as paths, their expected prefixes, and ingress interfaces.
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