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Abstract 

Vehicular Ad-Hoc Networks (VANETs) is a type of mobile ad hoc network (MANET) specifically designed for 
communication among vehicles on the road. VANETs enable vehicles to communicate with each other and with roadside 
infrastructure, forming a dynamic and self-organizing network without the need for a fixed communication 
infrastructure. Security concerns in VANETs encompass a range of threats, including Authentication and Authorization 
attacks, Sybil attacks, Denial-of-Service incidents, Location spoofing, and Eavesdropping. Privacy, on the other hand, is 
a paramount concern in VANETs due to the sensitive nature of location-based data, Identity Disclosure, and user consent 
Control. The paper emphasizes the necessity for robust security mechanisms and outlines specific requirements for 
safeguarding VANETs. Proposed mitigation measures, including cryptographic techniques and authentication 
mechanisms, are critically assessed for their effectiveness and feasibility. The findings provide a comprehensive 
understanding of the complexities surrounding privacy and security in VANETs, contributing valuable insights for the 
development of resilient and privacy-preserving vehicular communication systems. 
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1. Introduction

Vehicular Ad hoc Networks (VANETs) have emerged as a promising technology to enhance road safety, traffic efficiency, 
and overall transportation systems. By enabling vehicles to communicate with each other and with roadside 
infrastructure, this innovation enables real-time data exchange for diverse applications, ranging from enhancing road 
safety to optimizing traffic flow [1]-[6]. However, the pervasive deployment of VANETs introduces a host of privacy and 
security challenges that demand careful consideration and mitigation. VANETs represent a specialized form of Mobile 
Ad Hoc Networks (MANETs) designed to facilitate communication among vehicles on the road. VANETs leverage the 
wireless communication capabilities of vehicles to enable real-time exchange of information, contributing to enhanced 
road safety, traffic efficiency, and overall transportation system performance. These networks rely on Dedicated Short-
Range Communication (DSRC) technology and can operate in both infrastructure-based and infrastructure-less modes 
[7]-[11]. In infrastructure-based VANETs, roadside units (RSUs) play a crucial role by providing a communication 
backbone, while infrastructure-less VANETs enable direct vehicle-to-vehicle (V2V) communication. 

One of the primary applications of VANETs is in improving road safety through the exchange of safety-related 
information among vehicles. This includes warnings about accidents, traffic jams, road hazards, and other critical 
events. Additionally, VANETs support traffic management by optimizing route planning and traffic signal control based 
on real-time data. The implementation of VANETs is also seen as a key enabler for the development and deployment of 
intelligent transportation systems (ITS), contributing to the realization of smart cities [12]-[16]. Despite the promising 
benefits, VANETs face several challenges, including issues related to security, privacy, and network scalability [17]-[21]. 
Ensuring the authenticity and integrity of transmitted messages is crucial to prevent malicious attacks and 
misinformation [22]. Furthermore, the integration of VANETs with existing transportation infrastructure requires 
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careful planning and coordination. Research and development efforts are ongoing to address these challenges and 
unlock the full potential of VANETs for creating safer and more efficient transportation systems. 

1.1. VANETs History 

The history of VANETs can be traced back to the early 2000s when researchers and engineers began exploring the 
potential of using wireless communication technologies to improve road safety and traffic management [23]-[26]. The 
concept gained momentum with the advent of Dedicated Short-Range Communication (DSRC), a communication 
standard specifically designed for vehicular communication. DSRC operates in the 5.9 GHz band and allows vehicles to 
communicate with each other and with roadside infrastructure, forming the foundation for VANETs. In 2003, the 
Federal Communications Commission (FCC) allocated the 5.9 GHz band for Intelligent Transportation Systems (ITS) in 
the United States, marking a significant milestone for the development of VANETs. Around the same time, various 
research projects and initiatives were launched globally to explore VANET applications, protocols, and system 
architectures. These efforts aimed to leverage VANETs for enhancing road safety through the exchange of real-time 
information among vehicles, such as warnings about accidents, sudden braking, and other critical events [27],[28]. 

As VANET research progressed, the focus expanded beyond safety applications to include traffic efficiency, 
environmental sustainability, and the integration of VANETs into smart city frameworks. Standardization bodies, such 
as the Institute of Electrical and Electronics Engineers (IEEE) and the European Telecommunications Standards 
Institute (ETSI), played a crucial role in defining communication protocols and standards for VANETs. The IEEE 802.11p 
standard, an amendment to the widely used Wi-Fi standard, specifically addresses wireless access in vehicular 
environments, solidifying the technological foundation for VANET deployment [29]-[33]. In the subsequent years, field 
trials and pilot projects were conducted to validate the feasibility and performance of VANETs in real-world scenarios. 
These trials helped identify challenges related to scalability, security, and privacy [34], prompting further research and 
development efforts to address these issues. Today, VANETs continue to evolve as a multidisciplinary field, with ongoing 
research aimed at unlocking their full potential in creating safer, more efficient, and connected transportation systems. 

Further innovations, as from 2011; The European Telecommunications Standards Institute (ETSI) standardized ITS-G5 
as a communication standard for Intelligent Transport Systems (ITS), providing further clarity for VANETs 
deployments. This included protocols for message exchange, data formats, and transmission mechanism, incorporates 
security and privacy features to safeguard the integrity of communications and protect sensitive information exchanged 
in vehicular networks. This is crucial given the potential risks associated with unauthorized access and malicious attacks 
in VANETs [35]. 

1.2. VANETs Architecture 

VANETs are a type of ad hoc network that enables communication among vehicles (V2V), between vehicles and roadside 
infrastructure (V2I), and potentially with other entities such as pedestrians (V2P). The Figure 1 below illustrates the 
basic VANETs architecture. 

 

Figure 1 Basic Architecture of VANETs 
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The IEEE 1471-2000 and ISO/IEC 42010 standards, described that VANETs components are classified into three 
domains: 

Mobile domain includes the vehicle and the mobile device domains. The former comprises all type of vehicles (e.g., cars, 
trains, buses) [36]. The latter includes all types of portable devices (e.g., smart-phones, laptop, smart watches).  

Infrastructure domain incorporates the roadside infrastructure domain (e.g., traffic light, camera, etc.) and the central 
infrastructure domain (e.g., Traffic Management Centers (TMCs), Vehicle Management Centers) [37].  

Generic domain includes the Internet and the Private infrastructures. 

Authors in [35] explored the architecture of VANETs into three major domains, creating a holistic framework that 
integrates the ad hoc, infrastructure, and in-vehicle domains to create a connected and intelligent vehicular 
communication system as shown in Figure 2. 

 

Figure 2 C2C-CC VANETs Architecture 

In-vehicle domain consists multiple application units (AUs) and one On Board Unit (OBU). An AU is a dedicated device, 
which can be an integrated part of a vehicle or a separate portable device such as smart-phone, laptop, etc [39]. It runs 
one or many applications that exploit the OBU communication capabilities. The AUs and OBU are permanently 
connected through a wired or wireless connection. 

Ad-hoc domain is composed of vehicles equipped with OBUs and stationary Road-Side Units (RSUs) deployed in specific 
locations along the road [40]. OBUs communicates with each other, directly or via multi-hop, using wireless short-range 
communication devices allowing ad-hoc communications [41] between vehicles. An RSU is a stationary device that can 
be connected to an infrastructure network or to the Internet. It can send, receive or forward data in the ad-hoc domain 



World Journal of Advanced Research and Reviews, 2023, 20(03), 1449–1479 

1452 

(i.e., vehicles equipped with OBUs and RSUs), which enables to extend the coverage of the ad-hoc network. An OBU may 
access to the Internet via an infrastructure connected RSU, public commercial or private  wireless Hot Spots (HSs) to 
communicate with internet nodes or servers. 

Infrastructure domain access consists of HSs and RSUs. In case that neither RSUs nor HSs provide Internet access, OBUs 
can exploit cellular radio networks for example HSDPA, WiMax and 4G [42]. The detailed communication architectural 
design within the VANETs structure is shown in Figure 3 below. 

 

Figure 3 VANETs Communication Architecture 

VANETs adopt similar concepts of connectivity and design as MANETs. VANET communication can be divided into three 
major categories:  

 V2V communication, where vehicles can link immediately to disseminate messages to each other [43]. 
 V2I communication , in which the vehicle can connect with infrastructure-based networks for exchanging data 

wirelessly [44]. 
 Infrastructure-to-Infrastructure (I2I) networks to contribute to major vehicular applications [46]. A wireless 

connection exists between the infrastructure and nearby vehicles, where it can relay data in both directions 
(e.g., V2I and I2V). 

The infrastructure offers up-to-date information and internet access to vehicles through this connection. As a result, 
they will receive major updates on current events as well as traffic on nearby highways.  

As explained in [46], VANETs consist of several main components that work together to enable communication among 
vehicles and between vehicles and roadside infrastructure. These components contribute to the overall functionality 
and effectiveness of VANETs in enhancing road safety, traffic management, and overall transportation efficiency: 

Onboard Units (OBUs): OBUs are essential components installed in individual vehicles [47]. They are equipped with 
wireless communication devices, such as Dedicated Short-Range Communication (DSRC) modules, GPS receivers, and 
sensors. The OBU serves as the communication interface for the vehicle, facilitating the exchange of information with 
other vehicles and roadside infrastructure. The inclusion of GPS [48] allows accurate positioning, enabling applications 
that rely on location data, such as navigation and cooperative collision warning. 

Roadside Units (RSUs): RSUs are fixed infrastructure components strategically placed along roadways [49]. They act as 
communication nodes, providing a link between vehicles and the broader communication infrastructure. RSUs facilitate 
Vehicle-to-Infrastructure (V2I) communication, enabling vehicles to exchange data with the roadside infrastructure. 



World Journal of Advanced Research and Reviews, 2023, 20(03), 1449–1479 

1453 

This interaction is crucial for applications like traffic signal control, congestion management, and access to centralized 
services [50], [51]. 

Vehicle-to-Vehicle (V2V) Communication: V2V communication is a fundamental aspect of VANETs, allowing direct data 
exchange between nearby vehicles. OBUs in one vehicle can communicate with OBUs in surrounding vehicles, sharing 
information such as speed, position, and status [52], [53]. V2V communication is vital for safety applications like 
cooperative collision warning, where vehicles collaborate to avoid potential hazards by sharing real-time data. 

Communication Protocols and Standards: The communication protocols [54] and standards define how information is 
exchanged in VANETs. The IEEE 802.11p standard, an extension of the Wi-Fi standard, is commonly used for wireless 
communication in VANETs. These protocols govern channel access methods, message formats, and other 
communication parameters to ensure efficient and reliable data exchange [55]-[59]. 

Application Layers: VANETs support a diverse set of applications across different layers. Safety applications focus on 
real-time exchange of critical information [60] to enhance road safety, while non-safety applications include traffic 
management, infotainment, and environmental monitoring [61]-[64]. The architecture accommodates the specific 
communication needs of various use cases, making VANETs versatile in addressing different aspects of transportation. 

Security Mechanisms: Security is a crucial component in VANETs due to the sensitive nature of the information 
exchanged. Security mechanisms include authentication, encryption, and pseudonymity [65]. Authentication ensures 
the legitimacy of communication participants, encryption protects data integrity and confidentiality, and pseudonymity 
helps safeguard individual driver privacy by using temporary identifiers [66]-[69]. 

Privacy-Preserving Techniques: Privacy is a significant consideration in VANETs. Privacy-preserving techniques, such as 
the use of pseudonyms, are employed to anonymize vehicles and protect the identities of individual drivers [70], [71]. 
These techniques strike a balance between the need for information exchange and the privacy concerns of vehicle 
owners. 

These components collectively form the foundation of VANETs, enabling the seamless communication and collaboration 
necessary to improve road safety, traffic efficiency, and overall transportation systems. 

2. Characteristics of VANETs 

Understanding the features of VANETs is important in designing effective communication protocols, security 
mechanisms, and applications within the VANETs environment. These features make VANETs a unique and challenging 
domain for networking and communication research and development. 

Dynamic Topology: VANETs have a dynamic and rapidly changing network topology as vehicles move in and out of 
communication range [72], [73]. The topology is influenced by factors such as vehicle speed, direction, and road layout. 

Mobility: Vehicles in VANETs are highly mobile, leading to frequent changes in network connectivity [74]. Mobility 
patterns affect the efficiency of communication and network management. 

Inter-Vehicle Communication: VANETs support both communication between vehicles (V2V) and communication 
between vehicles and roadside infrastructure (V2I). V2V communication is crucial for cooperative safety applications, 
while V2I communication enhances traffic management and infrastructure efficiency [75], [76]. 

Real-Time Communication: VANETs often require real-time communication to support safety applications, such as 
collision warning systems. Low latency [77] is essential for timely exchange of information between vehicles and 
infrastructure. 

Broadcast Communication: Broadcasting is a common communication mode in VANETs, where a message from one 
vehicle is transmitted to all nearby vehicles [78]-[81]. Broadcasting supports applications like traffic information 
dissemination and emergency alerts. 

Resource Constraints: Vehicles in VANETs typically have limited computational resources [82], power, and bandwidth. 
Protocols and algorithms must be designed to operate efficiently within these constraints [83], [84]. 
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Secure Communication: Security is a critical concern in VANETs due to the potential impact of malicious activities on 
safety and privacy [85]-[88]. Authentication, encryption, and secure key management mechanisms are implemented to 
ensure the integrity and confidentiality of communication. 

In essence, VANETs are characterized by real-time data exchange, allowing vehicles to share crucial information such 
as speed, position, and status with one another through Vehicle-to-Vehicle (V2V) communication. DSRC technology, 
often operating in the 5.9 GHz band, serves as the communication backbone, enabling low-latency and high-reliability 
connections. VANETs support both Vehicle-to-Infrastructure (V2I) communication, connecting vehicles with roadside 
units (RSUs) for additional services, and Vehicle-to-Everything (V2X) communication, encompassing interactions with 
pedestrians and other road users. The communication protocols, including the IEEE 802.11p standard, are designed to 
meet the stringent requirements of vehicular environments, and security features, such as authentication and 
pseudonymity, are integrated to ensure the integrity and privacy of transmitted data [85]-[94]. These characteristics 
collectively contribute to VANETs' role in enhancing road safety, traffic management, and creating intelligent 
transportation systems. 

2.1. VANETs Application. 

VANETs seek to connect devices contained within vehicles together to create services that are particularly relevant to a 
vehicular environment. They attempt to do so without relying on infrastructure devices to assist in the process of 
network topology management. 

Authors in [95] classifies Applications of VANETs into four main categories as shown in Figure 4 below: 

 Safety oriented 
 Commercial oriented 
 Convenience Oriented 
 Productive Oriented 

 

Figure 4 Applications of VANETs 
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2.2. Safety Oriented 

VANETs safety Applications include: Collision Warning Systems, whereby VANETs enable vehicles to exchange 
information about their speed, position, and direction, allowing them to warn each other about potential collisions [96], 
[97]. Secondly, Emergency Vehicle Notification -  Swift communication between emergency vehicles and surrounding 
vehicles can improve response times and clear paths for emergency vehicles. 

2.3. Commercial Oriented 

Commercial applications will provide the driver with the entertainment and services as web access, streaming audio 
and video. The Commercial applications can be classified as: Remote Vehicle Personalization/ Diagnostics: It helps in 
downloading of personalized vehicle settings or uploading of vehicle diagnostics from/to infrastructure. The Internet 
Access, vehicles can access internet through RSU if RSU is working as a router [98], [99].  Digital map downloading, 
contains maps of regions can be downloaded by the drivers as per the requirement before traveling to a new area for 
travel guidance.  

2.4. Convenience Oriented 

Equipped with Parking Assistance Technology, vehicles can share information about available parking spaces, helping 
drivers find parking more efficiently [100]. Automated toll collection systems can be facilitated through VANETs, 
improving the flow of traffic at toll booths. 

2.5. Productive Applications 

Contains the Road Condition and Weather Updates in which VANETs enables the dissemination of real-time information 
about road conditions, accidents, and weather conditions to enhance driver awareness [101], [102]. Traffic Jam Alerts 
in which vehicles can share information about traffic jams, helping others to choose alternative routes. Platooning, 
vehicles can form platoons by closely following each other, communicating to maintain a safe and efficient driving 
formation, reducing fuel consumption and improving traffic flow. Coordinated Merging in which VANETs enable 
coordination between vehicles when merging onto highways or changing lanes, optimizing traffic flow. 

3. Security and privacy issues 

Vehicular Ad-Hoc Networks, are involved in the communication between vehicles and roadside infrastructure. While 
these networks offer significant benefits, such as improved traffic management, increased road safety, and enhanced 
driver experience, they also raise various security and privacy concerns [103]-[105]. Security and privacy concerns in 
VANETs arise from the unique challenges posed by the dynamic and open nature of vehicular communication. One major 
issue is the vulnerability to malicious attacks, such as false data injection or denial-of-service attacks, which can 
compromise the integrity and reliability of information exchanged among vehicles. Moreover, the continuous broadcast 
of sensitive data, like location information and driving patterns, raises privacy issues as it can be exploited for tracking 
or profiling individuals. Ensuring secure and private communication in VANETs requires robust cryptographic 
mechanisms, authentication protocols, and intrusion detection systems to thwart malicious activities, while also 
addressing the need for preserving the anonymity and confidentiality of user data to instill trust among network 
participants. 

3.1. Security and Privacy Requirements for VANETs 

Security and privacy requirements for VANETs involve multifaceted considerations to safeguard the integrity, 
confidentiality, and availability of communication while respecting individual privacy. Figure 6 gives an illustration of 
security mechanism in VANETs. Robust cryptographic techniques are essential for secure message authentication and 
data integrity verification, preventing malicious entities from injecting false information into the network.  

Privacy-preserving mechanisms, such as pseudonym changing and identity management, are crucial to mitigate the risk 
of unauthorized tracking and profiling of users. Additionally, secure key management and distribution mechanisms play 
a vital role in protecting communication channels. It is imperative to implement intrusion detection systems to promptly 
identify and respond to security threats. Striking a delicate balance between maintaining the security of the network 
and preserving user privacy is paramount in designing comprehensive security and privacy solutions for VANETs. For 
any system/network or architecture to be secure, it must align its principles with the CIA triad. Some sub-domains of 
the triad are discussed. 
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Figure 5 Security techniques in VANETs 

3.1.1. Authentication 

Authentication in VANETs is a crucial aspect to ensure that only authorized entities can participate in communication 
and to prevent malicious activities. Figure 6 illustrates some of the authentication schemes in VANETs. It is therefore 
clear that various authentication mechanisms are employed in VANETs to verify the identity of vehicles and entities 
within the network [106]-[111]. Some of the key aspects of authentication include: 

Public key infrastructure: which utilizes a hierarchical system of digital certificates, public and private keys, and a 
certificate authority to facilitate secure communication, ensuring the authenticity of vehicles and their messages by 
verifying digital signatures using public keys [112], [113]. 

Pseudonymity and anonymous authentication. It involves the use of pseudonyms to protect the real identity of vehicles. 
Anonymous authentication allows vehicles to prove their authenticity without revealing their true identity [114]-[117]. 
Its major role in authentication is to enhances privacy by preventing the tracking of individual vehicles while still 
allowing for secure communication. 

Group signature schemes: enables a member of a group to sign messages on behalf of the group. The verifier can confirm 
that the signature is from a group member but cannot determine which member, in return it supports secure 
communication within groups of vehicles without disclosing the specific identity of the signer [118], [119]. 

Efficient key management:  Involves the secure generation, distribution, and revocation of cryptographic keys used for 
authentication and secure communication; making sure that only authorized entities possess the necessary keys, and 
facilitates efficient and secure key exchanges [120]-[123]. 

Message Authentication Codes: Cryptographic codes generated using a secret key to authenticate the integrity and origin 
of a message, thus protecting messages from tampering or unauthorized modifications, ensuring the integrity of the 
transmitted data [124]-[128]. 
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Figure 6 VANET authentication schemes 

Time Based Authentication: it involves using time as a factor in the authentication process. Time-based mechanisms may 
include timestamps [129] or time-limited cryptographic keys, mitigating the risk of replay attacks and enhances the 
overall security of the authentication process. 

3.1.2. Non Repudiation 

Non-repudiation in the context of VANETs refers to the ability to ensure that a sender cannot deny having sent a 
message, and a recipient cannot deny having received the message. It is a critical security property that helps establish 
accountability and trust in communications. Non-repudiation is particularly important in VANETs, where reliable and 
irrefutable evidence of communication is essential for various applications, especially in the context of safety and 
security [130]-[135]. Key elements of non-repudiation include: 

Digital Signatures: use cryptographic techniques to associate a unique signature with a piece of digital content as shown 
in Figure 7. It provides proof of the origin, identity, and integrity of the sender [136]. This serves as a cryptographic 
proof that a specific entity (sender) has approved the content of a message or transaction. It ensures that the sender 
cannot later deny their involvement. 

Time stamps: records the exact time when a particular event or transaction occurs. In the context of non-repudiation, 
they provide a chronological record of actions [137]. This establishes the timeline of events, making it difficult for a 
party to deny the occurrence of an action at a specific point in time, thus enhancing the accountability and credibility of 
digital evidence.  

Secure Time Synchronization: this ensures that all entities in a system share a consistent and accurate understanding of 
time [138]. It is crucial for aligning the timestamps across different components, preventing disputes, regarding the 
timing of events. Secure time synchronization is a critical aspect of network security, ensuring that all devices within a 
system maintain accurate and synchronized time. This is particularly crucial in scenarios like financial transactions, 
communication protocols, and distributed systems where precise timing is essential. To enhance security, time 
synchronization protocols need to resist various attacks, such as replay attacks or man-in-the-middle attacks, which 
could compromise the integrity and consistency of time across the network. Secure time synchronization often involves 
the use of cryptographic techniques and authentication mechanisms to verify the legitimacy of time signals and prevent 
malicious actors from manipulating or injecting false timing information. Implementing secure time synchronization is 
essential for maintaining the overall integrity and reliability of distributed systems, protecting against potential 
vulnerabilities that could arise from inaccurate or compromised timekeeping. 
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Figure 7 Signature-based authentication 

Tamper-Evident Logging: are records that provide evidence of any tampering attempts or alterations to the logged 
information. They are designed to detect and indicate unauthorized changes. It contributes to the integrity of records 
[139]. If a party attempts to repudiate an action, tamper-evident logs can be used to demonstrate that the records have 
not been altered since the time of creation. 

3.1.3. Message Integrity 

Ensuring message integrity means that the content of messages exchanged between vehicles and infrastructure has not 
been altered or tampered with during transmission. Maintaining message integrity is essential to prevent malicious 
manipulation of information [140], particularly in safety-critical applications. 

3.1.4. Message Confidentiality 

It involves protecting the content of messages exchanged between vehicles and infrastructure from unauthorized access 
or eavesdropping. Confidentiality is crucial in VANETs to prevent sensitive information from being intercepted and 
misused by malicious entities [141], [142]. Key Mechanisms to ensure message confidentiality in VANETs include: 

Encryption which involves converting the content of a message into a secure and unreadable format using cryptographic 
algorithms. Only entities with the appropriate decryption key can convert the message back to its original form [143], 
[144]. Safeguarding the content of messages from unauthorized access or eavesdropping. In VANETs, it ensures that 
only authorized parties can understand the information being exchanged. 

Application of secure communication protocol such as Transport Layer Security (TLS) or Datagram Transport Layer 
Security (DTLS), provide a secure channel for data exchange [145], [146]. These protocols incorporate encryption, 
authentication, and integrity checks, establishing a secure and authenticated connection between communicating 
entities, ensuring that messages remain confidential during transit. 

Key management which involves the secure generation, distribution, and storage of cryptographic keys. It ensures that 
only authorized entities have access to the keys required for encryption and decryption [147], [148]. Maintaining the 
confidentiality of messages, preventing unauthorized entities from decrypting and accessing sensitive information by 
controlling access to cryptographic keys. 
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Selective disclosure which refers to the ability to control and limit the information disclosed to specific entities. It allows 
users or vehicles to disclose only necessary information to achieve a particular goal [149], [150]. By selectively 
disclosing information, VANETs participants can minimize the exposure of sensitive data. This mechanism helps balance 
the need for communication with the need to protect privacy and confidentiality. 

3.1.5. Access Control 

Access Control is a security framework that monitors and controls who, what, and when a subject has access to an entity 
or can perform actions within a system [151], [152]. In VANETs access control ensures that security and privacy of 
communication between vehicles. 

Key aspects of Access Control include: 

Vehicular communication authentication: involves verifying the authenticity of communication participants [153]. It 
ensures that vehicles are who they claim to be, preventing unauthorized entities from participating in the network, 
allowing for secure and authorized interactions. 

Role based access control: assigns roles to entities based on their responsibilities or functions. Access rights are then 
granted based on these roles, ensuring that users have the necessary permissions to perform their tasks [154]. Helps to 
manage and enforce access policies by organizing participants into roles and regulating their access to resources and 
functionalities accordingly. 

Pseudonym Management: is the use of temporary or pseudonymous identifiers to protect the real identity of vehicles. 
Pseudonyms are periodically changed to enhance privacy, allowing vehicles to communicate without revealing their 
true identities, preventing tracking and providing a degree of anonymity [155]. 

Selective Disclosure: allows entities to reveal only specific information to authorized parties, minimizing the amount of 
data shared while still meeting the requirements of a given interaction [156]. By selectively disclosing information, 
VANETs participants can control what data is shared, contributing to privacy preservation and access control. 

Revocation Mechanisms: is the removal of access privileges from entities that no longer should have them [157]. This 
could be due to a change in roles, compromised credentials, or other security concerns. 

Encryption for Confidentiality: encoding information in a way that only authorized parties can decipher it [158]. It 
ensures the confidentiality of data during transmission. 

3.2. Pertinent VANET security issues 

VANETs, being a wireless ad hoc network, serves its  purpose completely but is prone to security attacks. Highly dynamic 
connections, sensitive information sharing and time sensitivity makes VANETs architecture prone to attacks.  Authors 
in [159] classify the attacks on VANETs, grouping the attacks in the CIA triad framework as shown in the Figure 8 below. 

As shown in Figure 8, attacks can compromise the CIA triad, which encompasses confidentiality, integrity, and 
availability. Confidentiality may be jeopardized through eavesdropping attacks, where unauthorized entities intercept 
and gain access to sensitive communication, potentially leading to privacy breaches. Integrity attacks involve the 
manipulation of data exchanged among vehicles, introducing false information or altering legitimate messages, thereby 
compromising the reliability of the shared information. Availability attacks target the network's ability to function 
smoothly, often through denial-of-service attacks that disrupt communication channels or overload the network with 
malicious traffic. 
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Figure 8 CIA Triad VANETs Attacks 

Safeguarding the CIA triad in VANETs necessitates the implementation of robust encryption mechanisms for 
confidentiality, secure authentication protocols to ensure data integrity, and resilient network architectures to 
withstand and recover from availability threats, thus ensuring a secure and dependable vehicular communication 
environment. The Table 1 below represents some of the security challenges that VANETs face, its effects and probability 
of occurrence. 

Table 1 Security Challenges in VANETs 

Security Issue Description Effects Probability of 
Occurrence 

Authentication 
and Authorization 

Exploits vulnerabilities in the 
authentication and authorization 
processes of systems, 

Disruption of Communication, 
Compromised Safety, and Lack 
of privacy 

High 

Sybil Attack An attacker creates multiple fake identities 
to flood the network, potentially 
disrupting communication and misleading 
other vehicles. 

Impersonation of multiple 
vehicles, misinformation, and 
disruption of network services. 

Medium 

Denial of Services 
Attack 

Overloading the network to disrupt 
services 

Disruption of communication, 
traffic jams 

Low 

Location Spoofing Involves an attacker providing false 
location information to other vehicles or 
the infrastructure, creating a deceptive 
representation of its position 

Misleading Navigation, Traffic 
Congestion, and Collision Risks 

Medium 

Eavesdropping Unauthorized interception of 
communication 

Unauthorized access to 
sensitive information 

Medium 
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3.2.1. Authentication and authorization attacks  

Authentication verifies the identity of a subject or service, and authorization determines their access rights. The Major 
challenge faced is verifying the authenticity of vehicles and ensuring that only authorized entities can participate in 
communication. The major weakness is the open and dynamic nature of VANETs, making authentication challenging, 
and unauthorized entities could compromise network integrity [160]-[164]. VANETs have a highly dynamic topology 
as vehicles move rapidly, join, and leave the network frequently. Secondly, VANETs often lack a centralized 
infrastructure, making it challenging to establish a reliable and scalable authentication system. These disadvantages the 
authentication mechanisms to adapt to the changing topology to ensure timely and accurate verification of vehicle 
identities, and the Public Key Infrastructure (PKI) solutions may face difficulties in deployment and management. 

3.2.2. Sybil Attacks 

The primary goal of a Sybil attack in VANETs is to compromise the integrity and reliability of the network by creating 
numerous malicious nodes (Sybil nodes) that collaborate to disrupt communication, spread false information, or 
manipulate network protocols. As shown in Figure 9, Sybil attacker generates multiple fake identities, each with a 
unique pseudonym, to gain influence or control over the network [165], [166]. Sybil nodes collaborate to amplify the 
impact of malicious activities, such as injecting false traffic information, disrupting routing protocols, or causing 
confusion in safety applications.  Sybil attacks take advantage of the lack of a centralized authority and the dynamic 
nature of VANETs, where vehicles frequently join and leave the network. They exploit trust and coordination 
mechanisms, as well as compromise the reliability of information dissemination. 

 

Figure 9 Sybil attackers 

Sybil attacks can lead to the spread of false traffic information, causing congestion, rerouting, and potentially dangerous 
situations. Compromised Safety Applications: Safety-related applications, such as collision avoidance systems, can be 
compromised if Sybil attackers inject false data, leading to incorrect decisions by vehicles. Detecting Sybil attacks is 
challenging due to the dynamic nature of VANETs and the need for real-time decision-making [167], [168]. Traditional 
security mechanisms, such as cryptographic solutions, may be insufficient, and additional trust models or reputation 
systems are required for effective [169] detection. Figure 10 below, represents a more detailed graphical explanation 
of a Sybil attack. Car C, a single Node, creates multiple identities, and sends the information to the rest of the nodes (Car 
A, B,D can change route leaving car C with a free traffic road. 
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Figure 10 Sybil Attack on VANETs 

3.2.3. Denial of Service Attacks 

The primary goal of a Denial of Service attack in VANETs is to disrupt communication and services, causing a 
degradation or complete loss of network functionality. Attackers aim to overwhelm network resources, such as 
communication channels or processing capabilities, to prevent legitimate users (vehicles) from accessing essential 
services [170], [171]. Some of the attacks mechanisms includes: 

Communication jamming, which involves transmitting interference signals to disrupt wireless communication channels, 
causing congestion and blocking legitimate messages [172]. 

Resource exhaustion attackers may exhaust network resources, such as bandwidth, processing power, or memory, by 
flooding the network with a large volume of malicious requests or traffic [173]. 

3.2.4. Impact on VANETs 

DoS attacks can compromise safety-related applications by disrupting the timely exchange of critical information, such 
as collision warnings or traffic updates.  

Traffic Management Disruption: Congestion caused by DoS attacks can lead to traffic flow disruptions, affecting routing 
algorithms and causing delays. 

Service Unavailability: Legitimate vehicles may be unable to access essential VANETs services, leading to a loss of 
connectivity and functionality. 

3.2.5. Vulnerabilities Exploited 

Lack of Centralized Control: VANETs often operate without a centralized control infrastructure, making it challenging 
to detect and mitigate DoS attacks centrally. 

Limited Security Measures: The dynamic nature of VANETs and the need for real-time communication can limit the 
implementation of complex security measures, making the network susceptible to attacks. 

In Figure 11 below, Car Q and U compromises the RSU while Car M, N, O, and P denied the attacker  Q and R. S and T, 
deprived of access to RSU services by the car in the attacker. 
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Figure 11 Denial of service attack 

3.2.6. Location Spoofing 

The primary goal of GPS spoofing in VANETs is to manipulate the location information of vehicles, leading to false 
positioning data being disseminated within the network. GPS spoofing attacks can have severe consequences for safety 
applications in VANETs. Misleading positioning information can result in incorrect decisions by safety systems, leading 
to accidents or disruptions in traffic flow.  As shown in Figure 12, the Spoofer generates fake GPS signals and transmit 
them to nearby vehicles, fooling their GPS receivers into calculating incorrect positions [174].  

 

Figure 12 Spoofing in VANETs 

Vehicles relying on these spoofed signals may experience inaccurate positioning, affecting safety-related applications 
and service. The Spoofer record legitimate GPS signals and replay them later. This can cause vehicles to believe they are 
at a location where they were in the past. The replay attacks [175] can lead to outdated and incorrect information being 
disseminated, impacting the effectiveness of safety applications. 



World Journal of Advanced Research and Reviews, 2023, 20(03), 1449–1479 

1464 

3.2.7. Eavesdropping 

The primary goal of eavesdropping attacks is to intercept and gather sensitive information exchanged between vehicles 
or between a vehicle and the infrastructure [176]. As shown in Figure 13, attackers aim to gain unauthorized access to 
information such as location data, communication patterns, or even personally identifiable information. Eavesdropping 
in VANETs poses a significant security concern as it involves unauthorized interception of communication between 
vehicles, potentially compromising the confidentiality of sensitive information.  

 

Figure 13 Eavesdropping in VANETs 

Attackers may exploit vulnerabilities in the wireless communication protocols used in VANETs to eavesdrop on 
messages containing location data, traffic patterns, or other private details. This information can be leveraged for 
malicious purposes such as tracking the movements of specific vehicles or conducting targeted attacks. Mitigating 
eavesdropping in VANETs requires the implementation of strong encryption techniques, like secure key management 
and the use of cryptographic algorithms, to ensure that transmitted data remains confidential and resistant to 
interception by unauthorized entities. Additionally, ongoing research and development are crucial to staying ahead of 
evolving eavesdropping techniques and enhancing the overall security posture of VANETs. 

3.2.8. Attack Mechanisms 

Passive Monitoring: Attackers passively listen to wireless communication within the VANETs without actively 
participating in the communication [177]. 

Signal Interception: Eavesdroppers may intercept wireless signals between vehicles or between a vehicle and roadside 
infrastructure to capture sensitive data [178]. 

3.2.9. Data Targeted 

Location Information: Eavesdropping can compromise the privacy of location-based information, revealing the 
movement patterns and habits of individual vehicles. 

Safety Messages: Sensitive safety-related messages, such as emergency braking signals or collision warnings, can be 
intercepted, potentially leading to malicious exploitation. 

3.3. Privacy issues in VANETs 

The introduction and usage of VANETs in real world scenarios also brought by privacy concern  because of the 
continuous exchange of location and other sensitive information among vehicles and infrastructure components. 
Protecting the privacy of individuals in VANETs is essential to encourage widespread adoption and prevent potential 
misuse of personal data [179], [180]. Vehicles should trust the sender that may have an identity or not, as well as trust 



World Journal of Advanced Research and Reviews, 2023, 20(03), 1449–1479 

1465 

the intermediate forwarder vehicles. Thus, trade-off mechanisms are required between anonymity communication 
[181] and privacy with the possibility to show real vehicle identity. The Table 2 below, gives a brief summary of VANETs 
privacy attacks, description, effects, and probability of occurrence.  

Table 2 Privacy Challenges/attacks on VANETs 

Privacy 
Challenge/Attack 

Description Effects Probability of 
Occurrence 

Location Privacy Manipulation of reported 
location information. 

Misguides other vehicles, compromising 
traffic flow, safety applications, and 
coordination mechanism 

High 

Identity Disclosure Unauthorized exposure of a 
user's real identity. 

 Compromises user privacy, may lead to 
tracking, profiling, and potential misuse 
of personal information. 

High 

Data Minimization  Inadequate efforts to limit 
the collection of unnecessary 
data. 

Increased risk of privacy breaches, 
exposure of sensitive information, and 
potential misuse of collected data. 

High 

User Consent and 
Control 

Lack of mechanisms for users 
to control data sharing and 
provide consent. 

Users may be unaware of or unable to 
manage data sharing, leading to 
involuntary exposure of personal 
information 

Moderate 

Social Engineering 
Attacks 

Manipulation of individuals 
to disclose sensitive 
information 

Unauthorized access to personal data, 
compromise of security credentials, and 
potential misuse of obtained information. 

High 

3.4. Location Privacy 

Constant transmission of location information in VANETs can lead to the tracking and profiling of individual vehicles, 
compromising their location privacy. Unauthorized entities or malicious actors may exploit location data to monitor the 
movements of specific vehicles, raising privacy concerns for drivers and passengers [182]. Whenever a vehicle sends a 
message, no one but authorized entities should know their real identity and location of the vehicle. All the messages 
sent by the vehicle must be authenticated before processing, hence location privacy is an important design aspect to be 
considered in VANETs operations. 

3.5. Identity Disclosure 

The constant communication between vehicles and infrastructure components raises challenges related to protecting 
the identities of individuals involved in the network. VANETs often use persistent pseudonyms to protect the real 
identities of vehicles [183]. However, if not managed properly, these pseudonyms might become linkable to actual 
identities over time. The prolonged use of the same pseudonym could lead to the identification of specific vehicles and 
compromise the privacy of drivers. 

3.6. Data Minimization 

Data minimization is a privacy principle that advocates collecting only the minimum amount of data necessary for a 
specific purpose. In the context of Vehicular Ad Hoc Networks (VANETs), where vehicles continuously exchange 
information, data minimization is crucial to address privacy concerns [184]. VANETs involve the continuous exchange 
of data, including location, speed, and other information, to support various applications. The sheer volume of data 
exchanged raises challenges in determining what data is essential and ensuring that only necessary information is 
transmitted to preserve privacy. 

Secondly, deciding on appropriate storage and retention policies for VANETs data presents challenges, particularly 
regarding how long data should be retained and for what purposes. Extended data retention periods may increase the 
risk of privacy breaches, especially if the stored data is not adequately protected. Obtaining user consent and providing 
individuals with control over the collection and sharing of their data is challenging in the dynamic and fast-paced 
environment of VANETs [185]. Lack of transparent consent mechanisms and user control may result in individuals 
unknowingly contributing to data exchange without clear understanding or approval. 
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3.7. User Consent and Control 

Data privacy and protection require that people have control over their personal data and make informed choices 
regarding its usage. The consent model of privacy protection assumes that individuals control their personal 
information and are able to assess the risks associated with data sharing. User consent and control poses a challenge 
because of the dynamic nature [186] of VANETs; they have dynamic topology with vehicles entering and leaving the 
network frequently. Obtaining and managing user consent in such a dynamic environment is challenging. In result users 
may not have sufficient time to explicitly provide consent, leading to challenges in ensuring that their privacy 
preferences are respected. 

3.8. Social Engineering Attacks 

Social engineering is a form of manipulation used by attackers to deceive individuals or organizations into divulging 
confidential information, providing access to systems, or performing actions that may compromise security. These 
attacks exploit human psychology rather than relying on technical vulnerabilities. VANETs are primarily susceptible to 
technical security challenges, social engineering can play a role in manipulating individuals to compromise the security 
of the network [187]. Possible ways in which an attacker may perform social engineering attack include: 

False Vehicle-to-Everything (V2X) communication: attackers send fake V2X messages to nearby vehicles, providing 
misleading information. Deceived vehicles may make unsafe decisions based on false information, leading to accidents 
or traffic disturbances. 

Impersonation for access to secure zones: an attacker pretends to be an authorized entity (e.g., emergency vehicle) to 
gain access to secure zones within the VANETs, leading to unauthorized access can lead to security breaches, 
disruptions, or interference with emergency operations. 

False traffic advisory: an attacker broadcasts false traffic advisories to vehicles, claiming accidents, road closures, or 
other incidents that didn't occur. This can cause panic, congestion, and lead to unauthorized route changes by deceived 
drivers. 

3.9. VANETs security issues remedies 

Addressing security issues in VANETs requires a multifaceted approach. To mitigate the risk of malicious attacks, robust 
cryptographic techniques, such as digital signatures and message authentication codes, should be employed to ensure 
the integrity and authenticity of exchanged information. Privacy concerns can be addressed through the implementation 
of pseudonym changing strategies, allowing vehicles to periodically change their identifiers to prevent long-term 
tracking. Intrusion detection and prevention systems play a crucial role in identifying and responding to security threats 
in real-time. Additionally, secure and efficient key management mechanisms are essential for protecting communication 
channels. Standardizing security protocols across the VANET ecosystem promotes interoperability and consistency in 
security measures. Ultimately, a combination of encryption, authentication, privacy-preserving techniques, and vigilant 
monitoring can contribute to a more resilient and secure VANET environment. Regular updates and collaboration within 
the research community are essential to staying ahead of emerging security challenges in the dynamic landscape of 
vehicular communications. In Table 3 below, it gives a summary of each security issues discussed and what mitigation 
strategies can be implemented. 

Table 3 VANETs security issues mitigation strategies 

Security 
Issue/Attack  

on VANETs 

Description Mitigation Strategies 

Authentication 
& 
Authorization 

Ensures the identity of 
communicating entities and 
grants appropriate access 
rights. 

Use of strong cryptographic techniques for secure communication. 
Implementation of robust authentication protocols. 

Integration of access control mechanisms to restrict unauthorized 
access(RBAC, ABAC ) 

Sybil Attack Creation of multiple fake 
identities to deceive the 
network. 

Employ reputation-based systems to detect and isolate Sybil nodes. 
Collaborative approaches for detection involving neighboring 
vehicles. Use of secure positioning systems to mitigate identity 
spoofing. 
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Denial of 
Service Attack 

Intentional disruption of 
network services or 
communication 

Implementation of intrusion detection systems (IDS) to identify and 
filter malicious traffic. Traffic prioritization for critical safety 
messages. 

Utilization of cooperative defense mechanisms. 

Location 
Spoofing 

Manipulation of reported 
location information 

Adoption of secure positioning systems. Time-synchronization 
mechanisms to detect replay attacks. Cooperative awareness for 
cross-verification of reported positions. 

Eavesdropping Unauthorized interception 
of wireless 
communications. 

Implementation of end-to-end encryption for message 
confidentiality. Use of intrusion detection systems (IDS) to monitor 
for anomalous patterns. Continuous pseudonym changes to enhance 
privacy. 

3.9.1. Authentication and  Authorization 

Authentication and authorization are critical components of security in Vehicular Ad Hoc Networks (VANETs) to ensure 
that only legitimate entities have access to the network and its resources. Utilizing  digital certificates to authenticate 
the identities of vehicles and infrastructure components in the VANETs, which provides a strong mechanism for 
verifying the legitimacy of participants in the network. Authorization Solutions include the use of Role-Based Access 
Control (RBAC). It defines roles and assign permissions to vehicles based on their roles within the VANET (e.g., 
emergency vehicles, regular vehicles) [188]. Thus, simplifies authorization management and ensures that vehicles have 
appropriate access based on their roles. Secondly, Attribute-Based Access Control (ABAC), which uses the attributes 
(e.g., vehicle type, trust level) to make access control decisions, allowing for fine-grained control over permissions 
providing  flexibility in defining access policies based on various attributes. 

3.9.2. Sybil Attacks 

VANETs have a highly dynamic topology with vehicles entering and leaving the network frequently, making it difficult 
to detect and prevent Sybil attacks. Reputation-based systems and collaborative approaches involving neighboring 
vehicles for detecting and isolating Sybil nodes. [189]. The absence of a centralized infrastructure in VANETs makes it 
challenging to establish a reliable and scalable authentication system, implementation of secure and tamper-resistant 
positioning systems, such as GPS, to mitigate identity spoofing. 

3.9.3. Denial of Service Attacks 

Deploy intrusion detection systems [190] to monitor network behavior and identify unusual patterns indicative of DoS 
attacks. The advantage is that early detection allows for a rapid response to mitigate the impact of the attack. Facilitating 
cooperation between vehicles through Vehicle-to-Everything (V2X) communication to collectively identify and isolate 
malicious entities. Thus enabling collaborative defense mechanisms, enhancing the network's resilience against DoS 
attacks. 

3.9.4. Location Spoofing 

Analyzing the strengths of communication signal between vehicles to assess the credibility of reporting a location [191]. 
Utilization of a strong authentication mechanisms, such as digital signatures, to verify the authenticity of location 
information reducing the risk of accepting spoofed location data from unauthorized sources, and adoption of time-
synchronization mechanisms to detect replay attacks. 

3.9.5. Eavesdropping Attacks 

Implement a strong end-to-end encryption to secure the content of messages, preventing unauthorized access to 
sensitive information [192]. Deploy Intrusion Detection Systems to monitor network activities and detect anomalous 
patterns that may indicate eavesdropping attempts, and regularly change of the pseudonyms used for communication 
to enhance privacy and make it more challenging for eavesdroppers to track specific vehicles. 

3.10. Privacy remedies 

Privacy remedies in VANETs are essential to address concerns related to the continuous broadcasting of sensitive 
information by vehicles. Pseudonym changing mechanisms play a crucial role in enhancing privacy by allowing vehicles 
to periodically change their identifiers, making it more challenging for adversaries to track individual vehicles over time. 
Additionally, the implementation of group-based communication and anonymous authentication protocols can further 
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protect user identities and minimize the risk of profiling.  A brief summary of the mitigation strategies proposed to 
compact Privacy challenges in VANETs is discussed in Table 4 below. 

Table 4 Privacy issues in VANETs mitigation strategies 

Security 
Issue/Attack on 
VANETs 

Description Mitigation Strategies. 

Location Privacy Risk of exposing the real-time 
location of a vehicle. 

Use of pseudonyms to enhance user anonymity. Adoption of 
location cloaking techniques. Implementation of secure 
positioning systems. 

Identity Disclosure Unauthorized exposure of a 
user's real identity. 

 Adoption of pseudonyms for user identities. 
Implementation of end-to-end encryption. Secure key 
management practices. 

Data Minimization Inadequate efforts to limit the 
collection of unnecessary data. 

 Implementation of data anonymization techniques. 
Periodic purging of sensitive information. Use of minimal 
disclosure principles. 

User Consent and 
Control 

Lack of mechanisms for users 
to control data sharing and 
provide consent 

Development of user-friendly interfaces for consent 
management. Implementation of granular access control 
mechanisms. User education and awareness. 

Social Engineering 
Attacks 

Manipulation of individuals to 
disclose sensitive information. 

Conduct regular user awareness training on social 
engineering tactics. Implementation of two-factor 
authentication. Encourage skepticism and verification of 
requests. 

Privacy-preserving data aggregation techniques enable the sharing of relevant information without disclosing specific 
details, contributing to a balance between communication efficiency and individual privacy. Standardizing privacy-
enhancing measures across VANET deployments, along with user education and awareness programs, reinforces the 
overall privacy framework. These remedies collectively contribute to creating a more secure and privacy-aware 
environment within VANETs, fostering trust among users while leveraging the benefits of cooperative vehicular 
communication. 

3.10.1. Location Privacy 

A simple mixed group scheme establishes mixed areas in various parts of the town where vehicles can join it and quit. 
Vehicles change their pseudonyms at the same time as they enter the mixed zone, and their Identities change as they 
leave the same mixed zone. As a result, trackers cannot track vehicles entering the mixing zone under a given 
pseudonym and leaving under another pseudonym [193]. The application of Geo-Obfuscation techniques helps to blur 
or cloak the reported location of vehicles, making it more difficult to pinpoint the exact location of a vehicle, preserving 
privacy. 

3.10.2. Identity Disclosure 

Identity disclosure can lead to tracking and profiling of individual vehicles [194].  Some remedies suggested include, 
location cloaking which is a privacy mechanism that is used to satisfy specific privacy requirements by blurring users' 
exact locations into cloaked regions. Cloaking obscures the precise location, protecting against identity disclosure. 

3.10.3. Data Minimization 

In the context of VANETs where privacy concerns are significant, data minimization is crucial to protect user privacy. 
Mechanisms that can be deployed to ensure data minimization include, selective data transmission, allowing vehicles 
to selectively transmit only essential information, minimizing the amount of data shared with the network [195]. 
Moreover, reducing the risk of exposing sensitive information while maintaining communication efficiency. 
Implementing on-board filtering, anonymous data collection, and Data retention policies techniques whereby only 
relevant information is transmitted from one entity to another. Collecting and transmitting data in an anonymous or 
pseudonymous form, unlinking data from specific vehicle identities. 
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3.10.4. User Consent and Control 

Implement explicit mechanisms that require users to provide consent before their data is collected or shared. This 
technique empowers users to make informed decisions about the usage of their data. 

Dynamic Privacy Settings, allow users to dynamically adjust their privacy settings based on their preferences and the 
current context [196]. Enabling users to adapt their privacy preferences in real-time, providing greater control. 
Provision of revocable consent enabling users to revoke their consent at any time, stopping the collection or sharing of 
their data, and implement time windows for consent, allowing users to specify when their data can be collected or 
shared. Adding temporal control, giving users the ability to limit data sharing during specific periods. 

3.10.5. Social Engineering Attacks 

Basic solutions to be implemented in trying to reducing the attacks is educating users  and creating awareness. 
Conducting regular training sessions to educate VANETs users about social engineering tactics and how to recognize 
and resist them. Multi-Factor Authentication (MFA) [197] is another mechanism that can be used, which adds an extra 
layer of security, requiring multiple forms of verification. Reducing the likelihood of unauthorized access, even if 
credentials are compromised. 

4. Conclusion 

The security of VANETs is a critical aspect that requires careful consideration and robust measures. VANETs present 
unique challenges due to their dynamic nature, high mobility, and the need for real-time communication. Addressing 
the privacy and security challenges in VANETs requires a holistic and collaborative approach involving industry 
stakeholders, researchers, policymakers, and users. Ongoing research and innovation are crucial to staying ahead of 
evolving threats and ensuring the continued development and deployment of secure and privacy-preserving VANETs 
systems. Striking the right balance between safety, functionality, and privacy is paramount to realizing the full potential 
of VANETs in creating intelligent, efficient, and secure transportation networks. The intertwining issues of security and 
privacy in modern technological landscapes, whether in VANETs or other domains, underscore the critical need for 
comprehensive and adaptive measures. Striking a delicate balance between ensuring the confidentiality, integrity, and 
availability of data, while respecting individual privacy rights, remains an ongoing challenge. Robust cryptographic 
techniques, secure communication protocols, and vigilant monitoring mechanisms are vital components of any effective 
security strategy. Similarly, privacy remedies such as pseudonym changing, anonymous authentication, and data 
aggregation contribute to safeguarding personal information in interconnected systems. As technology continues to 
evolve, a dynamic and collaborative approach, involving ongoing research, standardization efforts, and user awareness 
initiatives, is paramount to address emerging threats and challenges, fostering a secure and privacy-respecting digital 
environment for individuals and organizations alike. 
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