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Abstract 

The integration of Blockchain and the Internet of Things (IoT) technologies has revolutionized various sectors, including 
agriculture, by enhancing transparency, security, and efficiency. This abstract provides an overview of a groundbreaking 
project aimed at developing Blockchain and IoT technologies for agriculture. The conventional agriculture census 
process is often plagued by inefficiencies, data inaccuracies, and vulnerability to fraud. to fraud often plague the 
conventional agriculture census process. To address these challenges, this project leverages Blockchain's immutable 
ledger capabilities to ensure the integrity of agricultural data collected during the census. Furthermore, IoT devices, 
such as sensors and drones, are deployed to automate data collection and monitor various aspects of agricultural 
operations, promoting sustainability and resource optimization. Through the combination of Blockchain and IoT, the 
SACS provides several advantages. It offers secure, tamper-proof storage of agricultural data, ensuring its accuracy and 
reliability. Smart contracts on the Blockchain facilitate automated and transparent transactions, streamlining 
interactions among stakeholders in the agriculture ecosystem. Moreover, the real-time data collected by IoT devices 
enable farmers and policymakers to make data-driven decisions that improve crop yields, resource utilization, and 
environmental sustainability. 
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1. Introduction

At present, technology has become an integral part of human life. Some technologies applied in various aspects of life 
are blockchain technology and the Internet of Things. Blockchain technology is crucial as it can enhance security, and 
transaction transparency, and ensure the authenticity of data. On the other hand, the Internet of Things technology 
involves the use of simple hardware devices connected through the Internet. These simple hardware devices play a role 
in data collection in the field, with a simpler and more reliable system, making Internet of Things technology a solution 
for data collection processes. Currently, data collection processes are still carried out manually, emphasizing the use of 
paper for data collection. After the data is collected, operators must re-enter the previously owned data. This process is 
time-consuming, and the costs incurred are not more economical than using technology. Additionally, the possibility of 
field personnel making errors when inputting data is a significant consideration, despite regulations related to this 
issue. However, the input data error process by field personnel remains the primary factor, causing the data entered 
into the main system to be potentially inaccurate. This data serves as a reference for agricultural policies and 
government analyses of current agricultural needs. 

The presence of blockchain technology in the system also helps in the data transmission process from field personnel 
to the integrated system. As a result, every piece of data sent has a clear audit trail, indicating who sent the data, when 
it was last updated, or where the data was input. This makes the data trustworthy, and the system cannot be 
manipulated by attackers or individuals intending to compromise the existing data. Each data entry has a specific hash 
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code that can be checked for authenticity. If there is any external data alteration, the hash of a data entry will change, 
rendering the data invalid, thus ensuring its authenticity. 

2. Related Works 

2.1. Internet of Things 

The Internet of Things (IoT) is a system component comprising sensors and actuators, as well as microcontrollers. In 
this system, it combines hardware and software to obtain data originating from related sensors. In various sources, IoT 
is considered a new paradigm for acquiring data. Moreover, IoT can be applied to various systems, such as smart houses 
and other locations (1). Despite the convenience offered by IoT in data acquisition and management, there are also risks 
associated with its use, including attacks on network layers, applications, and the physical layer(2). 

2.2. Blockchain 

One of the key elements of any service is the presence of a Service Level Agreement or SLA, which ensures the trust of 
users in the offered service. The use of IoT also requires an SLA, which guarantees the reliability of the processed data, 
making blockchain a crucial component in the transactions of IoT devices. Blockchain is a decentralized framework 
where there are established rules that ensure the integrity of every transaction. (3) Therefore, it is almost certain that 
if there is data that has undergone changes, the change process will be detected because each transaction has its own 
unique hash code. This hash code must be validated by the system and serves as a safeguard in case data changes occur 
that are not initiated by the authorized user. Based on the fundamental function of blockchain, it can be applied to IoT 
devices. (4), It has its own protocols and architecture that can be implemented in IoT devices. 

2.3. MQTT 

MQTT is a protocol used for communication between IoT devices and a cloud system, where the cloud system serves as 
a container for processing all incoming data. MQTT features "publish" and "subscribe," enabling IoT devices to send data 
from sensors and receive commands from the cloud(5). Many IoT devices use the MQTT protocol because it has a 
lightweight design and can be implemented on various types of software or hardware. (6)(7). 

2.4. ESP32 

In this research, we used ESP32, which is an affordable device that can be used in IoT device development. (8)The device 
is highly suitable for implementing lightweight and cost-effective systems. The ESP32 has specifications that include a 
dual-core processor, 4MB of Flash memory, and built-in Wi-Fi, which can be connected directly to a router. 

3. Proposed Scheme  

In this section, we will explain the proposed scheme we have studied. The components of the proposed scheme involve 
several elements, such as: 

 Data collection personnel, responsible for inputting data into the IoT device provided. 
 IoT devices, which serve as the tools used by data collection personnel to input data. 
 IoT server, acting as the bridge between IoT devices and the blockchain system. 
 Blockchain system, responsible for recording every transaction and validating the transactions. 
 Backend system, used as the storage location for well-validated data. 

Our proposed scheme involves the process of converting traditional data into digital format. In Figure 1, you can see an 
example that originates from the Central Statistics Agency (Badan Pusat Statistik). (9), In the image, many fields 
emphasize the codes that need to be entered into the system. Therefore, it would be more effective if there was a system 
that eliminates the need for field personnel to input data on paper but instead allows them to use pre-provided data. 
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Figure 1 Census Data Input using Paper Based 

In the proposed scheme, we have divided the process into two stages. Here are the steps for each stage: 

3.1. Data Collection 

In this stage, as illustrated in Figure 2, field personnel perform the data input process using the provided IoT devices. 
Every inputted data will be transmitted to the IoT server, and from there, it will be forwarded to the blockchain system 
for the recording of each transaction. 

 

Figure 2 Officers Collect the Data 

3.2. Data Storing 

After data validation, the next step is to process the storage of data in the database system. Each piece of data will be 
ensured to be validated first. If the data is not valid, it will not be sent to the backend system for data storage. This 
second step is depicted in the figure 3. 

 

Figure 3 Storing Data 

Based on the two steps described above, the data stored in the database has been validated and can be accounted for its 
accuracy. If any data changes occur, the change process can be traced for the existing data. 
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4. Results and discussion 

For the implementation, we have divided it into two parts: hardware and software. On the hardware side, we have 
developed a device capable of receiving input data in the form of codes that have been agreed upon in advance. 

4.1. Hardware 

In this section, we have created the hardware device as shown in Figure 4 (1). The function of this device is to facilitate 
data input by field personnel. This hardware device is designed to operate on low power and can be powered by a power 
bank. 

 

Figure 4 IoT hardware 

The hardware device consists of several components: 

1. LCD 
2. ESP32 
3. Keypad 
4. Type C Charger 
5. Stepdown DC-DC 

In this setup, users are required to input data and can send the data by pressing the "#" button on the keypad. Each 
piece of data is recorded and sent to the IoT server and the Blockchain system for validation before being incorporated 
into the database system. This process ensures that only validated and accurate data is stored in the database. 

4.2. Software  

In this section, we have designed the software components to be used. The software that supports this system is divided 
into two main categories: 

4.2.1. Blockchain Transaction 

The blockchain system has been integrated with an API system, allowing it to be used on a broader platform. The 
processes within the blockchain system are depicted in Figure 

 

Figure 5 Add New Transaction 

The blockchain system has been integrated with an API system, allowing it to be used on a broader platform. The 
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processes within the blockchain system are depicted in Figure 5. 
 

 

Figure 6 Blockchain Hash generated 

Furthermore, every hash will be validated by the system, as depicted in Figure 7. Each transaction undergoes validation, 
and only valid hashes are retained. A valid hash is a calculation based on the values sent by field personnel through the 
provided device. In case of data changes and invalid hashes, it will be easy to detect that data has been altered without 
following the correct process. This validation process adds an additional layer of security and data integrity to the 
system. 

 

Figure 7 Valid Hash Transaction 

Each transaction is linked to the previous hash in the blockchain. The first block in the blockchain is referred to as the 
"genesis block," and every subsequent processing step calls the previous hash. This ensures the integrity of the 
blockchain system. Therefore, if there are any unauthorized data changes that don't conform to the hash procedures, 
the hash will change and no longer match the previously processed hash, as shown in Table 1. This mechanism makes 
it possible to detect and prevent unauthorized changes to the data. 

Table 1 Current Hash and Previous Hash Blockchain 

Index Timestamp Data Hash Previous Hash 

0 2023-10-25 
08:03:45 

Genesis 
Block 

7cae10fd732709228629bb5cd05
c8efc0fb6783c88746907085534
8cc2ad5c42 

- 

1 2023-10-26 
13:04:27 

User 
Registration 

0000142496d524d1ce9c59f2b9b
0427d424f01bf3ce0cf553c8cbf1
8b3bba1e6 

7cae10fd732709228629bb5c
d05c8efc0fb6783c887469070
855348cc2ad5c42 

2 2023-10-26 
13:04:34 

Data 
Injection 

0000e27c598b5167a52c9eacdc9
d6530da93aa7175e4a74901852
49e5a1311fa 

0000142496d524d1ce9c59f2
b9b0427d424f01bf3ce0cf553
c8cbf18b3bba1e6 

 

4.2.2. System Data Storage 

Once the blockchain system has validated the data and deemed it to be correct, the data is then entered into the prepared database 

system, as illustrated in Figure 8. This step ensures that only valid and verified data is stored in the database for further use and 

analysis. 

 

Figure 8 Blockchain Data on Database 

In Figure 8, you can see the workflow of the database system implementation process. Once data has been validated and 
confirmed to be accurate, it is stored and can be used for further system development and analysis. This step ensures 
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that reliable and verified data is available for future applications and enhancements. And also the data that can be used 
as strong reference for data validation. Then we have evidence data for analytical for the next research. 

5. Conclusion 

The IoT system can help address issues such as ensuring the trustworthiness of data through the use of blockchain. If 
there are unauthorized data changes outside the established procedures, these can be quickly detected through differing 
hashes compared to those validated by the system. Additionally, IoT devices can simplify work processes by converting 
manual data input, previously done on paper, into a digital format, making the process more efficient and reliable. 
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