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Abstract 

Cloud computing offers a flexible framework in which data and resources are spread across different locations and can 
be accessed from various industrial environments. This technology has revolutionized the way resources such as data, 
services, and applications are used, stored, and shared in industrial applications. Over the past decade, industries have 
rapidly embraced cloud computing due to its advantages of enhanced accessibility, cost reduction, and improved 
performance. Moreover, the integration of cloud computing has led to significant advancements in the field of the 
Internet of Things (IoT). However, this quick shift to the cloud has also introduced various security concerns and 
challenges. Traditional security solutions are not always suitable or effective for cloud-based systems. Despite the 
continuous use of complex cyber weapons, efforts have been made in recent years to address the security issues and 
concerns associated with cloud platforms. The rapid progress of deep learning (DL) in the field of artificial intelligence 
(AI) has provided opportunities to tackle these security challenges in the cloud. The research presented in this study 
encompasses a comprehensive survey of the enabling architecture, services, configurations, and security models for 
cloud-based IoT. It also categorizes the security concerns in IoT within four major categories (data, network and service, 
applications, and people-related security issues) and provides a detailed discussion on each category. Furthermore, the 
study examines the latest advancements in cloud-based IoT attacks, analyzes significant security issues within each 
category, and presents the limitations from a broader perspective encompassing general, artificial intelligence, and deep 
learning aspects. 
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1. Introduction

An extensive network consisting of various IoT-supported applications and devices is known as an internet of things 
(IoT)-based cloud infrastructure. This infrastructure encompasses servers, storage, underlying infrastructure, real-time 
processing, and operations. Moreover, it includes standards and services that are crucial for securing, managing, and 
connecting different IoT applications and devices. The typical IoT architecture is illustrated in Figure 1, while Figure 2 
provides an overview of the IoT-based cloud attack model. Over the past decade, the cloud has gained prominence, and 
its different forms continue to grow in the new decade [1, 2, 3, 4, 5]. 
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Figure 1 IoT Architecture (Adopted from https://dgtlinfra.com/internet-of-things-iot-architecture/)  

 

 

Figure 2 IoT-based cloud attack model (Adopted from [1]) 

The National Institute of Standards and Technology (NIST) has identified five key characteristics of cloud computing 
[6]. These characteristics include measured service, resource pooling, rapid expansion, network access, and on-demand 
self-service. Additionally, cloud services are delivered through four deployment models and three service models [7]. 
The primary objective of cloud computing is to offer various computing services, such as servers, storage, databases, 
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networking, software, analytics, and intelligence, over the internet. Users can access and utilize these services according 
to their specific requirements [8-11]. The migration of traditional IT services to the cloud has been driven by factors 
such as cost effectiveness, convenience, flexibility in work, and efficient data storage and retrieval. Cloud computing 
eliminates the need for industries to invest in expensive hardware and software for on-site data centers. Instead, cloud 
technologies enable industries to automate their processes by storing software systems and services on remote servers. 
This trend has gained significant traction across industries and continues to grow steadily each year [12]. 

Cloud service providers (CSPs) offer amazing software-as-a-service (SaaS), platform-as-a-service (PaaS), and 
infrastructure-as-a-service (IaaS) models that are widely recognized. These services provide incredible features like 
data storage, resource sharing, and virtual computing. By offering virtual servers, launching virtual data centers, and 
executing software applications, CSPs cater to both private, public, and hybrid cloud environments. What's even more 
exciting is that users and software developers can fully utilize these services without having to worry about the technical 
aspects of managing their own infrastructure. However, it's important to note that when transferring data and 
applications from the user's environment to the cloud environment, there may be some security risks involved. Since 
cloud services are launched and provided on the internet infrastructure, there is a possibility of Internet-based threats 
affecting these services. But don't worry, CSPs prioritize security and take measures to mitigate these risks. It's just that 
the data still needs to be transmitted through the internet, which may not be entirely secure. Nonetheless, the benefits 
and opportunities offered by cloud computing services are absolutely incredible [13]. 

The cloud provides a means for distributing diverse data and resources through virtual environments. Unlike traditional 
business software infrastructures, cloud computing allows users access to unlimited storage space and increased server 
resources as needed. However, conventional methods for user identification, authentication, and access management 
are not entirely adaptable to the cloud. Security concerns arise from external data storage, limited user control, and 
integrated models. The paramount worry in cloud-based systems revolves around safeguarding data, as its compromise 
can lead to various cybercrimes affecting individuals, organizations, and even states [14]. 

Common threats in cloud security include crypto-jacking, denial of service, account theft, and data breaches. According 
to a report by Skybox Security in 2019, there was a significant surge in vulnerabilities within cloud containers compared 
to traditional storage architectures. Cloud providers primarily secure the platform, leaving customer data vulnerable. 
The Oracle and KPMG Cloud Threat Report of 2019 revealed that 82% of cloud users experienced security events [15, 
16]. Consequently, ensuring robust security and privacy measures in the cloud has become imperative. Security is a 
critical factor for the success of cloud computing, with data location identified as a concern in 2011. Ongoing discussions 
have centered on data security concerns. Trust is another focal point, directly tied to the credibility of cloud service 
providers. Researchers emphasize the importance of trust models and management in addressing inherent security 
issues in cloud computing [17-20]. 

2. Related Works 

Cloud computing (CC) has experienced significant growth in recent years. Numerous studies have delved into the realm 
of security threats, vulnerabilities, issues, challenges, and countermeasures. This section covers the security issues 
related to cloud computing. 

In [21], the authors delve into the intricacies of cloud computing, exploring its structures, security threats, and the 
corresponding solutions. The study also discussed current deployment models, cloud services, and cloud architecture 
frameworks, along with the assisting technologies. This study's findings were utilized to pinpoint future research areas 
in cloud security. In a separate publication, the authors emphasized the significance of data security in cloud computing 
and examined the drawbacks associated with data leakages or breaches in this field. However, failed to address the issue 
of how sensitive data can be leaked and compromised in cloud computing, as well as the solutions to these data leakage 
problems. 

The authors in [22] thoroughly analyzed various aspects of cloud computing, including architectures, service models, 
deployment models, cloud components, and security issues. However, they did not delve into the existing solutions 
found in the literature for the identified security concerns. The authors discussed cloud security issues that can occur 
when data is moved within the cloud. The effectiveness of the lightweight directory access protocol (LDAP), public key 
infrastructure (PKI), and the role of a trusted third party (TTP) in ensuring the availability, authenticity, confidentiality, 
and integrity of data during communications was a topic of heated debate. The authors in [23] conducted a thorough 
qualitative analysis of vulnerabilities and the corresponding threats in each service model. They also suggested 
measures to improve security in cloud computing. The authors in [23] primarily emphasize the vulnerabilities and the 
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threats that arise from them. The authors failed to address future research directions and current challenges arising 
from the identified vulnerabilities and threats. 

The authors in [24] noticed a gap in the literature regarding the mapping of security issues to their solutions. They also 
recognized the importance of a common framework to generalize this idea and conducted a thorough analysis of specific 
needs. The authors also touched upon the open problems and potential areas for future research. The authors in [25] 
conducted a comprehensive literature review to identify the existing research on resource scheduling and security in 
the cloud. The authors in [25] classified various threats and explored potential solutions in the existing literature. 

The authors in [26] discussed the security challenges of cloud computing, different types of cloud, and various service 
models of cloud computing. The author presented a comprehensive analysis of cloud challenges and future research 
directions in [26] based on the existing literature. The authors in [27] emphasized the importance of addressing security 
issues in cloud computing, which is a shared concern for both cloud service providers and users. The authors effectively 
tackled the issue of cloud security by acknowledging the importance of security requirements and offering viable 
solutions to mitigate potential threats. The authors in [28] highlighted the significance of having a comprehensive 
understanding of security issues pertaining to processes, people, and technology. The authors categorized cloud 
security issues into three main areas: processes, people, and technology. Threats in these areas were also divided among 
managers and security divisions in order to address the security issues. 

DL has achieved significant success in various domains of cloud computing, including biomedical data analysis, speech 
recognition, and image recognition [29,30,31,32]. DL enables the transformation of data into more abstract expressions 
and higher levels. DL architectures are structured as multi-layer neural networks. Assuming the data is already in high 
dimension. The data can be transformed into low quality by training different neural networks (NN) with a thin central 
layer to reconstruct the high dimension data input [33]. The proposal suggests that enhancing the intrinsic 
characterization of the data can lead to improved classification or data visualization. Through the use of comprehensive 
data, functions can be broken down into simpler components, facilitating a better understanding of their structures. A 
remarkable discovery was made by [34] regarding the learning abilities of the artificial neural network's multiple layers. 
The authors of this study highlighted the layer-by-layer "pretraining" procedure as a potential solution for addressing 
the problem of optimizing weights in nonlinear auto-encoders. 

The authors in [35] explored the data security challenges faced by a developing country, specifically Nepal, in 2019. The 
study highlighted the various challenges encountered by developing countries, including issues related to 
confidentiality, charging models, breaches, segregation, access, integrity, security, storage, data center operation, 
service level agreements, costing models, and locality. The research findings highlighted storage, virtualization, and 
networks as significant security concerns. The authors in [36] conducted an analysis of the security protection method 
for public cloud based on the existing security threats and put forward their own security protection methods. 

The researchers approached the study of security issues in cloud computing from a unique perspective. In today's fast-
paced world, it is crucial to quickly identify security issues and challenges that arise due to the ever-changing nature of 
clouds. Several survey papers have highlighted concerns related to cloud architecture, while others have categorized 
security issues into three main areas: people, processes, and technology. Others have primarily addressed data security 
and privacy concerns or have provided a broader analysis of security issues. It is important to emphasize and tackle 
emerging security issues in the cloud computing domain.  

3. Framework and Architecture of CC 

This section provides an architecture description of cloud computing (CC), elucidating the framework and fundamental 
concepts that underpin the system. The purpose is to facilitate the analysis of security challenges, vulnerabilities, and 
threats across various network layers. 

3.1. Cloud Computing and Its Fundamental Attributes 

The cloud, like the Internet, is a pervasive network whose internal workings, including infrastructure and 
communications, are not visible to end users. The delivery of computing, memory, networks, and applications via the 
internet platform and from a data center is the objective of computing. The fundamental attributes of cloud computing, 
as delineated by the NIST definition, are illustrated in Figure 3. The following five characteristics are outlined in the 
NIST definition of cloud computing [37, 38]. 
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Figure 3 Cloud computing architecture as defined by NIST, drawing on references [37, 38, 39, 40] 

 Demand-based self-service: Users can utilize the necessary resources in the cloud without human intervention. 
In order to facilitate this, cloud users are provided with an intuitive interface for managing their services and 
utilizing the resources. 

 Wideband network connectivity: Standard devices, including laptops, desktop computers, and mobile phones, 
are capable of accessing the data and services hosted in the cloud through protocols that are native to these 
devices and are supported by the cloud environments. 

 Resource aggregation: Cloud-based applications and programs require resources to function. In a shared 
environment, these resources are virtualized and dynamically assigned in accordance with the needs of the 
cloud users, despite their disparate physical locations. This mechanism conceals the location of the resource 
from the user. 

 Irregular Elasticity: The resources are scalable in accordance with the needs of the users, and they are 
incentivized to utilize the cloud's infinite resources for a fee. 

 Service Metrics: As a result of cloud computing's service-oriented architecture, the user's utilization of cloud 
resources can be dynamically assigned and evaluated. Consequently, users are required to remunerate for the 
resources they request. 

4. IoT Based Cloud Attacks 

Threats to data security in the cloud posed by the Internet of Things (IoT) rank high among concerns about using cloud 
services. Essentially, it's because a third-party vendor stores and processes the user's information invisibly. Bad 
authentication, stolen passwords, hacked accounts, data breaches, and other problems are in the news every day. As 
part of an interoperable system, cloud computing is employed to house data generated by IoT. In the cloud, users have 
constant and unrestricted access to a shared pool of computing resources. The internet of things generates massive data 
packets, and cloud computing provides a practical means of transporting them. When it comes to the IoT, scenario 
detection now requires the combination of data, as opposed to the physical linkages between web sites in the old 
internet. Figure 4 displays the traits of cloud attacks that are based on the IoT. 
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Figure 4 Analyzed and characterized cloud threats based on the IoT (Adopted from [1]) 

4.1. Account Hijacking 

This type of attack involves the unauthorized access and control of an individual or organization's cloud account by an 
intruder. The attacker for future attacks often utilizes the stolen account information, with the individual or 
organization becoming the primary target. The potential consequences of an attacker's actions can be severe, resulting 
in the unauthorized disclosure of sensitive information and significant damage to one's reputation [41]. Figure 5 
provides a visual representation of this attack. Businesses and organizations have the opportunity to implement simple 
yet effective measures to ensure the security of their data in the cloud. Here are a few straightforward solutions to 
safeguard against cloud account hijacking:  

 Make sure to check with your service provider to ensure that the workers who have physical access to the 
server have undergone background checks. 

 Ensure a dependable authentication strategy for cloud application clients. 
 Prevent access to cloud apps by disabling specific IP addresses.  

Users can specify IP ranges in several cloud applications, allowing them to access the app using the company network 
or VPN. 

 

Figure 5 Account Hijacking 
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4.2. Denial of Service (DoS) Attacks 

IoT systems are frequently targeted by denial of service attacks due to their prevalence and ease of implementation. 
This type of attack on the cloud can have serious consequences. In this scenario, the attacker deliberately blocks access 
to services, applications, or data for the intended user [42]. This attack is executed by overwhelming a specific machine, 
application, or service with a high volume of requests. As a result, the regular traffic becomes difficult to handle, causing 
a denial-of-service for other users. Figure 6 depicts a graphical representation of the denial of service attack. This type 
of attack is driven by the desire to push the cloud service owner to increase elasticity levels and utilize more virtual 
resources to handle the surge in traffic. The ultimate result is a disregard for responsibility and the quality of service 
(QoS). In addition, denial of service can serve as a catalyst and be utilized as a diversion to hide the malicious activities 
that bypass the cloud firewall. As a result, it can rapidly spread and cause greater harm instead of just impacting a single 
device [43]. DoS attacks aim to hinder users from accessing IoT, cloud networks, and other computer services. An IoT 
denial of service (DoS) attack aims to disrupt a system or network, making it inaccessible to its intended users. 

 

Figure 6 Cloud DDoS Attack Scenario 

4.3. Phishing Attacks 

Phishing attacks targeting cloud service providers entice customers by sharing a document or photo, prompting them 
to check in using their account credentials in order to obtain access. In this type of attack, the perpetrators send phishing 
emails with the intention of gathering personal or corporate account login information and accessing confidential data. 
This allows them to obtain a strategic advantage in executing the assault while avoiding discovery. Phishing attacks can 
manifest in two forms inside a cloud computing environment. There are two methods used by attackers. The first 
method involves stealing accounts using traditional social engineering tactics. The second method involves abusive 
conduct, where the attacker uses cloud services to host a phishing attack site. 

4.4. Malware Injection Attacks 

During a malware injection assault, the assailant attempts to introduce harmful programs and services into the cloud 
infrastructure. The assailant employs many techniques to execute this assault, while considering the cloud model. 
Initially, the assailant generates a malevolent service application module or a virtual machine instance and endeavors 
to incorporate it into the cloud. Subsequently, the assailants endeavor to transform it into a legitimate occurrence, 
subsequently diverting the requests of the legitimate user to the malevolent service application, and carrying out the 
malevolent code. 

5. Challenges in Security for Client and Server Layers of CC 

In this section we present a concise overview of the key security challenges faced by the client and server layers of cloud 
computing. Ensuring the privacy and confidentiality of data transmitted between clients and servers is a persistent 
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challenge. Addressing potential breaches and unauthorized access demands robust encryption mechanisms and secure 
communication protocols. 

5.1. Security Challenges of CSP 

Ensuring the security and privacy of user data is a top priority for CSPs. The lack of transparency in the provision of 
cloud services hinders users from fully benefiting from these services. It is crucial for CSPs to incorporate effective 
access control methods, establish robust security policies to mitigate potential risks, offer logfile requests, and ensure 
transparency in the SLA. The CSP typically provides SLAs, and users must verify and approve the relevant agreement 
before using cloud services. It is important to ensure that these agreements are compiled, approved, and implemented 
at various levels in all aspects of cloud services. The security attachment of this agreement should address important 
security features, including reliability, integrity, data integrity, and high availability of the provided services. In this 
subsection, we have compiled a list of the common security challenges that can arise in the client and server layers due 
to CSP. 

5.1.1. Offering Vulnerable APIs to Cloud Users 

CSP offers a range of APIs that allow users to interact with cloud services [51, 52]. The security of these APIs is crucial 
for ensuring the safety and access privileges of users to the cloud services. This threat may impact all three main cloud 
service models [53]. These APIs are used to conduct authentication, access control, encryption, and monitoring of 
activities. It is important for cloud users to monitor APIs and prioritize their security in the SLA. API security is crucial 
in safeguarding against any malicious attempts to bypass user interfaces. 

5.1.2. Insufficient awareness  

The CSP ensures that cloud users are promptly notified of any security events that occur in the cloud environment. This 
allows users to stay updated on the status of their physical assets (such as servers, switches, routers, storage, etc.) as 
well as their intangible assets (such as data, databases, etc.). The CSP should be responsible for reporting various 
security incidents, such as online attacks and information theft. Otherwise, the CSP is found guilty. It is important to 
include the topic of informing security events, along with other security services, in the text of the SLA. 

5.1.3. Restricting Cloud Users to a Single CSP 

One of the challenges faced by cloud users is the limitation of using the services of only one provider. This challenge has 
the potential to impact all three main service models of the cloud. As an illustration, in the case of IaaS, the user might 
encounter difficulties when attempting to migrate their VMs to a different provider's cloud infrastructure. Transferring 
software to a new provider's platform may not be possible in PaaS. Transferring data to a new provider may not be a 
straightforward process for cloud users in the SaaS industry. It is advisable for cloud users to only migrate their non-
critical applications to cloud environments offered by different providers. 

5.1.4. Insufficient Service Provisioning by the CSP 

The inability of CSP to continue operating poses challenges for users who migrate to the cloud in search of its computing 
benefits. They may encounter difficulties in finding a new provider and face compatibility issues with their software, 
data, or virtual machines. Deploying to multiple CSPs is crucial for ensuring high availability of the cloud user's most 
important applications. 

5.1.5. Account Theft 

Account theft involves deceptive tactics used by hackers to falsely assume the identity and credibility of a legitimate 
user, as well as access their related resources and benefits. This threat can arise from various factors such as weak 
passwords, phishing attacks, and unauthorized access to encryption keys. This threat has the potential to impact all 
three main cloud service models. 

Possible solutions 

 Implementing robust multi-factor authentication mechanisms. 
 Utilizing intricate passwords 
 It is important to use the secure HTTPS protocol when communicating with the provided services of the cloud 

environment. 
 



World Journal of Advanced Research and Reviews, 2023, 20(03), 540–551 

548 

5.2. Assessing the Risks of Security Challenges in the Client and Server Layers of CC 

The security challenges of the client and server layers of the cloud are thoroughly evaluated in three levels, utilizing the 
Delphi method. Figure 7 presents the probability of occurrence, the impact of challenges during their occurrence, and 
the frequency of occurrence for security challenges in the cloud client and server layers. 

 

Figure 7 The occurrence, consequences, and frequency of security breaches at the client and server layers of the cloud 
[54-61] 

6. Conclusion 

IoT cloud platforms bring extra security and privacy risks, according to this research. Researchers may focus on these 
cloud computing system areas: Security concerns: Researchers may study the latest cloud security models and present 
their analysis, focus on more security issues in current cloud systems, and provide different logical control techniques 
to improve cloud security. They may also review existing security issues and challenges in cloud computing, such as 
authenticity, encryption, multi-tenancy, virtual machine security, and how to reduce them.  

The recent decade has seen businesses, companies, and hackers transform by adopting cloud technology. Modern cloud 
designs, high-speed internet, and new developments posed cloud computing security risks. This cloud technology 
change gave a business freedom and scalability to innovate and compete in the ever-changing industrial environment. 
However, it rendered their data less secure and attackable for various reasons. The article covered cloud designs, 
deployment methodologies, and prevalent threats. 
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