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Abstract 

Security system in every sector all over the world is a most demandable and crucial issue to protect the fake user 
especially in wireless communication system. The most common feature in current wireless communication system is 
only transmitted users’ information; consequently, it is difficult to identify the actual sender to attain the desired 
security. Face recognition is one of the most popular security systems in biometric authentication, which can detect 
intruders to restricted or high-security areas in wireless communication sector, and help in minimizing the face user. In 
this paper, we proposed a system that is the senders will transmit message information with their image to confirm the 
original senders. A face-recognition algorithm will be implemented at the receiver end. When a senders’ transmitted 
information enters to the receiver section, the image of sender will be separated from original message signal and sent 
to the face-recognition algorithm to be analysed and compared with an existing database of trusted user. An alarm goes 
off if the user is not recognized. 
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1. Introduction

In recent years, security is the first demand to protect personal or official information in every sector of commutation 
system.  It is more important to identify who is the original sender of information over the channel to fulfil the 
requirement of security system.  There have been many choices in conventional technology and biometric technology 
to ensure the security demands of every communication system. The conventional security systems such as using 
cryptic keys, passwords, and other methods will be defective if objects for access are lost [1]. Those security systems 
have many disadvantages when someone forgets their keys or password. The development of technology in the security 
system presently offers more convenient systems to users in various parts of life. One of them currently trending is 
automatically recognizing a user when they are trying to access any system. Biometrics is one of the best solutions to 
recognize unauthorized access to any system that has the ability for a computer to recognize a human through a unique 
physical attribute [2]. Biometric systems are increasing very speedily, particularly in security technology to access data 
because they can fulfil two functions, users’ identification as authentication, and verification. The biometrics security 
systems have physical characteristics that cannot be missing, cannot be forgotten, and cannot be counterfeited because 
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the inherent properties of humans will differ between humans and other humans so that their individuality is fixed [3]. 
The face has a physiological feature to identify the user as authentication is very convenient, fast, and highly secure 
because that is easiest to distinguish between individuals. So, face recognition is one of the best biometrics technologies 
that have been used in a few sectors, studied, and developed for increasing quality and accuracy [4]. Face recognition is 
a technique that takes an image or a video of a person's face by using a camera or saved image from an image stored 
device and compares it to another image faces of that person image is stored in a database. For implementing a facial 
recognition technique, several pictures of a person need to be taken at different angles and with diverse facial 
expressions for storing in the database to identify that person next time [5]. At the time of authorization and 
identification the taken image of a person is compared to those images that have been previously recorded in the 
database. Recently, facial recognition is most demandable biometric security system because it can be worked from a 
faraway distance even without the person being conscious that he/she is being scanned [5]. The face recognition system 
is better than other biometric techniques for the purpose of facial authentication and identification because it is easy to 
alter someone’s face and store it in a database. When the facial recognition technology is applied in combination with 
other systems such as wireless communication, wired communication, mobile communication and so on it can be 
increased dramatically of verification and identification to meet the demand for security system. 

In this work, we present how an automated security communication system can be implemented with the help of the 
face recognition technique. At transmitter, a person transmits his/her information along with his/ her image over 
wireless communication channel. At receiver, the transmitted image of person feed into facial recognition algorithms to 
authenticate and identify who actually send the information which can be accomplish the security of data transmission. 

2. Literature review  

Face recognition is an automatic biometric method to recognize the identity of a people with the help of his/her 
physiological characteristics [6]. Biometrics word means ‘’life measurements’’ is the combination of two Greece words 
one is (Bio) and another (Metrics) [7]. It is a very much demandable user authentication system compare with other 
safety system in computer security world [8]. Automatically identification or verification of a user is first purpose of a 
biometric system. It works in a process that the input data (pictures, fingerprints, or voice) of user is given to the system 
and it will compare the given input to a previously stored database to identify the user [9]. Physiological biometric user 
identification system is most popular between physiological and behavioural biometric system. Physical features of a 
user such as iris scans, fingerprints, and face recognition are used in physiological biometric. Behaviour patterns such 
as hand-writing, voice and key-stroke are used to identify a person because of human inherent properties of those 
behaviour are vary from person to person [10]. Among physiological biometric systems face recognition is normally 
used to identify for authentication of a person from his/her input image. Generally, face recognition is a three-step 
procedure. Firstly, a camera takes an image of a person or it can be a stored image. Secondly, a computer faces 
recognition algorithm is use to normalize the taken image of that person so that it is in the same format (size, resolution, 
view, etc.) as the image on the system’s database. The normalization of the image gives us a normalized image of the 
individual. Finally, a matcher compares the normalized image with the set (or sub-set) of normalized images on the 
system's database and provides a similarity score that compares the individual's normalized image with each image in 
the database set (or sub-set). Face detection and recognition security system is suitable for home automation security 
system based on using Internet of Things (IoT). The face of a person compares with the stored database to give access 
to the home and restrict to access any unregistered person [11]. Face recognition-based attendance system is a 
procedure of recognizing students by using face biostatistics with the help of an efficient and robust device for taking 
attendance in a classroom without any time consumption and manual work [12].  It is suitable for industries, offices and 
even air-ports for identifying unauthorized people. The face recognition system has an advantage which is user friendly 
method [13]. Face recognition can be used in mobile devices because of their flexibility but it has constraints on 
processing power, limited storage, limited bandwidth, privacy, and security issues [14-15]. Face recognition method is 
generally used in the security, username identification, password application, and marketing applications (based on 
identity) [16-22]. It is clear that face recognition system is used in application. There are several methods are used in 
face recognition such as (Principal Component Analysis, Linear Discriminant Analysis, Independent Component 
Analysis, Local Binary Pattern etc.) [23]. Among all face recognition method, the Independent Component Analysis (ICA) 
algorithm achieves a result of 86.7% to recognize faces which is considered a good result, as it compares with Principal 
Component Analysis (PCA) algorithm on the same sample, where the result is 76.7% [24]. In this paper we proposed a 
security system using PCA face recognition method for next generation wireless mobile communication system.  
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3. Methods of face recognition 

Face recognition systems are already implemented in almost every security system sector all over the world despite 
that it is an interesting topic for researchers on how to use it effectively and how to make it more robust. The current 
face recognition system performs well in comparatively static and controlled environments. Still, it does not show 
expected performance due to variations of different features such as pose, facial expressions, time, and the illumination 
of light change when the images are taken [25].  The research needs to eliminate the effect of these features to create an 
accurate and more authentic face recognition system. Different face recognition algorithms work by using different 
methods but their system models are almost similar.  Figure 1 shows the block diagram of the face recognition system 
[26]. 

 

Figure 1 Block Diagram of the Face Recognition System 

The steps of face recognition process to identify a known/ unknown person can be divided into three main phases. 
These are face detection, facial feature extraction and face recognition [27]. In the face detection phase, it represents a 
face using the successive algorithms of detection and identification to determine whether or not the given image 
represents a face and the detected image is transformed into scaled and rotated image as like the images from the 
database. In the second phase, the facial feature extraction works to extract the unique properties of the face image for 
comparing with the images from the database. Finally, the classification phase use to   identity of a known/ unknown 
person from the database with the smallest differences compared to the input face image. It may use threshold value if 
the differences are very small. After all, the person will be known if the input face is in the database otherwise the person 
will be unknown. 

4. Function of Transmitter  

A power-domain based model with a single transmitter is illustrated in Figure 2. Transmitter is represented as the base 
station (BS) where two different signals namely UE-image (image of the user) and UE-data (information of the user) are 
generated and power is allocated at the BS before the transmission, considering the procedure of the signal digital 
modulation at the transmitter side. Then the image is passed to image to bits conversion model to convert image into 
bits. After that, modulator is adopted to process the converted bits for bits transmission. The superposition coding (SC) 
are applied on the modulated signals of user at the BS after modulation.  IFFT is used to convert real and imaginary 
frequency space images (produced by IFFT) into a normal image. The addition of the cyclic prefix (CP) adds robustness 
to the OFDM signal. Let consider 𝑋1,𝑖 and 𝑋2,𝑖 that are denote as modulated signals at the transmitter corresponding to 
UE-image and UE-data, respectively and 𝑖 denotes the 𝑖 − 𝑡ℎ modulated symbol. SC signals of UE-image and UE-data are 

given as 𝑆1 = √𝜎  𝑋1,𝑖 and 𝑆2 = √1 − 𝜎  𝑋2,𝑖 respectively at the transmitter side. 
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Figure 2 Block Diagram of Power Domain Based Transmitter 

Where, 𝜎 denotes the power assignment factor for power-domain non-orthogonal multiple access technique and adding 

cyclic prefix (CP) before beginning the transmission [28]. The power assignments for UE-image denotes as (√𝜎)  is more 

than the power of UE-data denotes as √1 − 𝜎 that represents as √𝜎 > √1 − 𝜎 and the sum of transmit power allocation 
factor is restricted to 𝜎. So, the transmit signal 𝑥 at BS is superposed as: 

                         𝑥 = 𝑆1 + 𝑆2 = √𝜎  𝑋1,𝑖 + √1 − 𝜎  𝑋2,𝑖                     (i) 

5.  Method of Receiver  

The working principle of receiver is to assign different power coefficients for different signals of user namely UE-image 
and UE-data at downlink system and employed Successive Interference Cancelation (SIC) operation to separate the 
transmitted signals. The receiver block diagram is shown in Figure 3; the received user equipment (UE) time-domain 
signals can be represented as: 

                               𝑦 = ℎ1𝑥 + 𝛿                                                   (ii) 

where ℎ1 denotes as the complex channel coefficient between the user and the BS. The Additive White Gaussian Noise 
(AWGN) at the receiver’s is denoted as 𝛿 which is including inter-cell interference. The power density of AWGN noise 𝛿 
represents as 𝛿0,1. The decoding operation to the downlink system is in the order of the increasing channel gain which 
is normalized by the noise and inter-cell interference power that denotes as [ℎ1]2/𝛿0,2. For transmitted data recovery 

case which is shown in Figure 3. At first CP removed processed bits are passed into FFT and then UE-data decodes UE-
image and deletes its component by using SIC scheme from received signal 𝑦. UE-image decodes from received signal 𝑦 
directly without interference cancellation, because it has the first decoding order. After that, the decoded signal is 
passed to demodulation process before receiving the bits at the receiver. Finally, the received bits are allowed to bits to 
image conversion algorithm to convert transmitted bits received at the receiver into image. In this way we can transmit 
signal including distinct image without providing additional information regarding the signal.    

 

Figure 3 Block Diagram of Power Domain Based Receiver 
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6. System Model  

The face recognition-based security model in wireless communication system shows in Figure 4. In this system, two 
different types of signal are used for transmitting as well as receiving between them one type is image that is used to 
recognize to user and other type is synthetic data that is represented as user’s information. A user’s grey image select 
from dataset of identical size (height: 112 pixels and width: 92 pixels) and synthetic message signal generate for that 
user. The pixel integer values of user’s grey image are converted into 8 bits binary form which total bit number will be 
112*92*8. On the contrary, the user’s message signal receives directly as synthetic data (random binary bit which size 
is 112*92*8). The transmitted information of user’s image and message signal are used the most common channel 
encoded system named convolutional scheme, interleaved and subsequently using the most familiar digital modulation 
technique like BPSK, 4-QAM, 8-QAM and 16-QAM [29] converted the message binary bits into digitally modulated 
complex symbols. The digital form of modulated symbols is allotted given power and then feed this power assigned 
signals into spatial multiplexing encoder section for multiplexing between two different signals and finally the 
generated signal transmitted from the appropriate transmitting allocated antenna. The original propagated signal which 
is transmitted from antenna is changed because of the wireless noisy channel. For this reason, AWGN wireless noisy 
channel are considered to adulterate the transmitted signal with noise. With the help of SIC technique, the ML decoding 
based QR channel decomposition system is used to separate the message signal bits and user’s image from the noise 
adulterated signal. The retrieve signals are given into spatial multiplexing decoder for decoding the signals. After that 
the digital demodulation technique use to demodulate the signals, henceforward the two different schemes 
deinterleaved and channel decoded are used to original regain the transmitted binary bit stream. Finally, the received 
binary data of user’s image descrambled and converted into pixel integers and filtered to recover the transmitted grey 
image as well as retrieve binary data of user’s no need to convert because the transmitted was random binary data. Now 
the received grey image of user sends into face representation and feature extraction system which are face recognition 
part in our system to ensure the security. The extract features of given image are used to compare with image dataset. 
If the given image and any image of image dataset are matched then the system will show a message that the user is 
“found” otherwise show “not found”. After seeing this message, we will confirm the user is authentic or not.   

 

Figure 4 Block diagram of Face Recognition for Wireless Communication System 

7. Result and Discussion 

The system performance evaluation of multiuser with different data types downlink MIMO NOMA wireless 
communication is shown in this section. The simulation results have presented using MATLAB R2014a to clarify the 
significant change of various types of channel coding and digital modulation techniques on system performance in terms 
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of bit error rate (BER).  In the whole processing work, it is considered that at the receiver end the channel state 
information (CSI) of fading channel is available with unchanged fading. Which parameters are used in our system to 
evaluate the system performance is shown in Table 1. 

Table 1 Summary of the simulated system parameters 

Sl Parameters Types 

1 Data type Grey Image 

2 Image Size 112 x 92 Pixels / (112 x 92 x 8 bits) 

3 Binary bits 112 x 92 x 8  

4 No. of user 1 

5 Antenna configuration 2 x 2 MIMO Channel 

6 Channel coding ½-rated Convolutional 

7 Digital modulation BPSK, QPSK, PSK, 4-QAM, and 16-QAM 

8 Signal detection technique ML decoding based QR channel factorization aided SIC scheme 

9 SNR 0 to16 dB 

10 Channel AWGN  

11 Noise Type Gaussian 

The figure 5 shows that the User’s transmitted image is received at the receiver end using face recognition of user over 
AWGN channel with PSK modulation scheme. The original image is affected with small noise due to channel quality but 
it is almost clear to identify the User. After sending the received image into the above-mentioned face recognition 
system, it is seen that the recognition system identifies the user with comparing with dataset image and did not found 
any image after bits image conversion process.  

 

Figure 5 Face Recognition of User over AWGN channel with PSK modulation scheme 

 

Figure 6 Face Recognition of User over AWGN channel with DPSK modulation scheme 

After sending the received image into the face recognition system of User over AWGN channel with DPSK modulation 
scheme. It is seen that the recognition system identifies the User with comparing with dataset image. The synthetic 
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binary data of User information received which is shown in figure 6 and did not found any image after bits image 
conversion technique as like as the above figure 5.    

Face Recognition of User over AWGN channel with BPSK modulation scheme is depicted by figure 7 and found image 
after bits image conversion process. 

 

Figure 7 Face Recognition of User over AWGN channel with BPSK modulation scheme 

Another face recognition of User over AWGN channel with 16-QAM modulation scheme is shown in below figure 8 and 
found image after bits image conversion technique.  

 

Figure 8 Face Recognition of User over AWGN channel with 16-QAM modulation scheme 

Instead of 16-QAM modulation scheme, 4-QAM modulation scheme gives image after bits image conversion process. 
Face recognition of User over AWGN channel with 4-QAM modulation scheme is depicted in figure 9.  

 

Figure 9 Face Recognition of User over AWGN channel with 4-QAM modulation scheme 

It is seen from the figure 10 that the plot of BER values for user’s digital data are almost constant in PSK, DPSK, 16-QAM 
modulation with convolutional channel. Under assumption of SNR value of 10 dB for the user, the estimated BER values 
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are near 0.5026 for all modulation technique in convolutional channel coding schemes.  On the other hand, in case of 
BPSK and 4-QAM modulation with convolutional coding the BER is 0.02 and 0.14 respectively considering 4dB SNR and 
for identical 10dB SNR value, the estimated BER value is also constant value with zero BER.  

 

Figure 10 BER performance of User data transmission with BPSK, QPSK, PSK, 4-QAM and 16-QAM digital modulation 
scheme 

8. Conclusion 

In this paper, face recognition signal transfer technique with image is introduced for ensuring proper security system 
in wireless communication system instead of mixing additional information file regarding the transmitted signal. 
Considering the assumption of SNR value of 10 dB for the user, the estimated BER values are near 0.5026 for all 
modulation technique in convolutional channel coding schemes.  On the other hand, in case of BPSK and 4-QAM 
modulation with convolutional coding the BER is 0.02 and 0.14 respectively considering 4dB SNR and for identical 10dB 
SNR value. BPSK shows constant zero BER under the assumption of SNR among all the techniques used in this study.    
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