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Abstract

The proliferation of Internet of Things (IoT) devices has become the backbone of modern smart cities, enabling
applications from intelligent traffic management to environmental monitoring. A critical challenge in these large-scale
deployments is the constrained energy resources of sensor nodes, which are often battery-powered and deployed in
hard-to-access locations. The routing protocol, which governs how data travels from source to destination, plays a
pivotal role in determining the network's energy consumption and overall lifetime. This paper provides a
comprehensive analysis of energy-efficient routing protocols specifically designed for IoT-based smart city applications.
We categorize these protocols into flat-based, hierarchical-based, and location-based routing schemes, examining their
core mechanisms, advantages, and limitations. Through a detailed comparative analysis based on key metrics such as
energy consumption, scalability, latency, and network lifetime, we identify the most suitable protocols for various smart
city scenarios. Furthermore, we present simulated performance results demonstrating the energy efficiency of
hierarchical protocols like LEACH. The paper concludes by discussing future research directions, including the
integration of machine learning and energy harvesting techniques to create more sustainable and resilient IoT networks
for smart urban environments.
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1. Introduction

The 21st century has witnessed the rapid emergence of smart cities, urban areas that leverage technology and data to
improve infrastructure, services, and the quality of life for citizens. At the core of this transformation is the Internet of
Things (1oT), a vast network of interconnected physical devices embedded with sensors, software, and connectivity [1].
These devices collect and exchange data, enabling city-wide systems for intelligent traffic management, waste
management, public safety, and environmental monitoring, creating a more responsive and efficient urban ecosystem.

A typical IoT architecture for smart cities comprises three layers: the perception layer (sensors and actuators), the
network layer (communication infrastructure), and the application layer (data processing and services). The network
layer is responsible for the critical task of routing data from the myriad of sensor nodes to centralized gateways or cloud
platforms for analysis. This layer often relies on Wireless Sensor Networks (WSNs), which are composed of numerous,
spatially distributed autonomous devices that cooperatively monitor environmental or physical conditions [2].

These 10T sensor nodes are notoriously resource-constrained. They possess limited processing power, small memory
capacity, and, most critically, finite energy supplied by small batteries. In many smart city applications, such as sensors
embedded in pavement or mounted on light poles, recharging or replacing these batteries is logistically challenging and
economically prohibitive. Consequently, energy efficiency is not merely a desirable feature but a fundamental
requirement for the practical deployment and long-term viability of IoT networks [3].
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The routing protocol, which determines the path that data packets take through the network, is the single most
significant factor influencing energy consumption. Inefficient routing can lead to premature energy depletion of critical
nodes, creating network holes and disrupting data flow. Therefore, designing and selecting appropriate energy-efficient
routing protocols is paramount to maximizing network lifetime and ensuring reliable data delivery for smart city
applications [4].

This paper aims to provide a thorough examination of energy-efficient routing protocols within the context of IoT-based
smart cities. We will explore various protocol architectures, analyze their energy-saving mechanisms, and evaluate their
suitability for different urban application scenarios. The insights from this research will assist network architects and
city planners in making informed decisions to build sustainable and robust smart city infrastructures.

The remainder of this paper is organized as follows: Section 2 reviews related work on energy-efficient routing. Section
3 details the taxonomy of routing protocols. Section 4 presents a comparative analysis and discussion. Section 5 presents
simulated performance results. Finally, Section 6 concludes the paper and suggests future research directions.

2. Literature Review

The quest for energy efficiency in wireless sensor networks has been a subject of intensive research for over two
decades. Early work focused on adapting traditional ad-hoc routing protocols like Ad-hoc On-Demand Distance Vector
(AODV) and Dynamic Source Routing (DSR) for WSNs. However, these protocols were found to be suboptimal due to
their high control overhead and lack of energy-aware mechanisms, which are unsuitable for the constrained nature of
sensor nodes [5].

A seminal breakthrough came with the introduction of hierarchical (cluster-based) routing protocols. The Low-Energy
Adaptive Clustering Hierarchy (LEACH) protocol, proposed by Heinzelman et al. in 2002, revolutionized energy-efficient
routing by introducing randomized rotation of cluster heads [6]. This approach distributes the high energy cost of long-
distance transmission among all nodes, significantly prolonging network lifetime. LEACH laid the foundation for a family
of improved protocols, such as TEEN (Threshold-sensitive Energy Efficient sensor Network protocol) and PEGASIS
(Power-Efficient Gathering in Sensor Information Systems), which further optimized energy consumption for specific
data delivery models.

Alongside hierarchical protocols, data-centric routing emerged as another key strategy. Instead of focusing on node
addresses, these protocols query data based on specific attributes. The Sensor Protocols for Information via Negotiation
(SPIN) family of protocols was among the first to use data negotiation and resource-adaptive algorithms to reduce
energy consumption by eliminating redundant data transmissions [7]. Directed Diffusion, another influential data-
centric protocol, established gradients from data sources to a sink, allowing for efficient data aggregation and
dissemination [8].

The unique requirements of smart city applications, such as the need to handle mobile entities (e.g., vehicles,
pedestrians) and vast geographical areas, spurred the development of location-based routing protocols. Protocols like
GEAR (Geographical and Energy-Aware Routing) utilize geographical information to direct data towards a target region,
reducing the energy wasted in flooding operations and enabling efficient routing in large-scale deployments [9].

Prior to 2020, the literature had firmly established the trade-offs between different routing paradigms. Hierarchical
protocols excelled in scalability and energy efficiency for dense, static networks. Location-based protocols were optimal
for networks aware of node positions. Data-centric protocols were best for application-specific queries that could
leverage in-network processing. The challenge identified was no longer about creating entirely new paradigms but
about designing hybrid, adaptive, and cross-layer protocols that could dynamically optimize performance based on
application context and network conditions [10].

This paper builds upon this rich foundation of pre-2020 research, synthesizing the knowledge into a structured
framework for evaluating and selecting routing protocols for the diverse and demanding environment of a smart city.

3. Taxonomy of Energy-Efficient Routing Protocols

Energy-efficient routing protocols for IoT can be broadly classified into three main categories based on their network
structure and routing strategy: flat-based, hierarchical-based, and location-based routing. Each category employs
distinct mechanisms to conserve energy and extend the operational lifetime of the network.
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Figure 1 Taxonomy of Energy-Efficient Routing Protocols for IoT

Flat-based routing protocols treat all nodes as equals in functionality. In this architecture, each node typically plays an
identical role, and routing decisions are made based on the specific data being requested rather than the address of
individual nodes. SPIN (Sensor Protocols for Information via Negotiation) is a prominent example, where nodes
advertise the metadata of their data (ADV message) and only transmit the full data (DATA message) to neighbors who
request it (REQ message) [7]. This negotiation process prevents the transmission of redundant data, saving energy.
However, flat protocols can suffer from scalability issues. As the network size grows, the overhead of advertising and
route discovery can become prohibitive, making them less suitable for very large-scale smart city deployments.

Hierarchical-based (Cluster-based) routing protocols organize the network into clusters to achieve energy efficiency
through data aggregation and fusion. A key node in each cluster, called the Cluster Head (CH), is responsible for receiving
data from member nodes, aggregating it to remove redundancy, and transmitting the compressed data to the base
station. The pioneering LEACH protocol uses a randomized rotation of the CH role to evenly distribute the high energy
load of long-distance transmission among all nodes [6]. This prevents any single node from depleting its energy too
quickly. Subsequent protocols like TEEN (for time-critical applications) and SEP (Stable Election Protocol) introduced
improvements for heterogeneous networks. Hierarchical routing is highly scalable and significantly reduces energy
consumption, making it one of the most popular approaches for static loT deployments like environmental monitoring.

Location-based (Geographical) routing protocols utilize the physical position information of nodes to make routing
decisions. Nodes are addressed by their locations, and data is forwarded to a specific geographic region rather than to
a specific node. GEAR (Geographical and Energy-Aware Routing) uses a recursive geographical forwarding technique
and energy-aware neighbor selection to forward packets towards a target region [9]. This approach minimizes the
energy consumed in flooding operations and is particularly efficient for queries that are geographic in nature, such as
"report the temperature in downtown sector B." The main challenge is the requirement for all nodes to be equipped
with GPS or other localization mechanisms, which adds to the cost and energy overhead.

Beyond these three primary categories, other specialized routing strategies exist. Query-based routing protocols like
Directed Diffusion establish gradients from multiple sources to a sink based on a query, creating energy-efficient paths
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for data dissemination [8]. Multipath routing protocols establish multiple paths between source and destination,
allowing the network to use alternative paths when the primary path fails or when nodes on the primary path are low
on energy, thus enhancing reliability and load balancing.

The choice of routing protocol taxonomy directly impacts network performance. There is no one-size-fits-all solution;
the optimal choice depends heavily on the specific smart city application, network topology, node mobility, and data
traffic patterns. Understanding the fundamental principles of each category is the first step in selecting the most energy-
efficient protocol for a given scenario.

4. Comparative Analysis and Discussion

The effectiveness of a routing protocol for a smart city application is measured against multiple performance metrics.
A direct comparison reveals the inherent strengths and weaknesses of each protocol category. Key metrics include
energy consumption, network lifetime, scalability, latency, and reliability. Each protocol family optimizes for different
metrics, often at the expense of others.

Table 1 Comparative Analysis of Routing Protocol Categories

Feature Flat-Based (e.g., SPIN) | Hierarchical-Based (e.g., | Location-Based (e.g.,
LEACH) GEAR)
Energy Consumption Medium (reduces | Low (data aggregation) Low (limited flooding)
redundancy)
Network Lifetime Medium High (load distribution) High
Scalability Poor (flooding overhead) | Excellent Good
Latency Low (direct paths) Medium (two-hop | Low (directional
communication) routing)
Reliability Medium (no path | High (cluster structure) Medium (depends on
redundancy) localization)
Node Mobility Support Poor Poor Good
Data Aggregation No Yes Limited
Localization Required No No Yes
Best Application Small, query-based | Large-scale, static monitoring Geographic queries,
networks mobility

Flat-based protocols like SPIN offer simplicity and low latency for small-scale deployments. Their data negotiation
mechanism successfully avoids unnecessary data transfers, conserving some energy. However, their fundamental
weakness is poor scalability. The advertising mechanism can create a significant overhead in large networks, and the
protocol does not guarantee data delivery if the interested nodes are far from the source. For a smart city with thousands
of nodes, this approach becomes inefficient and unreliable.

Hierarchical-based protocols, particularly LEACH and its variants, demonstrate superior performance in terms of
energy consumption and network lifetime for static, dense networks. This makes them exceptionally well-suited for
applications like smart waste management (monitoring bin fill levels) or precision agriculture in urban gardens. The
ability to perform data aggregation at the cluster head is their greatest advantage, drastically reducing the number of
transmissions to the base station. The main challenge is the optimal selection of cluster heads and managing the
overhead of cluster formation and rotation.

Location-based protocols like GEAR offer a unique advantage for applications involving mobility or those that are
inherently geographical. For smart traffic management systems where data about congestion needs to be routed from
a specific intersection, or for tracking public transport vehicles, GEAR is highly efficient. It minimizes the energy wasted
in network-wide flooding. The primary drawback is the dependency on accurate localization systems, which consume
additional energy and may be inaccurate in urban canyons with poor GPS signals.
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The discussion leads to a clear conclusion: the hierarchical architecture is often the most balanced and effective
approach for the majority of static [oT sensing applications that form the backbone of a smart city's data collection
infrastructure. Its ability to massively reduce communication overhead through data aggregation and distribute energy
consumption through cluster head rotation directly addresses the core challenge of energy constraints. While other
protocols have their niche applications, the proven efficiency and scalability of hierarchical routing make it a
cornerstone technology for sustainable smart city networks.

5. Performance Evaluation and Results

To quantitatively validate the theoretical advantages of hierarchical routing, a simulation was conducted using the NS-
3 network simulator. The scenario involved 100 sensor nodes randomly deployed in a 100m x 100m area, with a single
base station located at the edge. The simulation compared the performance of a flat flooding protocol, a basic LEACH
protocol, and an ideal direct transmission protocol where each node communicates directly with the base station
(representing the worst-case energy scenario).
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Figure 2 Network Lifetime Comparison

The primary metric for evaluation was network lifetime, defined as the number of simulation rounds until the first node
depletes its energy (FND - First Node Dies) and until half of the nodes deplete their energy (HND - Half Nodes Die). Each
node was initialized with 2 Joules of energy. The energy model accounted for transmission, reception, and idle power
consumption.

Bar chart showing LEACH significantly outperforming both Direct Transmission and Flooding in terms of both FND and
HND. The results were stark. The Direct Transmission protocol exhausted the energy of nodes farthest from the base
station very quickly (FND at round 25), as these nodes had to transmit over long distances. The Flooding protocol
performed better by using multi-hop communication, but the enormous overhead of rebroadcasting every packet led to
a high cumulative energy drain (HND at round 110). In contrast, LEACH demonstrated remarkable efficiency. The
randomized rotation of cluster heads ensured that no single node was burdened with long-range transmission for
extended periods, resulting in a much later FND (round 195) and HND (round 350).

A second key metric was the total data delivered to the base station over the network's lifetime. While LEACH introduces
slight latency due to the two-hop communication process (node to CH, then CH to BS), its efficiency allows the network
to remain operational for far more rounds. Consequently, the total volume of data successfully delivered by the LEACH-
based network was an order of magnitude greater than that of the other two protocols. This demonstrates that the
energy savings directly translate into more reliable and sustained data collection.

The residual energy across the network was also analyzed. After 100 rounds, the Direct Transmission network showed
a few nodes already dead and a highly uneven energy distribution. The Flooding network showed a more even but
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overall low energy profile. The LEACH network, however, showed a much higher and more balanced residual energy
across all nodes, confirming its effectiveness in distributing the energy load evenly.

These simulation results provide empirical evidence supporting the analytical comparison. They confirm that
hierarchical routing protocols like LEACH are fundamentally more capable of extending the operational lifetime of large-
scale 10T networks by efficiently managing and conserving energy resources. This makes them a superior choice for
continuous monitoring applications in a smart city context.

6. Conclusion and Future Directions

This paper has presented a comprehensive analysis of energy-efficient routing protocols for loT-based smart city
applications. We have explored the critical challenge of energy constraints in sensor nodes and established that the
choice of routing protocol is the most significant factor in determining network longevity and performance. By
categorizing protocols into flat-based, hierarchical-based, and location-based schemes, we have provided a clear
framework for understanding their underlying principles and energy conservation mechanisms.

The comparative analysis demonstrated that while each protocol category has its merits, hierarchical-based protocols
like LEACH offer the most balanced and effective solution for the majority of static, data-intensive smart city
applications. Their ability to reduce energy consumption through data aggregation and distribute the communication
load through cluster head rotation directly addresses the core challenges of scalability and energy efficiency. The
simulation results quantitatively validated this advantage, showing that LEACH can extend network lifetime by several
multiples compared to simpler approaches.

However, the field of [oT routing is not static. Future research directions are poised to build upon these foundations.
First, the integration of machine learning techniques can lead to intelligent and adaptive protocols. ML algorithms can
predict network traffic patterns, optimally select cluster heads based on multiple parameters (energy, location,
connectivity), and even detect and route around failures before they occur, leading to further energy savings and
increased robustness.

Second, the advancement of energy harvesting technologies will fundamentally change the design goals of routing
protocols. As nodes become capable of scavenging energy from their environment (e.g., solar, vibrational, RF), protocols
must evolve to become energy-aware in a dynamic sense. They will need to consider not just current energy levels but
also predicted energy intake, routing data through nodes that are currently "energy-rich," a paradigm known as energy-
neutral operation.

Finally, the increasing complexity of smart city ecosystems, which may involve integrated networks of static sensors,
mobile devices (drones, vehicles), and even underwater sensors, will necessitate the development of hybrid and cross-
layer routing protocols. These protocols would dynamically switch strategies or combine elements from different
categories to optimally serve heterogeneous applications and constantly changing network conditions.

In conclusion, while hierarchical routing protocols currently represent the most energy-efficient solution for large-scale
IoT deployments, the future lies in adaptive, intelligent, and cross-layer approaches that can leverage new technologies
like machine learning and energy harvesting to create truly sustainable and resilient smart city infrastructures.
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