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Abstract 

Data are now valued as the new oil that powers the world economy. Globally, Big data technologies have intensified the 
need for Sustainable Data Governance (SDG). Significant empirical evidence from literature revealed that about 2.7 
zettabytes of data now in the digital universe are being threatened by cybercrime incidents that are on the rise globally. 
Despite the importance of SDG and cyber security, only 67% of organizations globally deployed data governance or data 
intelligence solutions, while 46% including Nigeria had no formal governance strategy in place. This study highlights 
strategies to leverage good security measures for SDG. The authors adopted the Data Management Association (DAMA) 
International Guide to the Data Management Body of Knowledge (DMBOK) (DAMA-DMBOK) as a conceptual framework 
for this study. The narrative review methodology was adopted, where related research findings from peer-reviewed 
articles are used to draw holistic findings that revealed significant information on strategies for leveraging excellent 
security practices within SDG for economic empowerment. Results show that data governance, a fundamental part of 
cyber security, ensures that the right people have the right access, while Information Security ensures that Enterprise 
Data is safe and locked down. Cyber security is at the core of ensuring confidentiality, integrity, and availability of 
organizations’ data and leveraging data governance program that ensures that safe data is accessible across the 
organization in a controlled manner. The result of this study may increase understanding, and awareness of the need 
for information security to leverage SDG required for economic empowerment. 
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1. Introduction

Information security remains a critical activity within today’s organizations in the light of continued data breaches, 
systems outages, and malicious software [13]. In order to truly address the subject of organization data quality: data 
confidentiality, integrity, and availability, in a sustainable manner, an enterprise data governance strategy needs to be 
adopted coupled with enterprise information security. This study examines, within the field of information systems 
security, the use of organizational data decision rights, rules, protocols, and policies that specify how users of 
information and technology resources should behave in order to prevent, detect, and respond to security incidents that 
may challenge SDG. SDG for effective information systems security management of organizational data depends on 
improving protective technology and policy compliance among data networks and employees [19], [27], and [47]. 
Existing information systems security management models have overly emphasized the rationality of decision-makers 
[19], and decision rights, rules, and protocols for data and data-related processes [16].   
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The rise of big data has led to many new opportunities for organizations to create value from data [5] and [9]. This 
increasing dependence and value on data also pose many challenges for organizations. Such challenges include, among 
others, connecting and integrating data from numerous sources [48], data complexity [52], data security [54], data 
capture [12], data scale, data mobility, data value, and data analytics [29]. These challenges are handled by establishing 
data analytics governance, implemented through regular audits of the current data management process, adequate 
training for organization personnel, and implementation of sound data management and data security strategies [27] 
and [47]. Data Governance (DG) is comprised of systems that define decision rights, rules, and protocols for data and 
data-related processes, that focus on the people, technology, and processes that are involved in the creation, 
management, and stewardship of enterprise data performed according to agreed-upon models that define the protocol 
for actions with what, when, and under what circumstances to use what methods for ensuring the effective and efficient 
use of quality data [16] and [23]. Data Governance and enterprise information security are so tightly entwined. The 
process of maintaining sustainable data governance, new technologies, security trends, and threat intelligence could be 
a challenging task. 

Globally, especially in the last decades, digital records protections have become ubiquitous [47]. A good concept for 
information security addresses three major objectives namely confidentiality, integrity, and availability of enterprise 
data. Safeguarding information and other assets from cyber threats, which take many forms such as malware (a style of 
malicious software within which any file or program will be accustomed to harm a mortal), worms, viruses, Trojans, 
spyware, ransomware, social engineering (an attack that relies on human interaction to trick users into breaking 
security procedures to realize sensitive information that's typically protected), phishing (a variety of social engineering 
where fraudulent email or text messages that resemble those from reputable or known sources are sent). Others include 
spear phishing, insider threats, distributed denial-of-service (DDoS) (attacks where multiple systems disrupt the traffic 
of data flow in a targeted system, like a server, website, or other network resources, by submerging the target with 
dispatches, connection requests, or packets, with the intention to decelerate the system, crash it, or preclude a licit 
business from using organization data. Other common attacks include Advanced patient pitfalls (APTs), Man-in-the-
middle (MitM), botnets, drive-by-download attacks, exploit accouterments, malvertising, vishing, credential filling 
attacks, cross-site scripting (XSS) attacks, SQL injection attacks, business email compromise (BEC), email spoofing, 
brute-force attack, dictionary attack, salami attack, and zero-day exploits. 

Modern enterprise information security systems are now available such as firewalls, intrusion detection and 
prevention, anti-malware, and a plethora of other systems that are now standard elements of today’s networks that can 
if properly implemented, in a properly joined-up manner with good data governance can prevent attackers from 
slipping between the cracks. It is not enough to be conscious of these concepts of multi-layered security solutions and 
how our networks can be protected, it is important to know what is on our network, the adequacy of our security 
measures, and how appropriately our security measures are leveraging data confidentiality, integrity, and availability. 
Without an understanding of our network, data governance strategies, and the state of security on our devices, we may 
not be able to mitigate global data security challenges that may threaten sustainable data governance. Identifying the 
cause of data breach is as important as identifying with certainty where the breach, stolen, or leaked data came from. 
This is because if cybercrime security personnel cannot identify with certainty where the breach, stolen, or leaked data 
came from, it will be much more difficult, if not impossible, for them to identify the cause of the data breach. Investigating 
data breaches also involves the collection of data widely encompassing that spans organization data, including shared 
files among staff members, company-owned or bring your own device (BYOD), and other unmanaged locations. This 
takes time even in SDG systems. Data can also be collected from randomly selected samples of devices, which risks 
missing the compromised systems. This study highlights strategies to leverage good enterprise security measures for 
SDG. 

1.1. Problem Statement 

Data Governance and enterprise information security are tightly interwoven. DG, a proactive means to minimize risk 
[50], is the process of managing the availability, usability, integrity, and security of the data in enterprise systems, based 
on internal data standards and policies that also control data usage [45]. Effective data governance, a fundamental part 
of cyber security, ensures that enterprise data are consistent and trustworthy, accessed by the right people, and not 
misused; while information security ensures that enterprise data is safe and locked down. The general IT problem 
postulated in this study was poor data governance, which is a fundamental part of cyber security performance or 
sustainability of DG majorly due to poor data intelligence solutions and security measures for SDG in Nigeria. The 
specific IT problem is that some cyber security and enterprise information security managers in Nigeria lack strategies 
to enforce good security measures, standards, laws, guidelines, and value systems for SDG. 

1.2. Research Question 
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What are the appropriate enterprise information security systems to mitigate global data security challenges in our 
networks, and data governance strategies, in order to leverage sustainable data governance in Nigeria? 

2. Literature Review 

Data Governance, which is now a global discourse, is about realizing that data are the means to any organization's 
wellbeing [11] and [18], innovated on three critical generalities: the people, technology, and processes [19],  [27], and  
[47], involved in the creation, operation, and stewardship of enterprise resources that enabled the applicable running 
of the data across the organization. It further refers to the foundation of the people, technology, and processes that hold 
decision rights that are held responsible for an organization’s decision-making about its data, users of the data, and 
circumstances, and protocols to be followed in using the data. Data governance is seen as the framework for assigning 
decision-related rights and duties in order to adequately handle data as an organizational asset [27], and provide for 
data integrity, data security, vacuity, and thickness, while guarding high-quality data throughout the lifecycle of that 
data [11]. The main driver for data governance is considering data as an asset or productivity of the organization [27] 
and [47].  

The data governance framework includes knowledge creation and strategies for data operation, preservation, curation, 
availability, quality issues, as well as legal and policy enterprises over data governance and data security [23]. Data 
governance is a decision-making process concentrated on authority structure to specify decision rights and 
responsibilities that encourage queries or actions regarding data use, security, integrity, and vacuity. The emergence of 
big data technologies to design public policy and deliver public services has necessitated the need for organizations to 
design data policy and governance [8] and [22]. Data governance conditions arise from consequential problems related 
to using digital technologies grounded on massive volumes of data, shaping tools to reduce participating pitfalls, and 
defining patterns for stewards' and analysts' actions [31] and [37]. Working with big data requires data governance to 
promote ease of use, security, norms, guidelines, and rules. Information systems security failures have dire 
consequences on SDG, including commercial liability, loss of credibility, and financial damages.  

Security-related information integration has also become feasible in this increasingly digital and interconnected world. 
Computers and information systems are crucial to SDG in any organization. Ensuring the security of these systems is a 
vital task that maintains the basic aspects of the information security phenomenon, namely, confidentiality, availability, 
and integrity [25]. Data governance and enterprise information security are so tightly entwined [46], in the sense that 
data governance when aligned with new data security governance practices will help to solve data governance 
problems. Also, aligning data governance practices and proposals to key strategic initiatives like information security 
will further enhance SDG. Successful data governance in any organizational process is heavily dependent on the effective 
implementation of IT resources that ensure wide-ranging means of security control platforms. Security controls include 
asset management measures, vulnerability management measures, and incident management measures [51]. 

Significant empirical evidence from literature revealed that the ubiquitous alarming rate of digital data flow requires 
the deployment of data governance or data intelligence solutions, a situation theorized by [32], as the “datafication” of 
society, where digital data can easily be produced, stored and processed in a way that has no historical precedent. 
Significant empirical evidence from literature revealed that with the volume of data flow and the latest advances in 
technology, such as the Internet of Things (IoT), the digital universe is being threatened by cybercrime incidents that 
are on the rise globally [30], [32], and [43]. It is required that organizations take a holistic view as to how they secure 
information and services, since these technologies may have the least complexity and are unlikely to be innately secure 
[30] and [53]. DG is an emerging subject in information system security in recent years, following the dramatically 
increasing volume of data used within organizations and the critical role data play in business operations. Organization 
enterprises have become exposed and increasingly susceptible to information leakages, data thefts, cyber-attacks, and 
sabotage [43]. This also results in a rapidly increased volume of e-waste that might contain confidential information of 
a different nature, which results in ecological security or electronic waste security [3] and [4]. 

Data governance, coupled with information system security can be deployed to detect cyber security incidents such as 
Intrusion Detection, Man-in-the-middle, and DDoS attacks, and make guarantee the security of sensitive data in 
enterprise information systems [43] and [53]. While Data governance represents the framework and core capability for 
data management [7] and [15], which assures that all operational functions of data management contribute to achieving 
organizational objectives, and strategy [12]. Data management depicts a practical implementation of data-related 
activities on the operational level [21]. All data management activities by stakeholders are designed to ensure data 
consistency and integrity, function goals, and responsibilities for effective and efficient organization values [2]. Data 
management activities also ensure confidentiality, integrity, and availability of the right data at the right time for an 
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effective decision-making process [1] and [40]. This requires the transformation of the enterprise culture to a risk-based 
culture, where digital security is the responsibility of all the employees of the enterprise [41]. 

 

2.1. Conceptual Framework 

 We adopted the Data Management Association (DAMA) International Guide to the Data Management Body of 
Knowledge (DMBOK) (DAMA-DMBOK) as a conceptual framework for this study. DAMA-DMBOK was proposed by [14]. 
DAMA-DMBOK defines a standard organizational view of data management functions, terminology and best practices, 
planning, oversight, and control over the management of data and the use of data and data-related sources [14]. DAMA 
provides the foundation for data management known as DAMA-DMBOK [15], and describes data management functions 
that cover all the aspects of data architecture, development, management, and governance. DMBOK is a comprehensive 
guide to international data management standards and practices for data governance and management professionals. 
Data governance is a set of processes, responsibilities, and tools that provides practices for an enterprise-wide 
perspective on managing data as an organizational asset [27] and [47]. These practices enable the effective delivery of 
high-quality data that improve regulatory reporting and ensures compliance with regulatory requirements. High-
quality data enhance operational efficiency which, subsequently, results in cost reduction and value creation for the 
organization. DAMA-DMBOK is a set of best practices of data management recommended for implementation in an 
organization [35]. The DAMA-DMBOK provides guidance for activities, which should be performed or taken into 
consideration for each data management and data governance area. Data Governance is limited to the three data 
management areas according to the [15], which are data governance, data quality, and metadata, but stands at the center 
of the data management model to govern and coordinate the operational aspects of data management [39]. The main 
objective of data governance is to get value from data – to monetize data and meet compliance and regulatory reporting 
requirements [49]. DAMA-DMBOK was adopted as our conceptual framework and theoretical foundation to study 
security issues associated with data governance in the era of global data security challenges, especially in Nigeria.    

3. Research Methodology 

This study incorporated the use of a narrative review approach that aligns with the consensus of many researchers on 
the narrative review research methodology approach. The consensus of many researchers on narrative review research 
methodology is that it is best suitable for comprehensive studies which aim at synthesizing a stream of research, 
identifying problems, gaps, and research opportunities within it, and providing a foundation for drawing holistic 
interpretations or conclusions, and significant interpretations based on the existing theories, conceptual framework, 
and models within the review boundaries [24], [34], and [36]. Data do not speak for themselves, and so must be narrated 
[20]. The narrative review approach involved the review, analysis, and integration of different, related, and interactional 
approaches and research findings [17] and [44], with the aim of exercising a holistic-content reading and drawing 
holistic interpretations or conclusions [10] and [36], based on the reviewers’ own experience, existing theories, and 
models that may answer the research question. A narrative study approach is most appropriate for a descriptive or 
explanatory study that allows for a narrative-constructivist and integration approach  [17], uses mainly narrative 
methods of data collection and analysis, and produces a final narrative report [20]. Narrative review methodology 
provides significant strengths that have the ability to establish platforms for the comprehension of diverse and 
numerous understanding derived from multiple data sources and research findings. It also avails the researcher, the 
opportunity to make reflective practices and acknowledgment of researchers’ views and knowledge [42]. 
Methodological triangulation, a platform for engaging multiple sources of data to gain multiple perspectives, and 
maximize the reliability and validity of data, in order to build a coherent justification of data interpretation was also 
adopted. Methodological triangulation helps to confirm the reliability and validity of information collected, and 
justification of interpretations from the reviews. 

Globally, all security platforms are complex, dynamic, and psychological. In reality, there are no perimeter boundaries, 
because perimeter defences, control over devices, employee adherence to policies, control over policy enforcement, and 
enterprise definitions are no longer reliable. Defences need to be personalized as attackers personalize their attacks. 
Nevertheless, organizations must recognize their enterprise systems as comprising some sort of perimeter; otherwise, 
the organization’s security management domain becomes the entire internet. Information system security and data 
governance literature are vast in nature [38]. Narrative high-quality literature reviews in information system security 
and data governance should contain a clear articulation of the review boundaries, the steps taken to collect the relevant 
literature, and how the literature was synthesized and analyzed to draw holistic interpretations or conclusions [38]. 
Five factors impact future security perimeter measures: Cloud, Software as a service (SaaS), Software-defined 
networking, Big Data, and the Internet of Things (IoT) [26]. In this study, we restrict our narrative reviews to areas that 
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cover data governance as a fundamental part of cyber security that ensures that the right people have the right access 
to organization data, and, information Security that ensures that enterprise data are safe and locked down. Our review 
boundary for cyber security includes at the core, ensuring confidentiality, integrity, and availability of organizations’ 
data that leverage data governance program for assurance of accessible safe data across the organization in a controlled 
manner, while the scope of the Data Governance Model is limitedto data quality, and metadata management. 

3.1. Data Collection 

Some peer-reviewed research findings from journals and other articles that are relevant to our study objectives and 
consistent with our research question and conceptual framework were reviewed. Our key search words were tailored 
toward identifying appropriate enterprise information security systems to mitigate global data security challenges in 
our networks thereby leveraging sustainable data governance. Our reviews incorporated 55 references. Fifty-three 
(96%) of the overall references incorporated within the study are peer-reviewed, while (100%) are peer-reviewed 
journals that are within the last 5 years. The summary is given in Table 1.  

Table 1 Summary of Research Articles Reviewed  

Incorporated articles Number 

Total references within the study review: 55 

Total peer-reviewed references in the study: 53 

Total peer-reviewed in the study within the last 5 years: 53 

% Peer-reviewed references in the study: 96% 

% Peer-reviewed references in the study within the last 5 years: 100% 

4. Analysis, Synthesis and Discussions 

Data governance requires both business and IT support because data is created and updated by business processes 
while using IT infrastructure [5] and [27]. To achieve value from data and maintain data-related activities in a controlled 
manner according to business needs and regulatory requirements, an enterprise-wide data strategy should be created. 
The data strategy should be aligned with business and IT strategy to support key organizational priorities, needs, and 
goals [5]. Each goal defined in the data strategy should be mapped to corporate strategy and should follow the corporate 
vision and mission. Following steps should be taken to create the enterprise-wide data strategy: (1) gathering business 
requirements for data, (2) mapping business requirements to both enterprise goals/strategically dimensions and IT 
goals, (3) mapping business requirements to the Data Governance Model areas, (4) determination of expected benefits, 
efficiency improvement, impacted information systems, possible solution design, (5) building of data strategy and 
roadmap, and (6) data strategy approval by the Data governance operational steering committee. 

5. Conclusion 

Information security experts should strive to be good organizational security personnel for their data. They must know 
where all the organization data are at any point in time, segregate them into separate sections, and ensure that the 
security measures between sections are sound, healthy, and secure. This segregation is desired to ensure that all 
sections of the organization's data are at risk. If there is any breach, in one section, the risk can be contained and most 
of the organization's data will be safe. Also, deleting any low-value data, according to predefined and legally, reduces 
risks and minimizes the volume of data that could be compromised. There should be strict compliance rules concerning 
how long the organization should retain its data. Data are deleted once the retention period is over, to avoid the risks 
and costs outweighing any residual value.  Other methods to avoid organization data from being compromised included, 
among others: herding valuable organizational data such as organizations' intellectual property and company records 
and contracts stored inappropriately in file shares or email attachments. Company data records managers and end-
users should ensure that records are always filed correctly via appropriate data governance schemes. Organizations can 
adopt information governance technology that leverages excellent enforcement of data security by increasingly 
enforcing strict regulations surrounding data privacy and financial information. Important personal, financial, and 
health details are to be stored in controlled repositories. All critical value data should be stored securely and only in 
secured locations. Even when such data are disposed of correctly, they may still be retained in back-ups or archives. To 
enforce data security, there should be regular sweeps of email, file shares, and other unprotected systems to enable 
organizations to quickly locate and remediate unprotected private data.  Finally, good access control should be 
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maintained, coupled with sound policy and constant vigilance to ensure that only people who can access high-risk or 
high-value data are those who require it for day-to-day work. The use of Blockchain can enhance security, privacy, and 
optimization of the entire services because blockchain offers secure application development with smart contracts and 
its distributed technology [6], [28], and  [55] especially for a new development of pioneering research [33] and [55]. 
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