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Abstract

An Improved Data Leakage Detection System is designed to mitigate the leakage of crucial and sensitive data in a cloud
computing environment. Generally, leakage of data in computing system has caused a lot of irreparable damage or
catastrophe to various institutions or organizations worldwide. Therefore, this research aims at detecting and
preventing any intentional or non-intentional data leakages using dynamic password or key for data decryption security
mechanisms. To achieve this the OOADM methodology was adopted. The new system was implemented using ASP.net
MVC and Microsoft SQL Server Management Studio as the backend. And by incorporating an Audit trail/Transaction log
mechanism, the new system monitors the activities within and outside the computing environment with date and time
stamp. Hence, the system can be applied in any environment for the prevention and detection of any data leakage.
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1. Introduction

Data leakage is the unauthorized transfer of classified information from a computer or datacenter to an unintended
outsider. Data leakage can be simply accomplished by mental means, or by physical removal of disks /reports or by
subtle means such as data hiding. There has been a shift from battling to be free from intrusions, viruses, or spam, to
wrestling to be free from data leakage. Data leakage can be intentional or accidental. It can be exposured of legally
protected personal information, intellectual property or trade secrets. These days, the exposure of confidential
information has become the number one threat for several enterprises. Data leakage occurs always when confidential
business information like customer or patient data, ASCII text file or design specifications, tariffs, property and trade
secrets, and forecasts and budgets in spreadsheets are leaked out. When these are leaked out it leaves the company
unprotected and goes outside the jurisdiction of the organization. This uncontrolled data leakage puts business in a
vulnerable position. Once this data is not any longer within the domain, then the company is at serious risk. Today data
leakages can impact hundreds of thousands often millions of individual consumers, and even more individual records,
all from a single attack on one company. Many previous researchers have deployed several enabling security
technologies such as firewalls, encryption mechanisms, access control mechanisms, identity management, and machine
learning/context-based detectors to offer protection against data leakage threat. Though a good number of researchers
such as [5], developed a three-tier application that makes data access secure through a safe channel monitoring system
using watermarking to ensure data do not leak out. But this technique implements a unique code in every copy of data.
If later, a distributed copy of data is found at some unauthorized location, the guilty agent can be detected very easily
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[2]. Hence despite the efforts of previous researcher to prevent data from leaking out, data leakage is still a big challenge
especially to many organizations and institutions.

2. Literature Review

Data leakage didn’t begin when companies began storing their protected data digitally. In fact, data leakages have
existed for as long as individuals and companies have maintained records and stored private information. Before
computing became commonplace, a data leakage could be something as simple as viewing an individual’s medical file
without official permission or viewing sensitive documents that weren’t properly disposed of. Still, publicly-disclosed
data leakages greatly increased in frequency in the 1980s. And in the 1990s and early 2000s, public awareness of the
potential for data leakages began to rise. Most information on data leakages focuses on the time period from 2005 till
date. This is largely because of the advancement of technology and rapid increase of electronic data throughout the
world, making data leakages a top concern for both enterprises and individuals. Sensitive data of companies and
organizations includes Intellectual Property (IP), financial information, patient information, personal credit-
card data etc. Furthermore, in many cases, sensitive data is shared among various stakeholders like employees
performing from outside the organizational premises (e.g., on laptops), business partners and customers [7]. Data
leakage is defined as the accidental or unintentional distribution of personal or sensitive data to unauthorized
entity [7]. Data leakages have gained widespread attention as businesses of all sizes become increasingly reliant on
digital data, cloud computing, and workforce mobility. Sensitive business data are stored on local machines, on
enterprise databases, and on cloud servers, leaking a company’s data has become as simple or as complex as gaining
access to restricted networks. Data leakage also is a situation whereby crucial information is illegally transferred to the
outside world [16]. Traditionally, leakage detection is handled by watermarking, e.g., a singular code is embedded
in each distributed copy. In case a replicate is found later within the hands of a third or an unauthorized party,
the leaker can be identified. Watermarks are often very useful in some cases, but again, involve some
modification of the first data. Furthermore, watermarks can sometimes be destroyed if the data recipient is
malicious. E.g. A hospital may give patient records to researchers who will devise new treatments.

3. Methodology

The methodology adopted for this research work is the Object-Oriented Analysis and Design methodology (OOAD). The
existing system from the perspective of objects and similar objects are grouped as classes and their characteristics are
handled as properties while their behaviors are treated as the actions or methods within the same bundle of object. This
methodology was chosen because it is best used to handle a system where different objects exist. It is a structured
approach that is used in analyzing and designing a system. It applies object-oriented concepts and develop a set of
graphical system model during the development lifecycle of the software.

3.1. Proposed System Architecture
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Figure 1 Architecture of the proposed system
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The New application system has in it an audit trail /transaction log system which checks also monitors user transactions
and activities to computing resource at each stage of the process. The system administrator registers each user and
assigns roles to them. The roles include an administrator, a distributor and a user. The distributor uploads new files into
the system, approves, sends key request to the user, also shares file to each user. Above depicts the architecture of the
proposed system:

4., Results

4.1. Input Interface

In this system, data is supplied by the user during registration which in turn is used to create login details and the secret
key of the user. The interface makes use of Graphical User Interface components such as radio buttons, text boxes to
accept input from the users into the system.

Welcome Back!

adma@mad conl

H P Type e to search

Figure 2 Admin sign in Module

Figure 2 shows the module where the admin logs in to the system in order to create new users and assign role to the
users.
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Figure 3 Admin registers a new user
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Figure 3 illustrates where the administrator creates a new user. The “Register” button is clicked after entering the fields.
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Figure 4 Admin assigns roles

Figure 4 shows where the administrator assigns role to the users, one user can be a distributor of files, or another
administrator or only a user.

4.2. Output Interface/ Test Results

Firstly, the administrator logs into the system and has the privileges of registering users, viewing the list of all registered
users, assign roles to members, and checking the audit trail to identify a leaker.

In Figure 5 below, the admin views the set of all users that have registered and also can assign roles to them.
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Users
Name Emai Role
dist dist@mail.com Distributor Manage Role
admin admin@mail.com Administrator Manage Role
user user@mail.com User Manage Role

Figure 5 Admin dashboard
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Figure 6 Audit Trail/Transaction log module

Figure 6 shows the audit log or trail that tracks user activities in the system. It shows the various activities performed
by the user (admin) including the date and time and actual activity performed at each stage of the application process.
This audit trail table has no link or dependency to the other tables in the program making it safe from manipulations
from other tables.

It is intended to be activated at every login stage for user identification and verification purposes. It has been tied to
application accessibility, which means a user must be successfully verified before access is granted into any software
application. This will ensure that users who are not biometrically verified through this system have no access to any
software program. It is just another level of the user identification and authorization within the cloud computing
architecture (a middleware application).
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Data Leakage Detection System

Figure 7 Shared file module

Figure 7 shows the files shared to a particular user and can be downloaded through the approval of key request by the
distributor or administrator.
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Figure 8 Graph of Entries without Transaction Log/Audit Trail

Figure 8 depict graphically, 10 clients entered in to the without transaction log/Audit trail system. The graph shows
that for any member of clients entered there is no any mechanism to profile user activity in the system

Figure 9 therefore shows that for each client entered there is a corresponding transaction log/Audit Trail System that
profile user activity in the system.

Table 1 Table of Entries without Transaction Log/Audit Trail

No. of Users 0 1 2 3 4 5 6 7 8 9 10
Audit Trail 0 0 0 0 0 0 0 0 0 0 0
12
10
. 8
o
S
=
4
., mll
0 1 2 3 4 5 6 7 8 9 10 11
Audit Trail/ Transaction log
m No.of Users  m Audit Trail/ ansaction log
Figure 9 Graph of Entries with Transaction Log/ Audit Trail
Table 2 Table of Entries with Transaction Log/Audit Trail
No. of Users 0 1 2 3 4 5 6 7 8 9 10
Audit Trail 0 1 2 3 4 5 6 7 8 9 10
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5. Conclusion

Data security is not an easy task even top leading organizations suffer the fear of data leakage. This research work
discussed some of the latest work carried out in the area of detection of data leakage and prevention algorithms, tools
and technologies supported. And the researchers were able to develop a system that provides security to overcome
issues related to cloud environment. This helps to protect the data from leakage by tokenization of files before
distributing and setting the time bound for each and every file that particular user needs to download from the cloud
storage. The system protects the data leaked from guilty agent who act as a third party and security is provided using
dynamic key generation which is an auto generated random unique number for every file when user or an employee
makes attempt to view the content of file. Incorporated in it also is an Audit Trail/ Transaction log which profiles user
activities in the system as against the old system that does not have an Audit trail. The audit trail will monitor when a
user sends out organization’s information with date and time stamp.
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